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Brief

Fund freezing, in layman's terms, occurs when a
foundation can lock a user's assets without their
consent. This capability runs counter to the core
principle of decentralization by reintroducing a
central authority with control over funds —
similar to a traditional bank. Therefore, when the
Sui Foundation intervened to freeze assets stolen
from the Cetus protocol, it sparked a heated
debate within the blockchain community.

This incident prompted Bybit's Lazarus Security
Lab team to launch a comprehensive
investigation into whether other blockchain
networks have similar powers. The team analyzed
166 different blockchains. Since most networks
did not disclose such functionality in their public
documentation, the team conducted in-depth
code reviews of blockchain repositories. Given
the vast amount of code involved, they
developed a systematic, Al-assisted approach to
conduct the research efficiently.

The goal of this research is to bring greater
transparency to how these mechanisms operate
while laying the groundwork for future studies

and risk assessments in the fast-evolving digital
asset and blockchain landscape.
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01.

The Lazarus Security
Lab reviewed 166
prominent blockchains
to assess whether they
have the capability to
freeze funds.

05.

During the research, the team uncovered five noteworthy incidents and unique implementations:

BYBIT

Key Highlights

02.

The research adopted a
novel approach: using a
customized Al agent to
filter blockchains,
followed by deep
manual analysis.

e Cetus hack on Sui and APTOS's prompt update

BNB hack incident followed by the blacklisting ability
Cosmos's modular accounts with address-blocking ability
HECO chain's blacklisting through the smart contract
VeChain hack incident followed by the blacklisting ability

03.

The research confirmed
that 16 blockchains
currently have freezing
capabilities, while an
additional 19
blockchains could
potentially support
freezing in the future.

04

Among the 16 chains, the
team identified three main
freezing mechanisms:
e Hardcoded freezing
e Config file-based
freezing
e On-chain smart
contract freezing

2025
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Freezing Ability

CHILIZ, VIC, XDC,

BYBIT

Key Statistics

ONE, HVH, APTOS, SUPRA, EOS,

Blockchain Freezing Exposed: Examine The Impact of Fund Freezing Ability in Blockchain

BNB, VECHAIN ROSE, WAXP, SUI, LINEA, WAVES
2025

Potential ARBI, ATOM, AXL, BABYLON,

Freezing Ability CELESTIA, DYDX, DYM, DYMEVM,

EVMOS, INITIA, KAVA/KAVAEVM,
LUNA, MANTRA, Nillion, OKB,

RUNE, SEI/ SEIEVM, SRCT, XION

For more in-depth insights, read the full report.
< Building What's Next. #TheCryptoArk > 6
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1.1 Freezing Methods

During its research, Bybit's Lazarus Security Lab identified 16 chains
with protocol-level freezing capabilities. This means a blockchain's
foundation or governance group can completely block specific
addresses of their choosing. Once an address is blacklisted, any
tokens within it become inaccessible to the original signer, and no one
can access that address until it is removed from the blacklist by the
foundation or governance group.

< Building What's Next. #TheCryptoArk >

Among the 16 chains, the team found three distinct methods for A
freezing funds at the protocol level.
1.1.1 Hardcoded freezing method (public blacklist)
1.1.2 Config file-based freezing method (private blacklist)
1.1.3 On-chain smart contract freezing method
8
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1.1 Freezing Methods

111 Hardcoded Freezing Method

The hardcoded freezing method was first employed by As the two cases illustrate, the primary advantage of a
VeChain in Dec 2019. Following a hack that stole freezing ability is the swift remediation of financial damage
approximately $6.6 million worth of VET tokens from its to an ecosystem. This is achieved by preventing attackers
official buyback wallet, the VeChain Foundation introduced from moving or liquidating stolen assets by validators and
a function that blocked blacklisted addresses from signing foundation team.

on-chain transactions. A total of 469 addresses associated
with the attackers were added to a blacklist on GitHub,
effectively preventing them from interacting with the
VeChain blockchain and liguidating the stolen funds.

In Oct 2022, the BNB Chain also used the hardcoded
freezing method after a major security breach on its cross-
chain bridge caused by a vulnerability in IAVL tree proof
verification. The exploit allowed an attacker to forge
withdrawal proofs and mint 2 million BNB tokens, worth
about $570 million at the time. Through hardcoded
blacklisting, the impact was partially contained, with only
around $100—110 million successfully moved off-chain.

2025
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111 Hardcoded Freezing Method
(Public Blacklist)

In total, five blockchains, including BNB Chain and VeChain, were found to have hardcoded freezing capabilities.

GitHub Link

1.1 Freezing Methods

< Building What's Next. #TheCryptoArk >
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https://github.com/chiliz-chain/v2/blob/3e0e8a8fd5313d83c288edae3cc79cb4abalabcc/
CHILIZ :
core/types/blacklist.go#L4
2025
VIC https://github.com/BuildOnViction/victionchain/blob/master/common/constants.go
XDC https://github.com/XinFinOrg/XDPoSChain/blob/
af4178b2c7f9d668d8bal1f3a0244606a20ce303d/common/constants.mainnet.go#L4
. https://github.com/bnb-chain/bsc/blob/e7b198c10cc8c3e32a5b6d98cd34938115f08ade/
BNB Chain .
core/types/blacklist.go#L6
https://github.com/vechain/thor/blob/b01ac99428e18130f57a8b4b19e005bfc6921184/
VECHAIN :
thor/blocklist.go#L493
10
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1.1 Freezing Methods

1.1.2 Config File-based Freezing Method

The logic behind blocking certain addresses is the same as
with the hardcoded method. The difference is that the
blacklist is managed and updated in local configuration files
— such as YAML, ENV or TOML — that are accessible only
to validators, the foundation and core developers.

On May 22, 2025, Cetus, a decentralized exchange (DEX)
on Sui, was hacked, resulting in losses of roughly $223
million in digital assets. In response, Sui's validators and the
Sui Foundation exercised their fund-freezing capability.
They added the attackers' addresses to their configuration
files and restarted the nodes, blocking those addresses
from signing transactions on-chain.

Shortly after, Aptos, often referred to as Sui's "brother chain”,
updated its code to include a blacklisting function of its own.
These actions have fueled debate over whether such
foundational blockchain projects are truly decentralized or if
they are essentially centralized entities operating on a
distributed ledger. Further details on Aptos's response can be
found in Section 1.2.1.

2025
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1.1 Freezing Methods

1.1.2 Config File-based Freezing Method

(Private Blacklist)

A total of ten chains, including Sui, were found to have this configuration file—-based freezing capability.

Blockchain Freezing Exposed: Examine The Impact of Fund Freezing Ability in Blockchain

GitHub Link GitHub Link
2025
ONE https://github.com/harmony-one/docs-home/blob/23d060ca3181818aeff7e9df5996e917e3d163f0/network/ ROSE https://github.com/oasisprotocol/oasis-core/blob/2a01cbe4668099eaf028e73e21fe35db2c94b879/go/
validators/node-setup/installing-updating/installing-node/using-binary.md?plain=1#L183 consensus/cometbft/full/common.go#L129
VIC https://github.com/havah-project/goloop-havah/blob/ddeb0cf687a04ff8740267310d763fe1a39a3534/ WAXP https://github.com/worldwide-asset-exchange/wax-blockchain/
service/transaction/transactionhandler.go#L117 blob/8e8e0a24784abfb8dbf874788c7ddd75832bb90d/plugins/producer_plugin/producer_plugin.cpp#L1529
https://github.com/aptos-labs/aptos-core/blob/b36e1c490b72e8cf352aa295a48636d439488760/crates/ https://github.com/MystenLabs/sui/blob/93a61faf954249122a97f404812101362b6a86e2/crates/
APTOS o N SuUl ) : : )
aptos-transaction-filters/src/block_transaction_filter.rs#L93 sui-config/src/transaction_deny_config.rs#L104
https://github.com/Entropy-Foundation/aptos-core/blob/ffabf2ab759dfa7e0f37033e8aab17feb54750d3/ hitps://github.com/Consensys/linea-monorepo/blob/19817¢877d962756a380381950133be8634c7ci/
SUPRA config/src/config/transaction. filter_type.rs#L156 LINEA besu-plugins/linea-sequencer/sequencer/src/main/java/net/consensys/linea/sequencer/txpoolvalidation/
g g - -type. validators/AllowedAddressValidator.java#L66
EOS https://github.com/AntelopelO/spring/blob/83d6d3d6829ccb799426065844e7c7ad94da7e12/libraries/ WAVES https://github.com/wavesplatform/Waves/blob/769f6d70e127af020cc3c4dc83b9130724cd1a13/node/
chain/controller.cpp#L4797-1.4882 tests/src/test/scala/com/wavesplatform/utx/UtxPoolSpecification.scala#L33
< Building What's Next. #TheCryptoArk > 12
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11.3 On-Chain Smart

Contract Freezing Method

Managing a blacklist through an on-chain smart contract is a
unique approach used exclusively by the HECO chain, also

1.1 Freezing Methods

known as the Huobi Eco Chain. To enable prompt blocking and 2025
avoid the need to restart nodes to make the blacklist effective,
HECO manages its blacklist via the on-chain smart contract.
Validators check the list by querying the smart contract's ABI.
More details are available in Section 1.2.4.
13
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1.2
Notable
Research

1.2.1 Cetus hack on Sui and APTOS's prompt update

1.2.2 BNB hack incident followed by the blacklisting ability

1.2.3 Cosmos's modular accounts with address-blocking ability

2025
F o d o 1.2.4 HECO chain's blacklisting through the smart contract
1.2.5 VeChain hack incident followed by the blacklisting ability
< Building What's Next. #TheCryptoArk > Blockchain Freezing Exposed: Examine The Impact of Fund Freezing Ability in Blockchain 14
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1.2.]

Cetus hack
on Sui and
APTOS's
prompt
update

Cetus Hack

Cetus, a decentralized exchange (DEX) on Sui, was
exploited on May 22, 2025, resulting in losses of about
$223 million in digital assets. The attacker exploited a
vulnerability in Cetus's math library, which allowed them to
manipulate the prices of liquidity pools using fake tokens.

Given the potential damage to Sui's ecosystem, the Sui
Foundation and validators exercised their protocol-level
fund-freezing ability, successfully freezing $162 million of
the stolen funds.

1.2 Notable Research Findings

After freezing,the SUI team performed an additional action:
recover the funds from hacker's address. Sui community
successfully passed a governance vote with 90.9% approval
from validators to recover $162 million in assets frozen after
a hack that affected the Cetus protocol. The vote's approval
allows for frozen funds, which were in a hacker's address, to
be transferred to a specific Cetus multisignature wallet.
From there, the funds will be held in trust and eventually
returned to the affected users.

If this vote passes, the next Sui release will include a protocol upgrade that enables a one-time

authentication of two special transactions. These transactions will be hard-coded with the

two attacker addresses, stolen asset objects, and their destination. It will verify the voting

Current Vote

results and, if approved, transfer the stolen funds from the attacker addresses to a Cetus multi- Results

sig wallet with Cetus, the Sui Foundation, and OtterSec acting as signers.

Voting Mechanics

1. Voting will be open for up to 7 days.

Yes

2. Validators may vote “Yes," "No," or "Abstain.” Once submitted, votes cannot be changed.

3. Votes are weighted by validator stake, excluding the Sui Foundation's stake to maintain

neutrality.

4. Stakers are encouraged to delegate their stake to validators who align with their position.

5. The proposal is considered approved if and only if:

Abstain
4

Did not vote

* More than 50% of total stake (excluding Abstain) participates by voting "Yes" or “No," -

2025
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1.2.]

Cetus hack
on Sui and
APTOS's
prompt
update

APTOS update after the Cetus hack

Aptos and Sui inherited the Move programming language,
designed as a secure and universal language for smart
contracts, emphasizing core principles such as resource
ownership and scarcity.

However, our recent research highlights a key difference in
protocol-level fund freezing. While Sui had this capability in
place since Apr 2023, Aptos did not implement it until after
Sui exercised the feature in response to the Cetus hack.

This development only became known to the public when
Sui used it to block the hacker's fund transfers.

Our findings show that Aptos introduced support for
TransactionFilter on Jul 4, roughly one month after the
Cetus hack on May 22.

The update introduces functionality similar to that of the Sui

blockchain, allowing transactions to be denied based on

blacklisted addresses. The blacklist can be updated through

YAML or TOML files, but implementing changes requires a
node restart.

1.2 Notable Research Findings

Conclusion

The cornerstone of blockchain is its ability to process
transactions in decentralized way. The function used in SUI,
and those recently updated in Aptos, demonstrates its
resilience to hacking and prompt risk management methods
to recover their lost funds. However, it also shows
centralization power to the blockchain community.

https://github.com/aptos-labs/aptos-core/blob/
fb06376c4461795699¢cb7d49605b54ac494a5972/config/
src/config/transaction_filters_config.rs#L22

2025
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https://github.com/aptos-labs/aptos-core/blob/fb06376c4461795699cb7d49605b54ac494a5972/config/src/config/transaction_filters_config.rs#L22
https://github.com/aptos-labs/aptos-core/blob/fb06376c4461795699cb7d49605b54ac494a5972/config/src/config/transaction_filters_config.rs#L22

BYB'T

1.2.2

BNB hack
Incident
followed by
the
blacklisting
ability

Background

On Oct 6, 2022, the BNB Chain suffered a major security
breach on its cross-chain bridge caused by a vulnerability in
the IAVL tree proof verification process. This flaw allowed a
hacker to forge withdrawal proofs and mint 2 million BNB
tokens, resulting in losses of around $570 million at the time.

The IAVL tree's proof verification process is designed to
validate cross-chain transactions between the BNB Chain
and the BSC Token Hub. The vulnerability arose because the
verification process skipped checks on the right child.
Exploiting this gap, the attacker created a malicious proof
that inserted a new leaf into the tree, bypassing verification
and minting BSC tokens out of thin air.

1.2 Notable Research Findings

In response, the BNB Chain core team, working with
validators, quickly paused the blockchain to prevent further
asset drain. They also rolled out a software update that
hardcoded the attacker's wallet address into a blacklist at
the protocol level, effectively freezing the stolen funds still
on the chain. Like Sui, the BNB Chain also introduced
protocol-level fund-freezing capabilities after the hack.

2025
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1.2.2

BNB hack
Incident
followed by
the
blacklisting
ability

1.2 Notable Research Findings

Key Points

Like Sui, the BNB Chain also introduced a protocol-level
freezing ability. However, there is one key difference: BNB
Chain maintains a public list of blacklisted addresses.

In Sui, blacklisted addresses are managed in the local
configuration files of validators (and potentially the Sui
Foundation), whereas on BNB Chain, the full blacklist is
visible to everyone.

ed because of the Tendermint IAVL Merkel Proof verification exploitation.

to
C o n c I u S i o n This is intro ed use of the Tendermint IAVL Merkle Proof verification exploitation

As seen with both Sui and BNB Chain, blockchains are
ultimately created and managed by business organizations
(unlike Bitcoin). When a severe hack occurs, these
organizations can — depending on the scale of financial https://github.com/bnb-chain/bsc/blob/
damage — quickly introduce protocol-level address e7b198¢10cc8c3e32a5b6d98cd34938115f08ade/
blacklisting to minimize losses. core/types/blacklist.go#L.6

2025
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https://github.com/bnb-chain/bsc/blob/e7b198c10cc8c3e32a5b6d98cd34938115f08ade/core/types/blacklist.go#L6
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1.2.3
Cosmos's
modular
accounts
with
address-

Cosmos uses special module accounts, which are accounts
created by Cosmos SDK modules to manage funds and
carry out module-specific operations. Unlike regular user
accounts, these accounts are controlled by module logic
rather than private keys.

These module accounts are typically blocked from

1.2 Notable Research Findings

Each module maintains a list called "blockedAddrs". By
default, this list includes all module accounts (those used by
on-chain modules for staking, governance, distribution,
etc.). The purpose is twofold: to prevent users from
accidentally sending tokens directly to these accounts and
to stop module accounts from transferring funds out in the
event of a hack.

performing normal transactions, such as sending native 2025
o tokens through standard user-initiated messages. This is
b I OC kl n because they serve specific internal protocol functions
g rather than general user activities.
ability
19
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1.2.3
Cosmos's
modular
accounts
with
address-

This function could, in theory, be modified in the future to
add a hacker's address, but so far none of the blockchains
in the Cosmos ecosystem have used it in this way.
Moreover, implementing such a change would require a hard
fork along with minor adjustments — likely in the
anteHandler file — or additional code modifications.

1.2 Notable Research Findings

(app *InitiaApp) ModuleAccountAddrs() map[stringlbool {
modAccAddrs := make(map[string]bool)
r acc := range maccPerms {
addrStr, _ := app.ac.BytesToString(authtypes.NewModuleAddress(acc).Bytes())
modAccAddrs [addrStr] = true
}

rn modAccAddrs

(app -Initianppé_HEG;}Q:H;Ugiuﬁ:La,ntﬁjcfuﬁmndhccﬁddrs map[string]bool) map([stringlb

modules := [Istri
govtypes.ModuleName,
rewardtypes.ModuleName,

_, module := range modules {
moduleAddr, _ := app.ac.BytesToString(authtypes.NewModuleAddress{module).Bytes())
delete(modAccAddrs, moduleAddr)

rn modAccAddrs

Such function can later be modified to add hacker's address 2025
in future, but currently none of blockchains in Cosmos chain
o . . .
b I OC kl n as used the function in such way. Moreover, adding such Code  Bame 415 lines (345 L ® - ©
g address reqUireS hardfork and additional minor Change ¢ (k MoveSendKeeper) IsSendEnabledCoins(ctx context.Context, coins ...sdk.Coin) error
oegeo (probably under file anteHandler) or addition of code is
Ir_sdk.AccAddress) bool {
ability -
fune [; Hn;;senaa;eperl  ;' ::uv:agf'»a~;~(b ] ;striné]hooi {:
‘ : g S M O S https://github.com/initia-labs/initia/
blob/7947f7cf73cfdd7973fe4f69140c24043264444b/x/
bank/keeper/send.go
20
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1.2.4

HECO
chain's
blacklisting
through the

Unlike other blockchains with protocol-level freezing
capabilities, HECO (also known as the Huobi ECO Chain)
takes a unique approach to blacklisting. Instead of requiring
a hard fork, HECO allows an admin address to add any
address to the blacklist directly, with the update taking
effect immediately.

How the blacklist is retrieved

Cache check:

The system first attempts to retrieve the blacklist from an
in-memory LRU cache (c.blacklists), keyed by the parent
block hash.

1.2 Notable Research Findings

It calls two methods on the AddressListContract:

getBlacksFrom and getBlacksTo. 2025
S m a rt Il. Fast path for recent updates:
It the last update occurred a long time ago and the cache e These return lists of addresses are blacklisted either
doesn't contain the list, the system recursively checks the as senders or receivers.
CO n ra C blacklist of the parent block (a fast path for blocks with no
recent changes). , _
. Mapping Construction:
lIl. Contract Call It constructs a map of addresses to blacklistDirection
’ ' ' If the blacklist isn't found in the cache, the system (from, to or both) based on the results of the contract calls.
‘ ‘ queries the system contract directly on the .
blockchain state using the contract ABI. ll. Caching:
The results are then stored in the LRU cache to enable
IV. Go faster retrieval in future lookups.
21
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1.2.4

HECO
chain's
blacklisting
through the

How the blacklist is updated

The blacklist is managed by the on-chain AddressListContract at
address 0x000000000000000000000000000000000000F004.
This system contract includes built-in methods for managing
blacklisted addresses:

e The contract provides functions such as
getBlacksFrom and getBlacksTo to read the blacklist.

e To add or remove an address, you interact with the
contract via a transaction that calls its management
(admin) functions (e.g., addBlackFrom(address) or

1.2 Notable Research Findings

Conclusion

HECO has a design which allows the team to promptly add any
address to blacklist. As no hard fork is required to take an effect,
adding and taking effect all depends on how fast multi signature is
processed.

S m a rt addBlackTo(address)). 2025
e Only the contract admin — typically a multisig or
C o n t ra Ct governance account — has permission to update the
blacklist.
e Nodes automatically read updates from the contract,
’r' H E C 0 so no restart or fork is required.
22
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1.2.5
VeChalin
hack
Incident
followed by
the
blacklisting
ability

Y vechain

On Dec 13, 2019, the VeChain Foundation suffered a
hack in which roughly $6.6 million worth of VET
tokens were stolen from its official buyback wallet. In
response, the team introduced a blacklisting
mechanism targeting the attacker's addresses.

A total of 469 addresses associated with the hack
were added to a blacklist on GitHub, effectively
preventing them from interacting with the VeChain
blockchain and liquidating the stolen funds.

1.2 Notable Research Findings

Blame

e thor
blocklist = make(map[Address]bool)

c init() {
list := [...]string{
“@x4427beB010ddB870395975a8fbaa7afa%9439b5332",
"@x4decbdIcOb8fed18721127 fbBbaedf502deB5%ad" ,
- 68b%e2a87ebddcedfadiebeffl7ccfbed511fa",
caazbl54@1%efebbd5d9%c3%9ebd8786937c67db"
"@xa%9bd12B8a454728b508%9able41499a6d1eadd3416" ,
"@xlidcedeeTibbebaef5970d2d6193424c33Baac
“@x2bBc@dBATfb547b B ..
"@x31eB82241eed5b5f

B2e3i2deb6ob@58deidBa5edb26dae
7d898516738aa357bfBef9dcbl13254548
3d@8c19df997fd36@1583616739e4882d6b ’

"@xd@ed9albccT@2048383e22a82fbB6BdS5582af The"
“@xdf616f5eb6deSdbfcaeBbae79bfB7b71fai5abc4d”,
"@xeecd4a@39d4adbb3 feB7913567812c
"@xefbd3f7ae31136aecbB61f2b1b75¢
“@xfeclca764184cac68111355ce4262c97286a4901",
"@x00684b775a91131¢58cc53b3d04db75fd44cT523",
"@x@2c29c712ea1972¢cB815038154c3324d6f71cbdas",
“@x@35b1968dfdala72833ad331a6577866%9a371aaa"
"@x@500393Bbe2a7111339b25¢712836a9312f9cB1b",
“@x053412cOfff76e37fB6TDBB3427d14dc351e23bae"
“@x@55ceddccale7d11075bab4979f3fab3aac28612",
"@x@59%e9fdfcd494@8fabal52bdef5a%aa988c@eS557h"
“@x@efb67bcBOe9df9Tb93e6ed4bla7f34bbacdBelade”
“@x10a62db3748134db3c7Tecdd0B8000bTaldcIeded"”
"@x115cdB81235b19dd@T99b916a346F f4d6f3601776",
"@x13cad@31d282baeab519331629463217100313 i

2d2743ce7c34709190e4 1117254614858

Safe868485171eB8fedbdbedf7af144914b9250"
“@x179e98eaarada917a84cd@a2t7b4523425d6799a" ,
"@x1a5dB662Tf259741195bB67548d698451 ceddb "
“"@xlede9B8baf4602aB84997e1761131335516
"@x1f87d3aed6fae20d54c4c1b545158e569
"@x20655317blbda B5cldc5818fabaaled”
"@x2476elacfcal775edBce257439315736feBbfo86"

(26dd1lce69e56148821edd7428e1caBb352513357",
97bf16725bal1c5e568475334b1aeb11148
b53ad1994e8c3eccibdbe2959e97cB51a ’
1625902b95daB@86113ba7d43478bd32a96546"
3dbdfcfedd559935d499d118793a416b2cBOd3"
"8x%31736d1215bdbdd@ad9964c4cad5decabTc746a2" ,
"@x34ccbfleeceaecT42017T47af5BBBT23477Ta0f
4bfc781a3463331edb6c71aa93 1",
“"@x388edablcB89645T8cB5952aeeebdbcB28925dbaa" ,
"@x3a731c@0ale63632573dfa729863036d81c1ba24",
"@x3a95505463b4d5ec221bbb596955900d3868 384"
dabd61b196976847a@dc337a9bedB63dd59857",
42a6953ad5206c46a850cc@26559649120ea49"

https://github.com/vechain/thor/blob/
b01ac99428e18130f57a8b4b19e005bfc6921184
[thor/blocklist.go#L493
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2.
Patterns
ACross

In our manual review, we found that the core logic for
protocol-level freezing is usually located under tx_pool

or validators code.

Furthermore, blockchains within the same family (e.g.,
EVM, Cosmos, UTXO) tend to show similar characteristics,

influenced by their overall design and the programming
languages used in their development.

Most commonly uses a hardcoded blacklist,
visible to the public. Notable exceptions include
HECO, which manages its blacklist via a smart
contract, and HVH, which uses a config file.

Managed in a local file by validators or

Core logic is typically embedded in the
tx_pool or validators code. The approach is
heavily influenced by BNB's method.

Core logic resides in a dedicated Rust file

° blockchain organizations; not visible to (often named "transaction deny config") and A
C h a I n the pubilic. is executed as part of the node code.
G ro u S Currently, Cosmos chains lack a fully
CoSMOS If present, blacklists are generally functional freezing mechanism at the protocol
hardcoded and visible to the public. level, though one could be introduced by
modifying code used for modular addresses.
The implementation differs across consensus
Varies Methods vary depending on the chain, mechanisms and architectures, but the
ranging from hardcoded lists to config files. underlying fund-blocking logic is usually
found in the tx_pool or validators code.
25
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Methodology
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3.1
Brief

3. Methodology

When we discovered that some blockchains include built-in address-freezing mechanisms, we faced a significant
challenge: analyzing 166 Bybit-supported networks to assess their censorship capabilities. The sheer volume of code
made manual review impractical, so we developed a systematic, Al-assisted detection pipeline. Our workflow unfolded

in three key phases:

1. Test Data Preparation

We selected the Sui
blockchain as our initial test
case after identifying, through

2. Experimental Prompt Development

Using Sui's codebase, we ran extensive
tests with multiple prompt variations to
determine the most effective detection

3. Large-Scale Application

After validating our approach on
Sui, we deployed the optimized
detection system (prompt + Al

business operations, that it approach. model: Claude-4.1 Opus) across 2025
included address-freezing all 166 blockchain networks,
mechanisms. Through iterative experimentation, we systematically identifying which
compared prompt performance in chains included similar freezing
This real-world example accurately identifying freezing capabilities.
served as the ideal validation mechanisms and ultimately selected the
dataset for our Al detection version that achieved the highest
methodology. accuracy based on observed outputs.
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3.2
Our Al
Detection

3. Methodology

Our prompt development process began with an expert analysis of Sui's freezing mechanisms, addressing a key challenge:
accurately detecting freezing capabilities across 166 blockchains, each with its own implementation, would be prohibitively
time-consuming if done manually. To overcome this, we focused on identifying the fundamental characteristics that define
freezing capabilities, ensuring our methodology could capture diverse implementations. This analysis revealed three critical
characteristics that determine a blockchain's ability to freeze transactions:

1. Initial Feature Extraction

Through a manual expert review
of Sui's codebase, we identified
the essential components:

o Address blacklist

2. Iterative Prompt Testing

We tested multiple prompt
variations against Sui's codebase,
refining our approach based on
accuracy. Each iteration helped us

3. Final Prompt Optimization

After extensive refinements
validated against Sui's known
freezing capabilities, we finalized a
prompt that accurately detects

configuration: mechanisms better define the detection criteria, both Layer 1 native token 2025
such as deny_list or moving from broad searches to restrictions and Layer 2 project
M et h o d 0 I o address_blacklist. precise capability identification token controls. The prompt
g y e Real-time configuration applicable across different instructs the Al to analyze blacklist
loading: Allowing key blockchain architectures. modules, configuration-loading
transaction processors to read mechanisms and transaction-
configurations during runtime. filtering logic, while distinguishing
e Transaction filtering during between native and project token
processing: Rejecting freezing, ensuring comprehensive
blacklisted transactions at detection across diverse blockchain
various points in the architectures.
transaction lifecycle.
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Blockchain Freezing Exposed: Examine The Impact of Fund Freezing Ability in Blockchain




BYBIT 3. Methodology

3.2 Our Al Detection Methodology

This systematic approach turned what would have been an overwhelming manual review into an efficient, Al-powered analysis,
allowing us to thoroughly assess censorship risks across the blockchain ecosystem.

2025

Example of the prompt we use.
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3.3

Al Analysis
Limitations

and Practical
Considerations

While Al greatly improved our efficiency in
analyzing 166 blockchain projects for freezing
capabilities and security vulnerabilities, we also
encountered several practical challenges worth
sharing with the research community.

These issues highlight methodological pitfalls that
researchers should keep in mind when conducting
large-scale blockchain codebase analysis.

< Building What's Next. #TheCryptoArk >
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3.3.1

Role-based
Freezing
Authority
Misidentification

3.3 Al Analysis Limitations and Practical Considerations

Background

We used an optimized prompt together with
Claude-4.1-Opus to analyze blockchain core code
repositories. During this automated scanning phase,
the Al appeared to interpret freezing capabilities
without issue. However, discrepancies emerged
during manual review, where we found that the Al's
understanding of "freezing ability" did not fully align
with the criteria our analysts required.

Technically speaking, the Al's identification of
freezing capabilities was not incorrect, but it
exposed a limitation in how the prompt had been
designed — specifically around the scope and
authority level of freezing mechanisms. This
underscores why manual review remains an
essential part of our analysis pipeline.

Observation

For example, in the case of Symbol Chain, the Al
flagged potential freezing capabilities and returned
the following response to our questions:

2025
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3.3.1

Role-based
Freezing
Authority
Misidentification

3.3 Al Analysis Limitations and Practical Considerations

Upon manual review, we found that this was not a system-wide freezing function but rather a personal

restriction feature, allowing individual users to block specific addresses from sending them tokens. In essence,

it operates more like a "block" function on social media platforms.

Analysis

This mechanism is fundamentally different from
the network-wide administrative freezing powers
that were the true focus of our investigation.
While the Al correctly detected address-filtering
logic in the codebase, it failed to distinguish
between user-level blocking and administrator-
level freezing. At the code level, both features
share similar implementation patterns — address
validation, transaction filtering and conditional
execution — but their scope and impact differ
significantly. User-level blocking affects only the
wallets of individuals, whereas administrative
freezing has the power to stop token transfers
across the entire network.

Solution

This is exactly why we treat manual review as a
critical second layer of verification. No single test

dataset can capture every variation in how freezing

might be implemented across different chains.
What matters is that all chains with true freezing
capabilities share certain fundamental traits.
Analysts use test data to confirm that the Al
understands the essential nature of freezing

capabilities, but edge cases — such as differences

in authority levels — will inevitably appear. This

particular case provides a valuable reference point.

By incorporating authority-level distinctions into
our prompts, we can refine detection and apply

them as filtering criteria during manual verification.

2025
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3.3.2
Lacks
Comprehensive

3.3 Al Analysis Limitations and Practical Considerations

Background

We applied the same optimized prompt with
Claude-4.1-Opus but broadened the detection
scope to include IAVL library vulnerabilities. This
was necessary after discovering that IAVL had
introduced critical flaws in the BSC bridge hack,
where attackers exploited proof validation
processes. As BSC's freeze functionality was tied
to vulnerable IAVL usage, we enhanced our prompt
to detect both IAVL implementations and their

corresponding hotfixes as key investigation targets.

Analysis

This case highlighted a core limitation of Al: surface-level
code scanning without deep runtime analysis. The Al only
performed superficial detection by identifying IAVL imports
and function calls in the codebase, but it failed to examine
the switching mechanisms that govern actual execution. It
saw the presence of IAVL code and immediately assumed
the vulnerability existed, without considering configuration
flags, conditional logic or runtime redirections that might
mitigate the risk. This shallow approach overlooks
important architectural patterns where projects retain
legacy code for compatibility while using runtime switches
to redirect execution to more secure alternatives.

C d E ° 2025
o e Xe C u t I o n Observation Solution
o

Pat h An a Iys I S Take the Sei blockchain as an example: To address this limitation, prompts should be refined to

Our Al identified extensive IAVL-related code explicitly ask about switching mechanisms, configuration

across the codebase and concluded that "Sei is flags or replacement code for IAVL functionality — an area

still using the IAVL library". In reality, Sei had we've already identified as a gap. Manual verification

migrated to the memIAVL implementation via a through GitHub commit history can also provide conclusive

runtime configuration flag (sc-enable = true). evidence of implemented fixes. A dual approach —

Instead of rewriting all existing IAVL code, Sei combining Al detection that accounts for runtime logic with

introduced a switching mechanism that redirects manual history review — offers the most reliable way to

|AVL operations to the more secure memlIAVL capture both surface-level usage and the deeper

whenever the flag is enabled. architectural choices that determine real vulnerability

exposure.
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Crltlcal
Reminders

In our initial analysis, we overlooked an important
detail: some blockchain projects distribute their core
functionality across multiple repositories. Our early
approach focused only on the main repository,
without considering that critical components might be
located in separate repos.

Take Plume Chain as an example:

Handles the core execution layer.

Manages rollup infrastructure and sequencing.

When we analyzed only the plume-go-ethereum
repository, we mistakenly concluded that Plume
lacked comprehensive freezing capabilities. In
reality, the freezing mechanisms we were
investigating were implemented in the nitro
repository. If one only analyzed the go-ethereum
repo, the full picture would be missed.

This kind of architectural split is common in modern
L2 solutions, yet our initial approach treated each
repo as a standalone system rather than
recognizing them as interconnected parts of a
larger blockchain infrastructure. Accounting for
these multi-repository relationships is a nuanced
but critical adjustment we need to make.
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conclusion
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Investigation, prompted by the SUIl Foundation's
intervention in the Cetus hack, has provided a critical
analysis of censorship capabilities across 166 blockchain
networks. The investigation was done with adequate
combination of customized Al agents and deep-level
manual code analysis. Our findings confirm that a total of 16
chains possess built-in freezing abilities, while an additional
19 have the potential for such functionalities. The research
identified three distinct methodologies for asset freezing:
hardcoded freezing, config file freezing, and on-chain smart
contract freezing.

The presence of these mechanisms fundamentally
challenges the foundational principles of a decentralized
ecosystem and necessitates further discourse within the
blockchain community, but it has prevented hackers from
stealing funds. The study contributes to a more transparent
understanding of these capabilities, providing a foundation
for future research and risk assessment in the rapidly
evolving digital asset space.
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