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Use of AI in Adtech and Marketing



Marketing AI: strategic level
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Marketing AI: tactical level

segmentation 

measurementChatbots
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graphics, 

videos

blogs, 
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Challenges

• Outcome is as good as 
input data

• Hallucination, scheming 
and psychofancy

• Copyright infringement 
and IP issues: training data 
and generated outputs

• Agentic, agentic, agentic



Overdependency and 
outsourcing of critical thinking 

to AI leads to homogeneity



The evolving legal landscape in the 
EU for the ad tech sector



Overview of the EU legal landscape

GDPR

•Protection of personal 
data

•Transparency

ePrivacy

•Online tracking

•Direct marketing

•Location data

DSA

•Definition of 
'advertisement'

•Transparency 
measures (online 
platforms, 
recommender systems

•Prohibitions for online 
platforms (profiling 
of minors; sensitive 
data, dark patterns)

DMA

•Prohibition for 
gatekeepers to do 
cross-service data 
combination for ads 
purposes without 
consent

•Transparency 
requirements for ads 
intermediation

•Give 
advertisers/publishers 
access to performance 
measurement tools

AIA

•Prohibited practices 
(harmful/deceptive 
practices; exploitation 
of vulnerabilities; 
untargeted facial 
image scarping; 
biometric 
categorization)

•High-risk AI systems 
(e.g. emotion 
recognition)

•Transparency 
(chabots, deepfakes, 
genAI)



It's not just about privacy

Are you 
processing 

personal data?

Are you serving 
advertisements 

online?

Are you serving 
ads on an online 

platform?

Are you a 
gatekeeper?

Are you relying on 
AI to service your 
advertisements?



AI Act applied to the ad tech sector

Manipulative 
and deceptive 

practices

Prohibited if they are harmful 
(e.g. subliminal techniques, 

dark patterns, deepfake scams)

Advertising is not in itself a 
manipulative or deceptive 
practice (manipulation v. 

persuasion) 

Targeted advertising to children 
is not a harmful exploitative 

activity if not based on profiling 
(DSA)

Emotion 
recognition

Wide range applications: 
customer behaviour analysis, 

targeted advertising, 
personalised recommendations, 

profiling, etc.

Emotion recognition systems 
used in a commercial context 

are not prohibited (e.g. 
emotion recognition based on 
keystroke or customer chats, 

personlaized messages, 
intelligent billboards)

However, such use of AI is 
consdered 'high-risk'

Chatbots and 
genAI

Providers must inform their 
users that they are interacting 

with an AI

Providers must also inform 
users when any synthetic 

content (text, audio, image, 
video) has been generated by AI



Looking ahead into the future

• Digital Omnibus 
package
o new rules on cookies and 

other tracking 
technologies

o targeted adjustments to 
the Artificial Intelligence 
Act to ensure the optimal 
application of the rules.



Risk landscape and vendor 
management



The Risk Landscape

• Personal data at scale (profiling, tracking)
• AI-generated creatives → bias, deepfakes, copyright
• Consumer manipulation 
• Security and technical risks 
• Third party vendors – shadow IT, data transfers 



• Excessive data collection: 
AI-powered targeting often 
pushes companies to gather 
more data than necessary, 
conflicting with GDPR’s 
minimization principle.

• Profiling & automated 
decision-making: Risk of 
non-compliance with GDPR 
Art. 22 if consumers are 
subject to fully automated 
profiling without meaningful 
safeguards.

• Inference

• Transparency gaps 
(opacity): Customers often 
don’t understand how AI 
determines targeting → 
undermines GDPR’s 
transparency obligations.

• Unauthorized data use – 
non permitted date

• Opaque Data Sharing
• Repurposing of personal 

data (secondary use) 
• Shadow AI creates 

unmanaged data
• SAR complexity: Becomes 

difficult when AI systems 
rely on large datasets or 
generate inferences

New or Enhanced Privacy 
Risks 



• Bias & discrimination
• Copyright & IP
• Deepfakes / manipulation
• Fairness & manipulation

Content and Creative Risks 



• Weakest link
• Prolonged arm
• Shadow AI
• Vendor opacity
• Vendor chains
• Select trustworthy 

vendors
• Continuous vendor risk 

assessments
• Contracts and Liability

KYS is as important as KYC



• Model vulnerabilities
• Data breaches
• Lack of testing/monitoring
• Increased attack surface
• Sensitive data exposure
• Data leakage

Security and Technical Risks



Security & Privacy Measures  
• Pre-deployment testing

– Check AI models for problematic behaviors: 
bias, hallucination, manipulation.

– Conduct red-team exercises for marketing 
creatives (e.g., prompt injection in 
generative AI).

• Ongoing monitoring
– Periodic audits of ad targeting outcomes for 

discrimination or harmful profiling.
– Continuous assessment of vendor 

compliance with SCCs and GDPR.

• Privacy-enhancing technologies (PETs)
– Differential privacy for campaign analytics, 

federated learning, synthetic data for 
marketing insights without raw personal 
data. Can reduce the DPIA risk scores

• Data minimization in campaigns
– Collect only what’s needed for 

targeting; avoid sensitive categories 
unless strictly justified.

• Access controls & encryption
– Restrict access to marketing datasets; 

encrypt data in storage and transit.

• Incident readiness
– Ensure data breach and AI incident 

response plans cover marketing 
campaigns (e.g., if generated content 
is harmful or misleading).

• Mapping Data flows  in AI marketing 
tools
– DPIAS+  FRIAs



Practitioner Tips (6 Takeaways) 

• Map Risks → treat AI in 
marketing as high-impact

• Vet Vendors → supply chain = 
biggest exposure

• Embed Privacy & Security → 
test, monitor, adapt

• Embed ethics into your 
governance

• Don´t start from scratch – 
leverage what you have 

• Be nimble, move fast: Keep up 
to date about evolving AI laws, 
certify

AI in AdTech can enable innovation — but trust and compliance will determine 

who succeeds.



RESOURCE LIST

AI Governance

• AI Governance: What it is and what it should never be
– Also check out the video recording on this topic on Youtube

AI Literacy

• AI literacy: Not just a tick-box exercise

For more information contact Olivier Proust (olivier.proust@fieldfisher.com) or his team 

(Artificial Intelligence – Fieldfischer) 

https://urldefense.com/v3/__https:/www.fieldfisher.com/en/insights/ai-governance-what-it-is-and-what-it-should-never-be__;!!N96JrnIq8IfO5w!l4Sby4O1gFE9W76gi1aV2szM4Lm-BqpW5WGJgTqd42hoThr4IbFTdxuLxJX_1hgEK6POz9z3-S9CUmnHrjZcDGeEMA_dzfEBl_8$
https://urldefense.com/v3/__https:/www.fieldfisher.com/en/insights/ai-governance-what-it-is-and-what-it-should-never-be__;!!N96JrnIq8IfO5w!l4Sby4O1gFE9W76gi1aV2szM4Lm-BqpW5WGJgTqd42hoThr4IbFTdxuLxJX_1hgEK6POz9z3-S9CUmnHrjZcDGeEMA_dzfEBl_8$
https://urldefense.com/v3/__https:/www.youtube.com/watch?v=A2Hnvn_NYMU__;!!N96JrnIq8IfO5w!l4Sby4O1gFE9W76gi1aV2szM4Lm-BqpW5WGJgTqd42hoThr4IbFTdxuLxJX_1hgEK6POz9z3-S9CUmnHrjZcDGeEMA_dM5K0JPI$
https://urldefense.com/v3/__https:/www.fieldfisher.com/en/insights/ai-literacy-not-just-a-tick-box-exercise__;!!N96JrnIq8IfO5w!l4Sby4O1gFE9W76gi1aV2szM4Lm-BqpW5WGJgTqd42hoThr4IbFTdxuLxJX_1hgEK6POz9z3-S9CUmnHrjZcDGeEMA_dIs0qnVE$
https://urldefense.com/v3/__https:/www.fieldfisher.com/en/insights/ai-literacy-not-just-a-tick-box-exercise__;!!N96JrnIq8IfO5w!l4Sby4O1gFE9W76gi1aV2szM4Lm-BqpW5WGJgTqd42hoThr4IbFTdxuLxJX_1hgEK6POz9z3-S9CUmnHrjZcDGeEMA_dIs0qnVE$
https://urldefense.com/v3/__https:/www.fieldfisher.com/en/insights/ai-literacy-not-just-a-tick-box-exercise__;!!N96JrnIq8IfO5w!l4Sby4O1gFE9W76gi1aV2szM4Lm-BqpW5WGJgTqd42hoThr4IbFTdxuLxJX_1hgEK6POz9z3-S9CUmnHrjZcDGeEMA_dIs0qnVE$
https://urldefense.com/v3/__https:/www.fieldfisher.com/en/insights/ai-literacy-not-just-a-tick-box-exercise__;!!N96JrnIq8IfO5w!l4Sby4O1gFE9W76gi1aV2szM4Lm-BqpW5WGJgTqd42hoThr4IbFTdxuLxJX_1hgEK6POz9z3-S9CUmnHrjZcDGeEMA_dIs0qnVE$
mailto:olivier.proust@fieldfisher.com
https://urldefense.com/v3/__https:/www.fieldfisher.com/en/sectors/emerging-technologies/artificial-intelligence__;!!N96JrnIq8IfO5w!l4Sby4O1gFE9W76gi1aV2szM4Lm-BqpW5WGJgTqd42hoThr4IbFTdxuLxJX_1hgEK6POz9z3-S9CUmnHrjZcDGeEMA_dbpHvE94$
https://urldefense.com/v3/__https:/www.fieldfisher.com/en/sectors/emerging-technologies/artificial-intelligence__;!!N96JrnIq8IfO5w!l4Sby4O1gFE9W76gi1aV2szM4Lm-BqpW5WGJgTqd42hoThr4IbFTdxuLxJX_1hgEK6POz9z3-S9CUmnHrjZcDGeEMA_dbpHvE94$
https://urldefense.com/v3/__https:/www.fieldfisher.com/en/sectors/emerging-technologies/artificial-intelligence__;!!N96JrnIq8IfO5w!l4Sby4O1gFE9W76gi1aV2szM4Lm-BqpW5WGJgTqd42hoThr4IbFTdxuLxJX_1hgEK6POz9z3-S9CUmnHrjZcDGeEMA_dbpHvE94$


How Did Things Go?
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let us 
know by filling out a speaker evaluation. 

1. Open the Cvent Events app.

2. Enter IAPP DPC25 (case and space sensitive) in search bar. 

3. Tap "Schedule" on the bottom navigation bar.

4. Find this session. Click "Rate this Session" within the description. 

5. Once you’ve answered all three questions, tap "Done".
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