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Agenda

01. Current state: Privacy
02. Current state: Al

03. The privacy and data partnership for responsible use of Al

04. Getting started
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2024 1s an Inflection point for privacy and Al
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ANALYST REPORT

"OneTrust
differentiates

with an unrivaled
vision for the future
of privacy...”

The Forrester Wave™: Privacy
Management Software, Q4 2023

© 2024 OneTrust, LLC

Three catalysts for responsible use

Urgency of
first-party data

Regulatory
expansion

Data-hungry
Al models
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Urgent need for first-party data

Deprecation (maybe?) of
3rd-party cookies

OO . .
—~=~ Deceptive consumer practices

WILL WORK
{

FOR DATA
I L pos
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STATE F DATA 2024 S

privacy-by-design
collectively can spark
a wave of innovation
and growth...

MARCH 2024

iab. x ‘BWGStrategy

“This concerted effort can significantly enhance the industry’s standing and
pave the way to for economic opportunities previously unimagined.”

IAB State of Data 2024
How the Digital Ad Industry is Aaapting to the Privacy-by-Design Ecosystem
March 2024
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Al Innovation I1s already a board-level discussion

= Al is the top technology topic being
discussed at the board level for every
company today.

= Al cannot be governed without also
governing a company's entire data
estate.

= As Bart Willemsen of Gartner shared
with us recently, “A/ 1s an amplifier of
every privacy and data governance
gap In your organization.”

© 2024 OneTrust LLC

Top Technologies Being Discussed at the Board Level
Sum of top three, coded multiple responses

A/ML e a8%
Securityfrisk management | NG 50
Software enhancement (including ERP) | NG 29
Digital transformation [N 19%
Data and analytics [N 18%
Automation/robotics | NG 15%
Cloud NG 13%
Accounting-/finance-related technologies | NN 11%
Customer centricity | NN 1%
Digital products, services or solutions NN 8%
ESG-related technologies | 8%
Digital optimization [N 7%
Digital channels and platforms | 7%
Production-/manufacturing-related technologies [ 7%

0% 25% 50%

n = 285; nonexecutive boards of directors, excluding “other,” "can’t disclose/not sure/noneg/don’'t know"
and answers with less than a 5% response rate

n jies that have come up for discussion at the board level in the past year?
2024 Gartner Board of Directors Survey on Driving Businesa Success in an Uncertain World

Source: Bart Willemsen, “3 Privacy Challenges CDAOs Must Prioritize”, Gartner, June 13, 2024 Gartner
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What happens when you get it wrong?

PRIVACY

//////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////////

The FTC’s biggest Al enforcement tool? Forcing
companies to delete their algorithms

Algorithm disgorgement requires companies to remove products built on data they shouldn't have
used in the first place.

Source: https://cyberscoop.com/ftc-algorithm-disgorgement-ai-regulation (July 5, 2023)
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https://cyberscoop.com/ftc-algorithm-disgorgement-ai-regulation

Starting point for Al governance, using a privacy lens

INPUTS

Data sets

Risk assessment
Data enablement

MODEL

v

v

(black box)

Which data sets are
being used for model
training?

Are there sensitive
categories?

© 2024 OneTrust LLC

v

v

- OUTPUTS

v

~ Qutcomes

v

»

What is the potential for
harm from the intended
use of the project?

What controls need to be
applied at the data layer to
mitigate the risk?

onetrust
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These questions apply equally to buy or build Al initiatives

Al you buy Al you build

Shadow Procured Third-party First-party

Intersection of privacy, Al governance, and data governance
Future-proofing data and systems
Role of consent
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Privacy pitfalls for Al

© S

Purpose limitation Proportionality Continuity

Al may use data in ways Al is data hungry and may Al is a one-way street for
not originally agreed upon conflict with data data, misuse can lead to
by consumers minimization practices street closures

Source: Recently published OneTrust blog post.

© 2024 OneTrust LLC onetrust
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https://www.onetrust.com/blog/navigating-three-privacy-pitfalls-of-ai-adoption/

he next b years In privacy?
It's all about data
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What's happening in data? Context from the last b years

» a w_m
-'-f-vlqmwr ’—-),-.

Building a data Modernizing our data Re-building our data
culture architecture to scale pipelines

Photo by MimiThian on Unsplash
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https://unsplash.com/@mimithian?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash
https://unsplash.com/photos/four-people-watching-on-white-macbook-on-top-of-glass-top-table-vdXMSiX-n6M?utm_content=creditCopyText&utm_medium=referral&utm_source=unsplash

2024 opens new opportunity to get it right from the beginning

Customer trust in brand Digital transformation Growth through Al

Go-to-market teams are Data analytics teams are Engineering teams are prioritizing
prioritizing trust in your brand prioritizing data policies Innovations

= CMO is a stakeholder = CDAO is a stakeholder = CDAO is a stakeholder

= Data collection = Data transformation = Data use

Customer data platform Cloud data warehouse Data & Al applications
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Get it right from the beginning with privacy by design

Design data
transformation with
data governance

Design data collection
with consent &
preference mgmt

J\Adobe  frreauum  Sfsnowfde  AWS
ol € TREASURE DATA databricks == Microsoft

Cloud data warehouse

Design data use with
responsible Al & data
principles

LT
A Q:, Vertex.ai

Azure Machine Learning

amazon  mlflow

Customer data platform

© 2024 OneTrust LLC

Data & Al applications

onetrust 16



Design across systems, but take into account siloed controls

Company user interfaces

E\ Martech tool examples Data Intelligence tool examples Al Application tool examples
Cust = Ad I\/Iar_1agement = Dashboards & reports = ChatBots
ustomer =  Campaign Management = MLOps & Al Dev tools = Recommendation engines

preference

Customer consent & preference data is shared across systems

Compute engines = Segmentation engines = Query engines » Large language model

Storage = Marketing databases » Data lakehouse = Vector databases

Customer data Cloud data Data & Al

platform warehouse applications

© 2024 OneTrust LLC onetrust 17



Role Title Variations

One key person to align with
Chief Data and Analytics Officer: CDAO

Chief Data
and Chief Data
_ _ _ _ Information Officer
Rapid rise in this role over the Officer
last few years.
' Head of Chief
82.6% of F500 companies Sata s Arandtice
Analyti Officer
now have a CDAO. heiytce
Randy Bean & Thomas Davenport, Wavestone _
12th Annual Data & Analytics Leadership Executive Director, Chief
Survey Data Digital
Managem Officer
January 9, 2024 ent

Source: Gartner Technology Buying Behavior Research Team, “Chief Data and Analytics Officer Persona
Priorities,” Gartner, 2023.
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The CDAOQO is the owner of all data & Al Initiatives

= Taking the lead in owning all
Generative Al initiatives

= Emerging as the top executive In
charge of data governance.’

= Data governanceisnow a lop b
priority for the CDAO.

= Al and GenAl governance is also now
a priority for the CDAO.

Source

1. Data Intelligence and Governance Market: Managing Data Duality in a Digital-First World, William Blair,

June 23, 2022.

© 2024 OneTrust LLC

CDAOs Take Lead in Ownership of (Generative) Al
CDO/CDAOC 23%

clo

CISO

CTO

Ownership is shared
CEO

No one

Someone else

0% 15% 30%
n =133 (25 April 2024)

Gartner
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Top GenAl

concerns according to Gartner, privacy

Senior Leadership Top GenAl Concerns
Fercentage of respondents (mulhple responses slowea)
Privacy concerns (e.9. mishandling of sansitive or personal info)
Risk of misuss {2.q. phishing, makvare, fraud, ste.)
Empleyess many worry abaul the impact on their phs
Could producs biased or miskeading resulis
Could generate harrmful content {e.g. misinformation, deepfakes)
The technolegy is unpredictableiunproven
Uncertain regulatory environment
Intellectual properylcopyright concsms
Cutpuls do net rmeet our quality standards
Mo of the abowe

Cither

7= EA) Technplogy and husness Lesdes s2chicng rot sas

o ol aee it N s ormE Azl areea b ol (a g ChenERT oL TATT

Source: Thornton Craig, Gareth Herschel, Rita Sallam, Ramke Ramakrishnan, David Pidsley, Pieter den

Hamer, “Top Trends in Data and Analytics 2024 — Presentation Materials,” Gartner, May 8, 2024.

© 2024 OneTrust LLC

I, 5%
I 49
I 45
I 43 %a
I 40%
I 40%
I 9%
I 38%
I 327

3% 5%

Gartner
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https://www.gartner.com/document/5416363

Top GenAl

© 2024 OneTrust LLC

concerns according to Forrester, privacy

Privacy And Security Concerns Are Firms’ Biggest Barrier To Generative Al Adoption

“What are the greatest barriers to adoption of generative Al in your organization?”

(Multiple responses accepted)

Data privacy and security concems

#

Employee experience and readiness
36%

Data infrastructure

Difficulty integrating with existing infrastructure

Lack of understanding where to apply generative Al 35%

Governance and risk 34%

Inadequate budget 28%

Lack of technical skills 25%

Lack of clear generative Al strategy 22%

Base: 151 Al decision-makers at enterprises
Source: Forrester's July 2023 Artificial Intelligence Pulse Survey

g
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Data governance technology Is key to bridging the divide

Privacy
Governance

Artificial intelligence
can deliver
sustainable business
advantage

Privacy policy
enforcement can
drive long-term
customer trust

© 2024 OneTrust LLC onetrust 22



How to get started?

Privacy has evolved from a regulatory compliance
INitiative to a customer trust iImperative that ensures
responsible use across the data lifecycle

© 2024 OneTrust LLC onetrust 23



But responsible use

puts business teams

and risk teams
INncreasing pre

ometimes at

onetrust 24



Risk Business
Teams Teams

Security, Privacy, Governance, IT, Data and Analytics, Bl, Marketing, Product,
Risk, Third-party, Ethics, Compliance Data Engineers, Al/ML Teams
Under pressure to avoid Under pressure to
unintended consequences accelerate new data &
that break trust or lead to Al initiatives and stay
enforcement actions. ahead of competitors.

© 2024 OneTrust LLC onetrust 25



The good news

Every team iIs
asking the same
question:.

© 2024 OneTrust LLC

How do we responsibly use

data that's futur

across all data risk angles

... at the speed ai

demanded by our data and

Al initiatives?

onetrust
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Risk
Teams

© 2024 OneTrust LLC

The Responsible Use Journey

Transparently Collect Data

Automate Compliance &
Simplify Risk Operations

Enforce Data Use Policies

Business
Teams

onetrust
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Responsible Al is a team sport

Data
Governance

Data &
Analytics

Business
Teams

Product
Innovation

Responsible

Risk
Teams

Use

IT/
Technology

Al Governance Committee

AKA Technology Ethics Group, Innovation Ethics CoE, Digital Governance Council
© 2024 OneTrust LLC onetrust 28



Risk Use Data and Al Business
Teams Responsibly. Teams
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Web Conference
Participant Feedback Survey

Please take this quick (2 minute) survey to let us know how satisfied you
were with this program and to provide us with suggestions for future
improvement.

Click here: https://iapp.questionpro.com/t/ACtQeZ3TU2

Thank you in advance!

For more information: www.iapp.org



https://iapp.questionpro.com/t/ACtQeZ3TU2
http://www.iapp.org/

lapp

Attention IAPP Certified Privacy Professionals:
This IAPP web conference may be applied toward the continuing privacy education
(CPE) requirements of your CIPP/US, CIPP/E, CIPP/A, CIPP/C, CIPT or CIPM
credential worth 1.0 credit hour. IAPP-certified professionals who are the named
participant of the registration will automatically receive credit. If another certified
professional has participated in the program but is not the named participant then
the individual may submit for credit by submitting the continuing education
application form here: submit for CPE credits.

Continuing Legal Education Credits:
The IAPP provides certificates of attendance to web conference attendees.
Certificates must be self-submitted to the appropriate jurisdiction for
continuing education credits. Please consult your specific governing body’s
rules and regulations to confirm if a web conference is an eligible format
for attaining credits. Each IAPP web conference offers either 60 or 90 minutes of
programming.



https://my.iapp.org/prog__submitcomponent

For questions on this or other
IAPP Web Conferences or recordings

or to obtain a copy of the slide presentation
please contact: livewebconteam®iapp.org



mailto:dave@iapp.org
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