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According to participants of the 2026 IAPP Governance Survey, these are the top 10  
most important risks impacting the governance of digital technologies now and in the  

near-term. Nearly 600 global leaders from the fields of privacy, AI governance, 
cybersecurity law and more selected their top 3 risks out of a total list of 22. 

Geopolitical Organizational

Technological Societal and environmental

Political and policy focus on deprioritizing governance 
and compliance 24%

23%AI technologies as accelerating or compounding the 
risk of adverse outcomes

21%Nation-state or sponsored cyberattacks, espionage and 
warfare 

21%Legacy or insufficient data governance management 
architecture and processes 

20%Lack of sufficient budget and resources to invest in 
governance professionals, practices and tooling 

18%Business deprioritization of governance and 
compliance 

18%
Risks to human rights and/or civic freedoms associated 
with political, policy and regulatory interventions on 
digital governance 

18%Dependency on and risks associated with third-party 
vendors 

17%Disruption to cross-border data flows (including legal, 
policy, vendor or infrastructure-related constraints) 
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Classification of risk type

22%Increasingly multipolar, siloed or fragmented 
governance norms and rules
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