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EXECUTIVE BRANCH  ★  President: Joseph R. Biden, Jr.
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Executive Office of the President

Department of 
Education

Secretary of Education
	→ Miguel Cardona, 
Ph.D.

RELEVANCE: Authority 
conferred by Congress 
to enforce and refine 
rules related to student 
privacy, limited by the 
scope of the Family 
Educational Rights 
and Privacy Act and 
related laws.

Office of Science and  
Technology Policy

OSTP Director
	→ Arati Prabhakar, Ph.D.

U.S. Chief Technology Officer
	→ Vacant

Principal Deputy U.S. CTO
	→ Deirdre K. Mulligan

RELEVANCE: Advises the president  
on the effects of science and 
technology on domestic and 
international affairs.

National Security Council

National Security Advisor
	→ Jake Sullivan

Special Assistant to the President 
and Senior Director for International 
Economics

	→ Christina Segal-Knowles

RELEVANCE: Advises and convenes senior 
officials to help shape national security 
policy, including on digital policy and 
data flows. 

National Economic Council

Assistant to the President for Economic 
Policy and NEC Director

	→ Lael Brainard

NEC Special Assistant to the President
	→ Elizabeth Kelly

RELEVANCE: Advises and convenes 
senior officials to help shape economic 
policy, including on antitrust and tech 
policy issues. 

Office of Management and Budget

OMB Director
	→ Shalanda Young

RELEVANCE: Issues binding guidance 
for U.S. government privacy practices 
(e.g., Circular No. A-130).

Vice President: Kamala Harris

Bureau of Cyberspace 
and Digital Policy

U.S. Ambassador at 
Large for Cyberspace 
and Digital Policy

	→ Nathaniel C. Fick

State Department

Secretary of State
	→ Antony Blinken

RELEVANCE: Represents 
the U.S. in diplomatic 
privacy discussions.

Office of Privacy and 
Civil Liberties

Acting Chief Privacy 
and Civil Liberties 
Officer

	→ Peter A. Winn

Department of Justice

Attorney General
	→ Merrick Garland

RELEVANCE: Upholds the 
rule of law and protects 
civil rights. Includes 
a variety of privacy-
relevant roles across 
the agency, including 
the administration 
of privacy oversight 
programs. Also serves 
a policy advisory role 
within the executive 
branch, interpreting 
legal requirements.

Office of Civil 
Liberties, Privacy and 
Transparency

CLPT Chief
	→ Rebecca Richards

Office of the 
Director of National 
Intelligence

Director of National 
Intelligence

	→ Avril Haines

RELEVANCE: Implements 
the National 
Intelligence Program, 
including oversight of 
civil liberties, privacy 
and transparency.

Office for Civil Rights

OCR Director
	→ Melanie Fontes 
Rainer

Department of Health 
and Human Services

Secretary of HHS
	→ Xavier Becerra

RELEVANCE: Authority 
conferred by Congress 
to enforce and refine 
rules related to health 
privacy, limited by the 
scope of the Health 
Insurance Portability 
and Accountability Act 
and related laws.

INDEPENDENT AGENCIES

National 
Telecommunications 
and Information 
Administration

Assistant Secreatary 
of Commerce for 
Communications and 
Information, and NTIA 
Administrator

	→ Alan Davidson

RELEVANCE: Engages 
with stakeholders to 
craft recommendations 
on technology policy 
for the executive 
branch, including on 
privacy issues.

International Trade 
Administration

Under Secretary 
of Commerce for 
International Trade

	→ Marisa Lago

RELEVANCE: Administers 
cross-border data 
protection programs 
and advises on trade 
policies related to 
personal data.

National Institute 
of Standards and 
Technology

NIST Director and 
Under Secretary 
of Commerce for 
Standards and 
Technology

	→ Laurie E. Locascio

RELEVANCE: Engages 
with stakeholders 
to develop privacy 
guidance, tools 
and international 
standards.

Department of 
Commerce

Secretary of 
Commerce

	→ Gina Raimondo

RELEVANCE:  
Creates conditions 
for economic growth, 
including by enhancing 
cybersecurity 
awareness and advising 
on privacy protections.
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INDEPENDENT AGENCIES

Independent federal agencies are overseen by Congress and operate with autonomy from the rest of the executive branch. They are generally headed 
by a commission or board of five to seven bipartisan members who can only be removed for limited reasons. They do not report to a cabinet-level 
official. Generally, a chair, who serves as the top executive of the agency, is named by the president from commissioners confirmed by Congress.

Enforcement Bureau

Bureau Chief
	→ Lovaan A. Egal

Division of 
Examinations

Director
	→ Richard Best Consumer Financial  

Protection Bureau

Director
	→ Rohit Chopra

TERM EXPIRES 5 JUNE 2026.

RELEVANCE: Provides 
a single point of 
accountability for the 
enforcement of federal 
consumer financial laws, 
including data protection 
requirements such as 
those under the GLBA.

Federal Reserve System

11 Regional 
Offices

Division of 
Enforcement

Director
	→ Gurbir S. 
Grewal

Telecommunications 
Consumer Division

Division Chief
	→ Kristi Thompson

Competition Policy 
Division

Division Chief
	→ Jodi May Donovan

Wireline 
Competition Bureau

Bureau Chief
	→ Trent HarkradeOffice of 

International 
Affairs

Director
	→ Maria B. 
Coppola

Office of 
Technology

CTO
	→ Stephanie 
Nguyen

Federal 
Communications 
Commission

RELEVANCE: Regulates 
telecommunications 
at the federal level. 
Enforces privacy, 
data protection 
and cybersecurity 
provisions of the 
Communications Act 
and accompanying 
commission rules.

Commissioner
	→ Nathan Simington, R

TERM EXPIRES 30 JUNE 2024.

Chairwoman
	→ Jessica Rosenworcel, D

TERM EXPIRES 30 JUNE 2025.

Commissioner
	→ Anna Gomez, D

TERM EXPIRES 30 JUNE 2026.

Commissioner
	→ Geoffrey Starks, D

TERM EXPIRES 30 JUNE 2027.

Commissioner
	→ Brendan Carr, R

TERM EXPIRES 30 JUNE 2028.

Federal Trade 
Commission

RELEVANCE: Enforces 
federal consumer 
protection law by 
bringing privacy cases 
under the FTC Act, which 
also provides for limited 
rulemaking powers. 
Additional enforcement 
and/or rulemaking 
powers are conferred by 
Congress under sector-
specific privacy laws such 
as the Children's Online 
Privacy Protection Rule, 
the Fair Credit Reporting 
Act and the Gramm-
Leach-Bliley Act.

Chair
	→ Lina M. Khan, D*

TERM EXPIRES 25 SEPT. 2024.

Commissioner
	→ Melissa Holyoak, R

TERM EXPIRES 25 SEPT. 2025.

Commissioner
	→ Alvaro Bedoya, D

TERM EXPIRES 25 SEPT. 2026.

Commissioner
	→ Rebecca Kelly Slaughter, D

TERM EXPIRES 25 SEPT. 2029.

Commissioner
	→ Andrew N. Ferguson, R

TERM EXPIRES 25 SEPT. 2030.

Securities and 
Exchange Commission

RELEVANCE:  
Federal financial market 
regulator. Promulgates 
rules and brings 
enforcement actions 
under a handful of 
securities and financial 
laws, which include 
cybersecurity and data 
protection aspects. 
Investigations conducted 
by regional offices. 

Commissioner
	→ Caroline A. Crenshaw, D

TERM EXPIRES 5 JUNE 2024.

Commissioner
	→ Hester M. Peirce, R

TERM EXPIRES 5 JUNE 2025.

Chair
	→ Gary Gensler, D

TERM EXPIRES 5 JUNE 2026.

Commissioner
	→ Jaime Lizárraga, D

TERM EXPIRES 5 JUNE 2027.

Commissioner
	→ Mark T. Uyeda, I

TERM EXPIRES 5 JUNE 2028.

Privacy and  
Civil Liberties 
Oversight Board

RELEVANCE: Performs 
oversight and advisory 
functions to ensure 
federal antiterrorism 
policies are consistent 
with privacy and civil 
liberties protections.

Board Member
	→ Vacant

TERM EXPIRED 29 JAN. 2023.

Chair
	→ Sharon Bradford Franklin

TERM EXPIRED 29 JAN. 2024.

Board Member
	→ Edward W. Felten

TERM EXPIRES 29 JAN. 2025.

Board Member
	→ Beth A. Williams

TERM EXPIRES 29 JAN. 2026.

Board Member
	→ Travis LeBlanc

TERM EXPIRES 29 JAN. 2028.

* A commissioner may serve beyond the expiration of their term until  
a new commissioner is qualified.

Note: Other independent regulators with financial services authority also 
supervise and enforce privacy rules, including the Commodity Futures Trading 

Commission and Federal Deposit Insurance Corporation.

Bureau of 
Consumer 
Protection

Director
	→ Sam Levine

Division of 
Privacy and 
Identity 
Protection

Associate 
Director

	→ Ben 
Wiseman
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LEGISLATIVE BRANCH

House of RepresentativesSenate

A legislative body composed of 100 
members, two from each U.S. state. 
Each member serves a 6-year term.

A legislative body composed of 435 voting 
members, proportionally representing the 
population of the 50 states. Each member 

serves a 2-year term.

Committee on Commerce, 
Science and Transportation Committee on the Judiciary

RELEVANCE: Legislation is generally 
referred to this committee 
if it relates to technology or 
consumer affairs. The committee 
oversees the FTC and may 
also conduct comprehensive 
studies on matters related to 
technology, communications and 
consumer affairs.

RELEVANCE: This committee has 
broad jurisdiction over matters 
related to courts, civil and criminal 
procedures, and government 
privacy matters. The relevant 
subcommittee claims jurisdiction 
over technology matters related 
to privacy, civil liberties and 
platform accountability.

Chair Sen. Maria Cantwell, D-Wash. Sen. Dick Durbin, D-Ill.

Ranking 
Member Sen. Ted Cruz, R-Texas Sen. Lindsey Graham, R-S.C.

Relevant Staff 
Counsel

Shannon Smith 
Joel Wellum

Subcommittee on Consumer 
Protection, Product Safety  

and Data Security
Subcommittee on Privacy, 
Technology and the Law

Chair Sen. John Hickenlooper, D-Colo. Sen. Richard Blumenthal, D-Conn.

Ranking 
Member Sen. Marsha Blackburn, R-Tenn. Sen. Josh Hawley, R-Mo.

Subcommittee on 
Communications,  

Media and Broadband

Chair Sen. Den Ray Luján, D-N.M.

Ranking 
Member Sen. John Thune, R-S.D.

Energy and Commerce 
Committee Judiciary Committee

RELEVANCE: This committee has 
jurisdiction over interstate and 
foreign commerce, as well as 
electronic communications, 
internet policy, privacy, 
cybersecurity, data security and 
consumer protection. It also 
oversees the FTC.

RELEVANCE: This committee  
has jurisdiction over the  
protection of civil liberties  
and any legislation that carries  
a possibility of civil or  
criminal penalties.

Chair Rep. Cathy McMorris Rodgers, 
R-Wash. Rep. Jim Jordan, R-Ohio

Ranking 
Member Rep. Frank Pallone, D-N.J. Rep. Jerrold Nadler, D-N.Y.

Relevant 
Staff Counsel

Timothy Kurth 
Lisa Hone

Subcommittee on  
Innovation, Data  
and Commerce

Subcommittee on Courts, 
Intellectual Property  

and the Internet

Chair Rep. Gus Bilirakis, R-Fla. Rep. Darrell Issa, R-Calif. 

Ranking 
Member Rep. Jan Schakowsky, D-Ill. Rep. Henry C. Johnson, D-Ga.

Subcommittee on 
Communications and 

Technology

Chair Rep. Bob Latta, R-Ohio

Ranking 
Member Rep. Doris Matsui, D-Calif.

Congress
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Contact:
Cobun Zweifel-Keegan, CIPP/US, CIPM 

IAPP Managing Director, D.C. 
cobun@iapp.org

JUDICIAL BRANCH

13 U.S. Courts of Appeals

94 U.S. District and  
Territorial Courts

U.S. State Courts

This is the highest court in the federal judiciary, with ultimate appellate jurisdiction over both federal court cases and U.S. 
state court cases that involve points of constitutional or federal law. The court is composed of nine justices with life tenure, 

who are appointed by the president with the advice and consent of the Senate.

U.S. Supreme Court

On constitutional privacy protections:
	→ Griswold v. Connecticut, 381 U.S. 479 (1965).
	→ Riley v. California, 573 U.S. 373 (2014).
	→ Carpenter v. United States, 138 S.Ct. 2206 (2018).

On the role of the U.S. FTC:
	→ FTC v. Wyndham Worldwide Corp., 799 F.3d 236  
(3d Cir. 2015).

	→ LabMD, Inc. v. FTC, 891 F.3d 1286 (11th Cir. 2018).

On demonstrating data privacy harms:
	→ TransUnion LLC v. Ramirez, 141 S.Ct. 2190 (2021).
	→ Chapter 4A "Standing After TransUnion" from 
James A Dempsey’s "Cybersecurity  
Law Fundamentals."

U.S. Court Oversight of Data Protection and Privacy

U.S. court oversight of data protection and privacy-related matters has historically been varied and diverse,  
reflecting the multiple legal contexts supporting data privacy interests. As some examples, see the following privacy jurisprudence.

http://iapp.org
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https://www.oyez.org/cases/1964/496
https://www.oyez.org/cases/2013/13-132
https://www.oyez.org/cases/2017/16-402
https://harvardlawreview.org/2016/02/ftc-v-wyndham-worldwide-corp/
https://law.justia.com/cases/federal/appellate-courts/ca11/16-16270/16-16270-2018-06-06.html#:~:text=The%20Eleventh%20Circuit%20vacated%20a%20cease%20and%20desist,Federal%20Trade%20Commission%20Act%2C%2015%20U.S.C.%2045%20%28a%29.
https://www.oyez.org/cases/2020/20-297
https://cybersecuritylawfundamentals.com/chapter-4a

