


Additional text or subhead goes here

Governing data across borders 
in the age of global AI



Speaker lineup

Renné Devasia
Head of Compliance for global AI and cross-border 
data protection company InCountry AgentCloak.

Renné has implemented and run governance programs 
for high-growth companies including Twilio and 
Segment.io. He has also worked in compliance at large 
organizations including Microsoft and Adobe. Renne 
began his career as an auditor at KPMG.



● Governance in an AI world
● Varied global regulatory requirements
● Know your data
● Data minimization
● Data sovereignty/ localization

What are the challenges? 



● Holistic solution
● Extend frameworks to address unique AI risks

○ Consider regions and sectors you will operate in and context
○ Add related standards/ regulations to your framework

● AI requirements are supported by governance standards/ regulations
○ Data protection
○ Data localization
○ Privacy
○ Security

● Treat governance as a strategic enabler versus a roadblock
● Work directly with teams to operationalize processes/ controls

Governance in an AI World



● Regional/ country specific regulations
● Sectoral specific requirements
● Ongoing changes in requirements
● Data sovereignty

Varied Global Regulatory Requirements



● Know your data
○ What data do you have
○ Where is located (databases, log files, blob storage, internal systems, etc.)

○ Who has access
○ Metadata

● Data flows
● Purpose
● Retention/ deletion policies

Know Your Data  



● Know your data
● Hold the minimal amount of data required

○ Why do you have the data
○ Purpose
○ Consent

Data minimization 



● What are the regulations governing:
○ Cross-border data flows
○ Data types
○ Use of the data
○ AI sovereignty regulations

Data sovereignty/localization 



Critical AI governance use cases

Only send required and authorized data

Maintain secure digital twins

Integrates with identity server authorization

Satisfy data minimization regulations

AI data minimization

AI AgentClient AI AgentSovereign AI 

Uses local Sovereign AI to detect personal data

Maintain Sovereign digital twins

Prevents data leakage to global AI

Satisfy AI sovereignty regulations

Cross-border AI



With AI, even simple queries can 
require personal information

User

AI Agent
I am a man aged 37 

and I weigh 168 
pounds

How much 
Zycotamin should I 

take? 

3.

Please tell me your 
gender, age, and 

weight

2.

The recommended 
dosage for age 37 
and 168 pounds 

dosage is 1 pill every 
4 hours

4.

1.

AI AgentUser



AI AgentUser

It’s critical to generalize sensitive data prior 
to sending to an AI server

How much 
Zycotamin should I 

take? 

I am a man aged 37
and I weigh 168

pounds

Please tell me your 
gender, age, and 

weight

The recommended 
dosage for age 30-39
and 160-175 pounds 
is 1 pill every 4 hours

3.

2.

5.

1.

I am a man aged 30-
39 and I weigh 160-

175 pounds

4.

The recommended 
dosage for age 37 

and 168 pounds is 1 
pill every 4 hours

6.

AI data generalization



AI data generalization

Using AI to protect AI: detect and generalize 
complex text like health condition PHI

AI Agent

I have a headache.

So sorry to hear you 
have a minor 
neurological 

condition.
Have you tried 

taking aspirin or a 
similar over the 

counter medication?

1.

3.

So sorry to hear you 
have a headache.

Have you tried 
taking aspirin or a 

similar over the 
counter medication?

4.
User

I have a minor 
neurological 

condition.

2.



AI AgentUser

But users expect their personalized data in AI responses, 
so it’s important to be bi-directional with a digital twin

Hi, my name is Josef. I 
have a headache.

Hi, FB33D234A1.
So sorry to hear you 

have a minor 
neurological 

condition.
Have you tried taking 

aspirin or a similar 
over the counter 

medication?

1.

3.

Hi Josef, so sorry to 
hear you have a 

headache.
Have you tried taking 

aspirin or a similar 
over the counter 

medication?

4.

Hi, my name is 
FB33D234A1. I have a 
minor neurological 

condition.

2.

Name: Josef
Condition: Headache

Digital Twin

AI data generalization



Regulatory agencies expect the use of their 
country’s specialized LLM to detect sensitive data

Trained on local vernacular, such as 
provincial slang for “headache”

Germany

Mistral Medium 3

UAE

Falcon 40b

Saudi Arabia

ALLaM 7b

China

Qwen3 4b



AI AgentUser

Important to protect data in all AI modes, 
including voice and in the future video

Hi, my name is Josef. I 
have a headache.

Hi, FB33D234A1.
So sorry to hear you 

have a minor 
neurological 

condition.
Have you tried taking 

aspirin or a similar 
over the counter 

medication?

1.

3.

Name: Josef
Condition: Headache

Digital twin

AI data generalization

Voice Speech-to-Text

Voice Text-to-Speech

Hi Josef, so sorry to 
hear you have a 

headache.
Have you tried taking 

aspirin or a similar 
over the counter 

medication?

4.

Hi, my name is 
FB33D234A1. I have a 
minor neurological 

condition.

2.



It’s important to maintain context history outside 
of a destination system since it typically has relevant sensitive 

data: the second prompt doesn't include the drug name

AI AgentUser

How much 
Zycotamin should I 

take? 

I am a man aged 37
and I weigh 168

pounds

Please tell me your 
gender, age, and 

weight
Data generalization

2025-07-05 12:54
How much Zycotamin should I take?

2025-07-05 13:02
I am a man aged 37 and I weigh 168 pounds

Context history

Digital twin3.

2.1.

The recommended 
dosage for age 37 

and 168 pounds is 1 
pill every 4 hours

6.
The recommended 

dosage for age 30-39
and 160-175 pounds 
is 1 pill every 4 hours

5.

I am a man aged 30-
39 and I weigh 160-

175 pounds

4.



Since users can ask anything, servers need to know 
who a user is and protect critical information

What is the contract 
total for the Acme 

deal? Data leak protection

1.

Identity System

Marketing user The Acme deal’s 
contract total is 

$100,000.

2.

The Acme deal’s 
contract total is 

confidential.

3.

AI Agent



Converting documents to markdown makes it easy 
to for an AI to find and generalize sensitive data

Account Statement
Date: April 5, 2025
Account #: 356767e5
Name: Jozef Frank
SS#: 556-23-7643

Dear Mr. Frank, this is 
your account statement 
for the period 
commencing January 1 
and ending March 31.

Account Statement
Date: April 5, 2025
Account #: 7547578
Name: FB33D234A1
SS#: XXX-XX-7643

Dear Mr. 3433f!356y, this 
is your account statement 
for the period commencing 
January 1 and ending 
March 31.

AI Data Cloaking

Document Handler

First Name: Josef
Last Name: Franz
Account #: 356767e5
SS#: 556-23-7643

Digital Twin Vault

1. 2.

AI AgentUser



Renné Devasia renne@incountry.com

RESOURCE LIST

mailto:renne@incountry.com


Did you enjoy this session? Is there any way we could make it better? Let 
us know by filling out a speaker evaluation. 

1. Open the IAPP Events app.

2. Select IAPP Intensive 2026.

3. Tap "Schedule" on the bottom navigation bar.

4. Find this session. Click "Rate this Session" within the description. 

5. Once you’ve answered all three questions, tap "Done".

Thank you!

How Did Things Go?
(We Really Want To Know)
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