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Best Practices for Building & Enforcing
Global Retention Schedules

Wednesday, 13 March
08:00-09:00 PST
11:00-12:00 EST
17:00-18:00 CET




Welcome!

Rebecca Perry, Nichole Sterling James A. Sherer Susan Bennett
CIPP/G, CIPP/US CIPP/E, CIPP/US, CIPM, FIP CIPP/E, CIPP/US, CIPM, FIP, PLS CIPP/E, CIPT
Director of Strategic Partnerships Partner Partner Principal, Sibenco Legal &
Exterro BakerHostetler BakerHostetler Advisory, Founder and Executive

Director, InfoGovANZ
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Today’s Agenda

1. Importance of Tackling the Over-Retention of Data
(Key Findings from the 2024 ACC Chief Legal Officers Report)

2. 4 Keys to Building an Actionable Global Retention & Deletion Strategy

3. Deliver Value Across Your Organization
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Most Important Issues to CLOs Revolve Around Data Risks

REGULATIONS AND ENFORCEMENT
PRIVACY AND DATA SECURITY

CYBERSECURITY THREATS

RETAINING TALENT

LITIGATION

REPUTATION MANAGEMENT

MERGERS AND ACQUISITIONS
POLITICAL CHANGES

CROSS-BORDER WORK

INTELLECTUAL PROPERTY PROTECTION
ESG COMPLIANCE

OTHER
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CLOs Focused on Mitigating
Breaches & Privacy Enforcement Actions

What is the
data-relate w
you dare fOC ::::rz/;‘eg::latory
mitigating |
24% Other
cybersecurity
threats

34%

Data breaches 5% civil litigation
4% Intellectual property theft

1% other
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Over-Retaining Personal Data is a Liability!

Keep everything

forever!
KEY RISKS: /
Data Breach
Ransomware Attack Only keepwhat
Enforcement Action we need.
Litigation \Z
Class Action

THEN NOW
Consumer Requests




Data Retention Obligations Under Privacy Regulations

= Transparency / Notice
= Data Minimization
= Purpose Limitation
= Storage Limitation




Common Data Minimization Principles

General Data Protection Regulation California Consumer Privacy Act
(GDPR) (CCPA)

: shall be reasonably
longer than is necessary necessary and proportionate

the period _
the length of time

the criteria F-on
the criteria




Fewer CLOs are Confident in their Ability
to Mitigate Emerging Data Risks

_

_

—

_

o v

Il Very confident Aloderately confident Somewhat confident [l Only slightly confident [l Not at all confident
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STEP 1: DATA INVENTORY

The Five W's:

= \What dowe have?

= Wheredowe have it?

= \Who has access to it?
=  When must we dispose of it?
= Whydowe have it?

4 STEPS

TO DEFENSIBLE
RETENTION
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Connect Retention Obligations to Your Data Inventory

HR - ONBOARDING

DATA SUBJECTS

APPLICABILITY

PERSONAL DATA

COLLECTION

APPLICATIONS

DEPARTMENTS

LOCATIONS

THIRD PARTIES

RETENTION

PURPOSE

o000
Dependents/Beneficiaries | Employees - Current | Employees - Former | Prospects

N <

Social Security # | Drivers’ License # | Biometric Identifier |
Aptitudes | Bank Routing # | Military Status | Certifications

D Scan @ Email Web Application D Pape

A © n@ SAP wnmy.

®_0 Employee Benefits | Employee Training | Facilities & Distribution |
.&. Plant Operations | Marketing | Payroll

0 4
Laptops File Cabinets

ok

e . 0% |
N ‘i HKPA MetLife

Drug Screening Records

Employee Document Submissions  — . — -

Payroll Records AUT BEL NLD ITA USA
Background Checks 7 Years 5Years 5Years 5Years YAGES

Provide Employee Benefits & Process Payroll



STEP 2: ACTIONABLE RETENTION SCHEDULE

= (Global Retention Regulations
=  Business & Legal Considerations

=  Retention Risk Report

=  Gaps
= Rjsks
4 STEPS = Priorities

TO DEFENSIBLE
RETENTION
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Evaluating Global Retention Considerations
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STEP 3: OPERATIONAL CAPACITY

Harmonize with Legal Holds

4 STEPS

TO DEFENSIBLE
RETENTION

Integrate with Privacy Notices

Develop Implementation Roadmap

Focus on Priorities & Quick Wins
Get Business Buy In/ Training
Leverage Automation
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Approaches to Applying Retention Rules

Departmental |G, Technology & Employees
Employees Working Together




Retention & Deletion Strategy

E!E oo

discover monitor remediate automate
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Harmonize with Legal Holds
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Harmonize with Consumer Rights Requests

GIVEME MY DATA DELETEMY DATA

e0>

| S
NA”? EXEMPTIONS b LEGALHOLDS

ﬁ RETENTION
REGULATIONS

PRIVACY RIGHTS
,  REQUEST 4

CORRECT MY DATA DON'T SELL MY DATA

Right to appeal or lodge a complaint.




STEP 4: ONGOING PROGRAM MANAGEMENT

= Executive Support 4 STEPS

= Budget TO DEFENSIBLE
RETENTION

= Program Automation

= KPIs & Objectives

= Datalnventory Updates

= Retention Schedule Updates
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Deliver Value Across Your
Organization
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Protect Your Company’s Legal & Financial Interests

K

Reduce Risk of
Litigation and Fines

Reduce Spend on
Law Firms & Consultants

Reduce Impact & Cost
of a Data Breach

Reduce
Storage Costs

Free Up
Resources

Reduce Cyber
Insurance Premiums
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Questions?

Rebecca Perry, Nichole Sterling James A. Sherer Susan Bennett
CIPP/G, CIPP/US CIPP/E, CIPP/US, CIPM, FIP CIPP/E, CIPP/US, CIPM, FIP, PLS CIPP/E, CIPT
Director of Strategic Partnerships Partner Partner Principal, Sibenco Legal &
Exterro BakerHostetler BakerHostetler Advisory, Founder and Executive

Director, InfoGovANZ
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iapp

Web Conference
Participant Feedback Survey

Please take this quick (2 minute) survey to let us know how satisfied you

were with this program and to provide us with suggestions for future
improvement.

Click here: https://iapp.questionpro.com/t/AOhP6Z1Eaq

Thank you in advance!

For more information: www.iapp.org



https://iapp.questionpro.com/t/AOhP6Z1Eaq
http://www.iapp.org/

lapp

Attention IAPP Certified Privacy Professionals:
This IAPP web conference may be applied toward the continuing privacy education
(CPE) requirements of your CIPP/US, CIPP/E, CIPP/A, CIPP/C, CIPT or CIPM
credential worth 1.0 credit hour. IAPP-certified professionals who are the named
participant of the registration will automatically receive credit. If another certified
professional has participated in the program but is not the named participant then
the individual may submit for credit by submitting the continuing education
application form here: submit for CPE credits.

Continuing Legal Education Credits:
The IAPP provides certificates of attendance to web conference attendees.
Certificates must be self-submitted to the appropriate jurisdiction for
continuing education credits. Please consult your specific governing body’s
rules and regulations to confirm if a web conference is an eligible format
for attaining credits. Each IAPP web conference offers either 60 or 90 minutes of
programming.

iapp.org



https://my.iapp.org/prog__submitcomponent

For questions on this or other

|APP Web Conferences or recordings

or to obtain a copy of the slide presentation please
contact:

livewebconteam®iapp.org



mailto:dave@iapp.org
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