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Legislation

Cable Communications
Policy Act of 1984

— Cable operators who violate 47 U.S.C. § 551

Who the PRA can be enforced against

Damages

Remedies

Punitive
damages

Injunction

Attorney fees/
litigation costs

Cable Communications
Policy Act of 1984

— Any person who intercepts, receives or

assists in intercepting or receiving any
communications service offered over
a cable system without authorization

Communications Act of 1934

— Common carriers who violate Chapter 5

of Title 47

Communications Act of 1934

— Satellite carriers who violate 47 U.S.C. § 338

Communications Act of 1934

— Any person who violates 47 U.S.C. 8 605(a)

Communications Act of 1934

— Any person who violates 47 U.S.C. 8 605(e)(4)
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Computer Fraud and
Abuse Act (1986)

— Any person or entity that violates

18 U.S.C. § 1030

O OO0 0O O O

©

IAPP disclaims all warranties, expressed or implied, with respect to the contents of this material, including any warranties
of accuracy, merchantability or fitness for a particular purpose. Nothing herein should be construed as legal advice.

© 2024 International Association of Privacy Professionals. All rights reserved.

Published May 2024.
iapp.org



https://iapp.org
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title47-section551&num=0&edition=prelim
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title47-section551&num=0&edition=prelim
https://uscode.house.gov/view.xhtml?req=%28%22cable+operator%22%29+AND+%28%28title%3A%2847%29%29%29&f=treesort&fq=true&num=6&hl=true&edition=prelim&granuleId=USC-prelim-title47-section522
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title47-section551&num=0&edition=prelim
https://uscode.house.gov/view.xhtml?hl=false&edition=prelim&req=granuleid%3AUSC-prelim-title47-section553&num=0&saved=%7CZ3JhbnVsZWlkOlVTQy1wcmVsaW0tdGl0bGU0Ny1zZWN0aW9uNTUx%7C%7C%7C0%7Cfalse%7Cprelim
https://uscode.house.gov/view.xhtml?hl=false&edition=prelim&req=granuleid%3AUSC-prelim-title47-section553&num=0&saved=%7CZ3JhbnVsZWlkOlVTQy1wcmVsaW0tdGl0bGU0Ny1zZWN0aW9uNTUx%7C%7C%7C0%7Cfalse%7Cprelim
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title47-section206&num=0&edition=prelim
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title47-section153&num=0&edition=prelim
https://uscode.house.gov/view.xhtml?req=granuleid%3AUSC-prelim-title47-chapter5&saved=%7CZ3JhbnVsZWlkOlVTQy1wcmVsaW0tdGl0bGU0Ny1zZWN0aW9uMzM2%7C%7C%7C0%7Cfalse%7Cprelim&edition=prelim
https://uscode.house.gov/view.xhtml?hl=false&edition=prelim&req=granuleid%3AUSC-prelim-title47-section338&num=0&saved=%7CZ3JhbnVsZWlkOlVTQy1wcmVsaW0tdGl0bGU0Ny1zZWN0aW9uMzM2%7C%7C%7C0%7Cfalse%7Cprelim
https://uscode.house.gov/view.xhtml?hl=false&edition=prelim&req=granuleid%3AUSC-prelim-title47-section338&num=0&saved=%7CZ3JhbnVsZWlkOlVTQy1wcmVsaW0tdGl0bGU0Ny1zZWN0aW9uMzM2%7C%7C%7C0%7Cfalse%7Cprelim
https://uscode.house.gov/view.xhtml?hl=false&edition=prelim&req=granuleid%3AUSC-prelim-title47-section338&num=0&saved=%7CZ3JhbnVsZWlkOlVTQy1wcmVsaW0tdGl0bGU0Ny1zZWN0aW9uMzM2%7C%7C%7C0%7Cfalse%7Cprelim
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title47-section605&num=0&edition=prelim
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title47-section605&num=0&edition=prelim
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title47-section605&num=0&edition=prelim
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title47-section605&num=0&edition=prelim
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title18-section1030&num=0&edition=prelim#1030_5
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title18-section1030&num=0&edition=prelim#1030_5
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title18-section1030&num=0&edition=prelim#1030_5

Enacted Federal Statutes with PRA

Legislation

Digital Millennium
Copyright Act (1998)

Who the PRA can be enforced against

— Any person who violates 17 U.S.C. 8 1326

Damages

iapp.org

Remedies

Punitive
damages

Attorney fees/

Injunction litigation costs

Driver's Privacy
Protection Act (1994)

— Any person who knowingly obtains,

discloses or uses personal information
from a motor vehicle record for a purpose
not otherwise permitted

Electronic Communications

Privacy Act (1986)

— The U.S. for willful violations of the

Wiretap Act, Stored Communications
Act or specific sections of the Foreign
Intelligence Surveillance Act of 1978

Electronic Communications
Privacy Act (1986): Stored
Communications Act

— Electronic communication service providers

or remote computing service providers

Electronic Communications

— Any person or entity, except the U.S.,

that intentionally intercepts, attempts
to intercept, or procures any person
to intercept any wire, oral or electronic
communication

Privacy Act (1986): @ @ @ @
Wire Tap Act — Any person or entity intentionally using or
disclosing the contents of any wire, oral or
electronic communication if the user knows
or has reason to know that the information
was obtained unlawfully
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Remedies

Legislation Who the PRA can be enforced against

Punitive Attorney fees/

Damages damages laffser litigation costs

— A person who willfully fails to comply

with the requirements of Subchapter 3 @ @ @
of Chapter 41 of Title 15

Fair Credit Reporting
Act (1970)

— A person who negligently fails to comply

with requirements of Subchapter 3 of @ @
Chapter 41 of Title 15

Fair Credit Reporting
Act (1970)

— Any person who, in a prohibited

Intelligence Authorization Act manner, electronl'cally suryells, .

for Fi ™ 1994 discloses or uses information obtained @ @ @
or Fiscal Year ( ) by electronic surveillance conducted

in a prohibited manner

— Any person who physically searches
premises, property, information or material
Intelligence Authorization Act within the U.S. or about whom information
for Fiscal Year (1994) obtained by such a physical search has @ @ @
been disclosed or used in violation of
Section 1827 of Title 50

National Voter — Any chief election official of the state @ @
Registration Act (1993) who violates Chapter 205 of Title 52
. — Federal agencies that fail to comply with any @ @ @
The Privacy Act of 1974 provision of 5 U.S.C. § 552a
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Remedies

Legislation Who the PRA can be enforced against

Punitive Attorney fees/

Damages damages laffser litigation costs

— Any agency, department of the U.S. or
The Right to Financial financial institution that obtains or discloses

Privacy Act (1978) financial records or information contained @ @ @
therein in violation of Chapter 35 of Title 12

— Any Bell operating company, affiliate or
Telecommunications separated affiliate that engages in unlawful

Act of 1996 acts or practices of electronic publishing as
outlined in 47 U.S.C. 8 274

Telephone Consumer — A person or entity that uses automated
Protection Act (1991) telephone equipment in an unlawful manner

— A person or entity that makes more than
Telephone Consumer one telephone call to the same individual
Protection Act (1991) within a 12-month period in violation of
47 U.S.C. 8 227(c)
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Video Privacy Protection — Any person or entity that violates @ @
Act (1988) 18 U.S.C. § 2710
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