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Al Arms Race

The Survival and Reinvention of Privacy
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Welcome!

Ojas Rege (CIPP/E, CIPM)
SVP/GM Privacy & Data Governance
OneTrust
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Three vectors to the arms race

providers

Performance Economic and Business advantage
advantage military advantage

FOFB - Urgency

#IAPPSummit26




(1) OneTrust

Al velocity trap
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Past inflections didn’t change art of the possible

PC
Internet
Cloud
Mobile

Access

Not any more ...

Still deterministic ...

Al

Problem
solving
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Will Al be smarter than us?

Domain knowledge
Retention

Pattern matching
Problem solving
-OCUS

Creativity?

DOES IT MATTER?

https://www.forbes.com/sites/luisromero/2025/08/27/ai-is-faster-humans-are-smarter-in-a-fast-world- *
humans-might-lose-out/ #lAPPSUmmIt26
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Perfect storm - Wave #1: Demand

ZOOMING AHEAD
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Perfect storm - Wave #2: Compute

Chinese researchers unveil world's smallest
ferroelectric transistor with 1-nanometer gate

Posted By Advanced Carbons Council, Friday, February 20, 2026 -l- H E R E I_ A-I- I V E S I Z E
CARBON NANOTUBES (CNTS)
UF PARTIcI'Es HUMAN HAIR 50-180pum >

FOR SCALE

From the COVID-19 pandemic to the U.S.
West Coast wildfires, some of the biggest
threats now are also the most microscopic. .

A particle needs to be 10 microns (um) or FINE BEACH SAND 90pm >
less before it can be inhaled into your ’
respiratory tract. But just how small are 4 4

GRAIN OF SALT é&0um »
Here's a look at the relative sizes of

some familiar particles ¥
WHITE BLOOD CELL 25um »

GRAIN OF POLLEN 15um »
DUST PARTICLE (PM1w) <10um >

RED BLOOD CELL 7-8um 7

o Pollen can trigger allergic reactions

RESPIRATORY DROPLETS 5-10um » a
> and hay fever—which1in 5

Americans experience every year.
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. ™ N - > - \
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4 BACTERIOPHAGE 0.225 . ' i d have the i
g L2 L \ ' % to carry smaller particles within them,
- < ‘ such as dust or coronavirus.

ZIKA VIRUS 0.045um » @

https://advancedcarbonscouncil.org/blogpost/2151389/
517413/Chinese-researchers-unveil-world-s-smallest-
ferroelectric-transistor-with-1-nanometer-gate

... BUT THEN,
QUANTUM, ETC.

Wildfire smoke can persist in the air for

o (=] several days, and even months.
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Perfect storm - Wave #3: Code generation
= s FORTUNE

Al * ANTHROPIC

Top engineers at Anthropic,
OpenAl say Al now writes 100%
of their code—with big
implications for the future of
software development jobs

By Beatrice Nolan
Tech Reporter

Adduson &G 0@

Januar y 29, 2026, 2:47 PM ET
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Al context for privacy moving forward

 Ubiquity

* Autonomy

» High intelligence
 Variable guardrails

« Limited explainability

. #IAPPSummit26
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Al INITIATIVES

Data -

ambitions o
Ruthless 55

prioritization ES

Sustained @
ROI for Al B

L Sensitivity of data H
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Al applied t pplied to Al
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Broad concern about inhibiting innovation

Belt Path

Who bears the risk? Rear-facing oNLy 1
WITSY (s o Reelin e

When Used Rear-facing
2.3 - 18 kg (5 - 40 Ibs) 48 - 102 cm (19 - 40 in) |

&WARN|NG! DEA

> *Use only in i iti
eached in a recall, ‘ i Y In a rear-facing position w
* Use only with children who weigh t

dress, emait ! ;
and the restraint's i?_and 127 cm (19 and 50 inches). .

; Aid, « Secure the top anchora

In I~ ge st
am{:%géur geste . v a-ant place this restraint in the fr
> * cnildr H = :
a, OH 45356, estraint with the tether (forw

: - syster. if available, or with a vehi.
egi- er online at Y seJri"

t~ .arseat.

2! the U.S. Government's
21 1-888-327-4236

i goto

"v. For Canadian Users: To
raint, return the registration

uld be recalled for
must register

Across your software
supply chain ...

LATCH

For recall info
Vehicle Safety

¢ W h O Ca n yo u tr u St? joulder Belt Lap Belt Only

www’.evenﬂoéom/registrcarseatcanada. =
THIS RESTRAINT 1S CERTIFIED FOR USE IN PASSENGER MOTOR
UCTION MANUAL) AND AIRCRAFT.

« How will you know?
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- g e Unexpected data
"We May Have a Crisis on Our Hands”: The Unregulated M ore tOX i ccom bOS

Rise of Emotionally Intelligent Al

ADD TIME ON GOOGLE

Inventory of digital
collection points

Shifting content

t least once a month, two-thirds of people who regularly use Al turn to
their bots for advice on sensitive personal issues and emotional support. Sto rage f| |te -~

https://time.com/7379564/ai-emotional-intelligence-support-bots/ #1APPSum mit26
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Excuse me, but who am | talking to?

“Agents R Us”
Direct = indirect shift

Role of consent

Brand experience

#IAPPSummit26
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Convenience always wins for the consumer
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" The path of least resistance

% . .
. — .
o

~

https://www.alchemyfor.life/balancecoaching/2021/06/13/path-of-least-resistance-
and-communication/

https://damienhowellpt.com/path-of-least-resistance-is-

not-always-the-best-option-sometimes-it-is-better-to-have-

#IAPPSummit26
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Comply ... with what?
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Common Risk Categories in Enterprise Risk Management (ERM)

Strategic Risks
These are risks that arise from an organization's business strategy and objectives. For example,

entering a new market or launching a new product may have strategic risks associated with them.

Operational Risks
These are risks that arise from an organization's day-to-day activities and processes. Examples

include technology failures, employee errors or supply chain disruptions.

Financial Risks
These are risks that arise from an organization’s financial operations and management. Examples

include credit risk, market risk and liquidity risk.

Legal/Compliance Risks

These are risks that arise from an organization’s failure to comply with laws, regulations or
industry standards. Examples include contract disputes, intellectual property disputes,
employment law violations, data privacy violations or noncompliance with environmental

regulations.

Reputational Risks
These are risks that arise from damage to an organization's reputation, image or brand. Examples

include product recalls, lawsuits or negative media coverage.

https://compliance.temple.edu/enterprise-risk-management/types-risk-erm

(1) OneTrust

What risks
justify your
program?
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“In response to a narrative that pits innovation against risk
management and regulation, privacy leaders focus on making
privacy a critical enabler of innovation.

While classic compliance use cases remain crucial, privacy leaders
are hungry for a toolkit that empowers them to ethically unlock
data for analytics use cases and Al."

The Forrester Wave™: Privacy Management Software, Q4 2025, December 2, 2025

#IAPPSummit26
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Privacy as a business enabler in an Al world

* | iteracy

* GovOps shift left

» Risk-based prioritization

* Regulation-agnostic, principle-centric
* Accountability drives program viability
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Pay now or pay (much more) later

Cost of defects during software development life cycle (SDLC)

30x ... 100x

s Development
cycle

Requirements Design/ Coding Testing Deployment/
Architecture Maintenance

. Source: NIST, https://www.functionize.com/blog/the-cost-of-finding-bugs-later-in-the-sdlc #IAPPSummit26
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Volatility rises. ‘ ‘
Transparency drops.

Tolerance for

Agents proliferate. ambiguity refers to
the ability to be

comfortable with and

“WhO you gonna call”’ accept uncertainty or

unclear situations.

https://www.linkedin.com/posts/michaellandersculturecrossing_globalig-whatinspiresme-

culturecrossing-activity-7079765330398515200-gkHO # IAP Psu m m it26
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Q&A

Ojas Rege
SVP & GM, Privacy and Data
Governance at OneTrust (CIPP/E,...

Thank you for
your time!

. #IAPPSummit26




How Did Things Go?
(We Really Want To Know)

Sponsor

| o . | Communication
Did you enjoy this session? Is there any way we could make it Opt Out

better? Let us know by filling out a speaker evaluation.

1. Open the IAPP Events app.
Select IAPP Summit 2026.

2
3. Tap "Schedule" on the bottom navigation bar.
4

Find this session. Click "Rate this Session" within the

description.

5. Once you've answered all three questions, tap "Done".

Thank youl!

#IAPPSummit26
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