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WELCOME AND INTRODUCTIONS

Nathalie Barrera Sofia Calado, AIGP/CIPP-E/CIPP- Etienne de Burgh Francesca Blythe

US/CIPM/FIP
Director, EMEA Privacy and Data Office of the CISO, Google Cloud Partner, Sidley Austin
Regulations Associate General Counsel, Director,

Privacy and Al, Cloudflare
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AGENDA OUTLINE

Welcome and Introductions

Cyber Defence vs. Data Localization

Governance Frameworks and Practical Solutions: How organizations can navigate these constraints
Pathways for Harmonised Cyber Defence: Global cooperation and Standards harmonization
Questions and Answers

Closing Remarks

#IAPPIntensive26




Cyber Defence vs. Data Localization

Cyber threats are global and fast-moving.

Effective cyber defence depends on real-time cross-border data sharing (e.g., threat intelligence,
logs, incident data) to detect, contain, and remediate attacks.

Data localization, privacy, and sovereignty laws increasingly restrict data flows.

Multinational companies face conflicting obligations: share data to protect systems / data OR limit
transfers to comply with law?

Core tension: under-sharing increases cyber risk BUT over-sharing increases regulatory, enforcement,
and litigation risk.
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Governance Frameworks & Practical Solutions

. Establish strong data governance
—  Know what data must stay in-country vs. what can be shared.
—  Focus on how data is accessed, protected, and audited (alongside where it is stored).

. Enable secure sharing through controls
— Use encryption, tokenization, anonymization to share actionable security intelligence without
exposing sensitive data.
Leverage emerging technical solutions
— Adopt privacy-enhancing technologies (PETS).
—  Consider regionally coordinated cloud or “data lake” models.

. Operationalize compliance in processes and vendors
— Build localization considerations into incident response plans.
—  Ensure third-party vendors support in-country or region-specific deployment.
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Pathways for Harmonised Cyber Defence

LEVERAGE COMMON
FRAMEWORKS

Using recognized standards (like ISO

or NIST) creates a valuable, common
language for security.

ADDRESS INDUSTRY'’S

APPETITE FOR SIMPLICITY | AGREEMENTS

B=)) ¢

The business world is pushing for
streamlined, interoperable regulations
to reduce compliance burdens.

ENGAGE IN
MULTINATIONAL
FORUMS

Ongoing dialogues in international
groups are crucial for aligning
cybersecurity requirements across borders.

PURSUE BILATERAL

Formal agreements between
nations are a practical way
to bridge specific legal

gaps in data sharing.
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Q&A

Nathalie Barrera Sofia Calado, AIGP/CIPP-E/CIPP- Etienne de Burgh Francesca Blythe
US/CIPM/FIP
Director, EMEA Privacy and Data Office of the CISO, Google Cloud Partner, Sidley Austin
Regulations Associate General Counsel, Director, .
Privacy and Al, Cloudflare fblythe@sidley.com
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How Did Things Go?
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let
us know by filling out a speaker evaluation.

1. Open the IAPP Events app.
2. Select IAPP Intensive 2026.
3. Tap "Schedule" on the bottom navigation bar.
4. Find this session. Click "Rate this Session" within the description.
5. Once you've answered all three questions, tap "Done".
Thank you!
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