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Contact us!

Fahad Diwan, Director of Product Management, Exterro = fahad.diwan@exterro.com

Helena Jung Engfeldt, Partner, Commercial/IT/Privacy,
Baker McKenzie = Helena.engfeldt@bakermckenzie.com

Bob Jett, Global Chief Privacy Officer, Bunge = bob.jett@bunge.com
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Exterro Data Risk Management Platform
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DATA PRIVACY, SECURITY & GOVERNANCE SUITE
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Program Outline

= Legal Landscape
= In-House Perspective

= Data Deletion Solutions
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Data Minimization Under CCPA

The CCPA provides in California Civil Code § 1798.100(c) that "A business' collection, use,
retention and sharing of a consumer's personal information shall be reasonably necessary and
proportionate to achieve the purposes for which the personal information was collected or
processed, or for another disclosed purpose that is compatible with the context in which the
personal information was collected and not further processed in a manner that is incompatible
with those purposes.”

Pursuant to the CCPA regulations § 7002 a business may also process personal information for
a purpose it was not collected for, and that is not compatible with the collection context, if it
obtains consumer consent. But even if consent is obtained, the processing must be reasonably
necessary and proportionate for the intended purpose.

The California Privacy Protection Agency issued an "enforcement advisory" 2 April, signaling the

data minimization requirement will be enforced against businesses subject to the CCPA.
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Opting In and Out of Sensitive Personal Information
Processing under the CCPA

X  Your Privacy Choices
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Opt in to maximize data processing

Right to opt out from (certain) inferences

Most protective to avoid making inferences based on
sensitive personal information and limiting processing
to what is reasonably necessary and proportionate

So long as processing of sensitive personal information is
necessary to provide something the consumer has requested

neither opt in nor opt out requirements should be triggered.
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Data Minimization Under GDPR

Data minimization requirements have applied in Europe since the 1970s

The GDPR's data minimization principle states personal data shall be "adequate, relevant and limited
to what is necessary in relation to the purposes for which they are processed," but does not define
those terms.

The prevention of workplace accidents and gathering of evidence does not justify continuous video
surveillance of employee workstations and that the personal data generated by the surveillance is
neither appropriate nor relevant (CNIL).

Today, with the exponential development of Al and the need for large amounts of data to train Al
models, the data minimization principle as set forth under the GDPR is under tension. The EU Al Act,

adopted by the European Parliament in March 2024 expressly refers to data minimization in Recital 69.

CONFIDENTIAL © 2024 Exterro, Inc. All rights reserved.



Three non-obvious practical tips:

Name "system stewards," in line with emerging data privacy and Al assessment requirements.
Consider calling out categories of service providers and third parties in privacy notices or otherwise
making their involvement clear. The CCPA regulations state that the degree to which service
providers and third parties are involved should be apparent to the data subject to show data
minimization is respected.

Make data flows efficient. A less discussed data minimization element from EDPB guidelines is that

data flows should be made efficient so as not to create more copies of data than necessary.
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Web Conference
Participant Feedback Survey

Please take this quick (2 minute) survey to let us know how satisfied you
were with this program and to provide us with suggestions for future
improvement.

Click here: https://iapp.questionpro.com/t/ACtQeZ35t0

Thank you in advance!

For more information: www.iapp.org



https://iapp.questionpro.com/t/ACtQeZ35t0
http://www.iapp.org/
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Attention IAPP Certified Privacy Professionals:
This IAPP web conference may be applied toward the continuing privacy education
(CPE) requirements of your CIPP/US, CIPP/E, CIPP/A, CIPP/C, CIPT or CIPM
credential worth 1.0 credit hour. IAPP-certified professionals who are the named
participant of the registration will automatically receive credit. If another certified
professional has participated in the program but is not the named participant then
the individual may submit for credit by submitting the continuing education
application form here: submit for CPE credits.

Continuing Legal Education Credits:
The IAPP provides certificates of attendance to web conference attendees.
Certificates must be self-submitted to the appropriate jurisdiction for
continuing education credits. Please consult your specific governing body’s
rules and regulations to confirm if a web conference is an eligible format
for attaining credits. Each IAPP web conference offers either 60 or 90 minutes of
programming.
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For questions on this or other

|APP Web Conferences or recordings

or to obtain a copy of the slide presentation
please contact:livewebconteam®@iapp.org
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