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Al CONTRACTING: THE GOOD,
THE BAD AND THE UGLY

A real-world perspective on how to contract on Al
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. Welcome and Introductions
Il.  Setting the Scene

lll.  Panel Discussion
. Contract Considerations
Il.  Real-World Scenarios: Al in Recruitment and Al Assistants
lll.  Key Practical Process Considerations
V. Top Tips to Scale and Future-Proof
V.  Impact of Al Omnibus on Al Contracting

V. Key Takeaways
V. Questions and Answers
VI.  Closing Remarks
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Why Al Contracting Matters

«  Most organizations don't build Al alone but rely on third-party provided models, systems,
products and services.

- Working with these suppliers and vendors entails a range of risks. These third-party Al
systems and solutions can impact your data, operations, systems, products or services, and
compliance with laws and regulations.

- Contracts are your first line of defense to set clear rules on key topic such as:
— Data rights and ownership
— Transparency on Al used and relevant updates
—  Security and privacy obligations
— Audits
—  Compliance with Al laws (e.g. EU Al Act)
— Risk allocation
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IMAGINE.....
« Your organization is using a third-party Al tool, and something goes wrong.
*  Whatif...

— The Al makes a harmful or biased decision - and you're held legally responsible by a customer?

— Sensitive customer data is leaked - and you can't control or undo it?
— The Al system fails to perform as expected, disrupting services - and your customers lose trust?

— You are faced with regulatory scrutiny due to the malfunction.
- Ask yourself: Would your current contracts protect you?
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New Categories of Risk

Autonomous behaviour

Data or output misuse

Ethical, reputational, customer
trust

Allocating contractual liability

Lack of explainability (black-box)

SETTING THE SCENE

What to Consider

Ownership Regulatory Compliance

Al and algorlthm‘d‘evelopment EU Al Act
and training

UK Al White Paper & Sector

Fine-tune Al models .
Guidance

Input/output & training data New EU Cyber Laws - DORA,
ownership NIS2, CRA
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Strategic Future-Proofing of
Contracts

Flexible contractual language

Facilitation of contractual

updates to comply with law

Technology advancement
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CONTRACT CONSIDERATIONS

-

~

* Al vendor due diligence

Al risk classification
checks

* Information gathering
(e.g. on training data)

Pre-

contractual
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4 Contract

Negotiation

* Role allocation (e.g. provider, controller, deployer, processor)
* Regulatory compliance warranties

+ Allocate regulatory obligations (e.g. user transparency)

+ Audit rights

* Incident reporting & cyber measures

+ Liability & indemnification

* Subcontractors / Sub-processors

+ Updates & lifecycle maintenance

* Service levels

+ Termination and exit clauses

KPost-Signing

~

4 )

*Documentation retention
+Ongoing monitoring &
compliance

*Implementation of measures
as per contract e.g. human
oversight, transparency

*Reassessment if Al risk
qualification changes

Post-Signing
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REAL-WORLD SCENARIO #1 ©7/

An organization adopts an Al-powered tool to screen job applications
and shortlist candidates. The vendor's contract is signed on standard terms

with little negotiation. A rejected candidate later requests an explanation
for their rejection and submits a data subject access request.

The organization realizes it cannot explain how the model reached its
output, has no audit rights over the vendor's model, and never assessed
whether the tool fell within a high-risk category under the EU Al Act.
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REAL-WORLD SCENARIO #2 ©7/

A mid-sized organization procures a general-purpose Al assistant tool —
think a product like an enterprise Al copilot — and rolls it out to staff across

departments to help with drafting, summarizing documents, and answering
internal queries.

Employees begin inputting commercially sensitive information, client data,
and internal communications into the tool. The legal team later discovers
that the vendor's standard terms permit the use of all inputs to train and
improve the underlying model, that the system has no data residency
controls, and that the liability cap in the contract is negligible. The
organization has no Al use policy and no employee guidance in place.
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CONSIDERATIONS

/AI can appear unexpectedly.

* Even if a supplier's product doesn't use Al
today, it might tomorrow.

« What you don’t know, you can’t manage so
protect yourself with contractual safeguards
beforehand.

* Key protections to consider:
* Notification of any future Al use
* Right to opt in or opt out of Al features

* Ability to add detailed Al clauses if Al is
introduced later

Why Future-Proof Al
Contracts

Scaling Al Contracts

Al is everywhere. Many suppliers embed Al into their products and
services, often without calling it out explicitly.

There is no perfect model that works for each organization - tailor!

Al is not just in standalone tools but it can be embedded in almost any
tool/software.

This means that you may be contracting for Al without realizing it. Al risks
might be hidden in “standard” software agreements.

Legal teams often face:

* Limited resources

* High volume of requests

+ Time pressure

+ Fast-moving tech landscape

* Manual review of every contract is not sustainable for most legal teams -

process is important.
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TOP TIPS TO SCALE AND G/

FUTURE-PROOF
KNot all Al systems carry the same risk. * Don't reinvent the wheel - build on existing
» The EU Al act also follows a risk-based approach, processes and embed Al-specific checks and
differentiating high risk from lower risk systems. contracting into these workflows.
« Consider focusing your efforts where it matters * Leverage existing contract templates and
most, such as: consider where you need to add Al-specific

terms and where you need to create
something new (like a separate Al Addendum
or similar).

» Work cross-functionally to align Al governance
with existing controls: legal, procurement, IT,
privacy, and business.

« Systems that use sensitive, proprietary or personal
data or require training with your data

» Tools that impact people or make automated
decisions

* High-risk use cases (e.g. HR, healthcare)

- Consider using a tiered review process: Light-touch
for low-risk tools / Deep dive for high-risk vendors

Adopt a Risk-Based Approach
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(Create standard template contract clauses for
Al-related risks.

* Develop playbooks based on your templates
and risk appetite for those scenarios you
need to rely on the other party’s template.

» Templates and playbooks can save time and
ensure consistency throughout the
organization.

Use Templates and
Playbooks

« Where available, use technology (e.g. legal Al
tools) to streamline reviews:

« Contract analysis tools
* Al-powered risk scoring
« Automated clause detection

* Note: Only use approved and secure tools to
avoid exposing confidential or sensitive data
to unvetted platforms.

* Involve IT and Legal Operations teams to
explore smart tooling and integrations.

« Automation can help scale without sacrificing
control.
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Al contracting is critical for managing legal, operational, and reputational risks.

Most organizations rely on third-party Al solutions so consider contracts as your first line of
defense.

The regulatory landscape is complex, with multiple laws (EU Al Act, NIS2, DORA, CRA, GDPR,
Data Act) - identify which ones apply to your organization’s context.

Don't limit yourself to what laws require: Look beyond to cover areas and risk like data
ownership, IP rights, and transparency.

As Al increasingly becomes embedded in many tools and services, consider a risk-based
approach: prioritize high-risk Al systems and sensitive/business-critical use cases.

Protect yourself from Al-related risks in all relevant contracts, not only when procuring an Al
system.

Leverage what you already have and use available processes and tools to scale Al contracting
efficiently.

Cross-functional collaboration is essential for effective governance and risk management.
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RESOURCE LIST G/
¢, Crowell

Collaboration Powers Success

Crowell Privacy and Crowell Data Law Insights Blog:

Cybersecurity Client Alerts:
aryio [=] 37 [=]
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https://www.crowelldatalaw.com/

How Did Things Go? @7/
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let
us know by filling out a speaker evaluation.

1. Open the IAPP Events app.
2. Select IAPP AIGG Europe 2026.
3. Tap "Schedule" on the bottom navigation bar.
4. Find this session. Click "Rate this Session" within the description.
5. Once you've answered all three questions, tap "Done".
Thank you!

. #IAPPAIGG26



	Slide 1
	Slide 2: AI CONTRACTING: THE GOOD, THE BAD AND THE UGLY
	Slide 3: WELCOME AND INTRODUCTIONS
	Slide 4: AGENDA OUTLINE
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9: REAL-WORLD SCENARIO #1
	Slide 10: REAL-WORLD SCENARIO #2
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15: RESOURCE LIST
	Slide 16: How Did Things Go? (We Really Want To Know)

