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 Introduction to agentic Al

— Architecture, guardrails, regulatory implications
— Myths to bust, blind spots to expose

» Putting it into practice

— Governing traditional Al vs. agentic Al
— Learnings, best practices, pitfalls to avoid
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Blurring boundaries...

Al GOVERNANCE
Each is fundamentally a data problem,

with different but related goals and
constraints

Al is an amplifier - it amplifies the risk
and impact of existing privacy and data
governance gaps in a company

Responsible use is the principle that
sustains the long-term business value of
emerging technologies
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Risk N Product &
teams How doweenable the GTM teams

Security, Privacy, Governance, Risk, of data Marketing, Sales, Product, Data,
Ethics, Compliance acrossall Bl, Emerging Tech/ Al

...atthe

demanded by the business?
Under pressure to accelerate Al,

data, and other technology
initiatives to stay ahead of
competitors

Under pressure to avoid
trust-breaking events,
unintended consequences,
and enforcement actions
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The world is going agentic...

Servicenﬂw Products v Industries v  Learning v  Support Vv

Partners v Company v Knowledge v

SAY HELLO TO
REAL Al AGENTS

ServiceNow Al Agents are here to drive
exponential productivity across every corner of
your business. Learn how from our experts,
demos, and get a sneak peek at what's ahead.

=' Microsoft | Copilot  For organizations v Learn more v Customer stories  For personal use

Microsoft Copilot > Copilot 101 > Copilot and Al Agents

Copilot and Al agents

Get an overview of how a copilot and Al agents work together to
transform business operations across major organizations.

4" Steps taken by Al Agents

+ Conducted a network review
+ Verfied network stability
+° Anolyzed similor cases.

+* Contocted the customer for detals.

. Agenﬁorce Overview  Howitworks v  UseCases  Customer Stories  Resources v  Pricing v

Agentforce

The Digital Labor Platform @

Watch now Talk to an expert

'@”’P;e”
=

Ask Agentforce

iapp.org
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Al Security Agents announcement
(OneTrust / Microsoft)

Privacy at the
Speed and Scale
of Al: OneTlrust
Announces its First
Data Privacy Agent

Built with Microsoft Security Copilot, OneTrust's new
Al agent demonstrates the power of an agentic
approach to privacy

“An agentic approach to privacy will be game-changing for the industry.
Autonomous Al agents will help our customers scale, augment, and increase

the effectiveness of their privacy operations. Built using Microsoft Security
Copilot, the OneTrust Privacy Breach Response Agent demonstrates how

—— privacy teams can analyze and meet increasingly complex regulatory

requirements in a fraction of the time required historically.”

=. Microsoft | Microsoft Security  Solutions ~  Products ~  More

—Blake Brannon, Chief Product and Strategy Officer, OneTrust

7 min read

Microsoft unveils Microsoft
Security COP"Ot agents and new https://www.microsoft.com/en-

protections for Al us/security/blog/2025/03/24/microsoft-unveils-
microsoft-security-copilot-agents-and-new-
protections-for-ai/

By Vasu Jakkal, Corporate Vice President, Microsoft Security

iapp.org


https://www.onetrust.com/news/onetrust-announces-its-first-data-privacy-agent/
https://www.onetrust.com/news/onetrust-announces-its-first-data-privacy-agent/
https://www.microsoft.com/en-us/security/blog/2025/03/24/microsoft-unveils-microsoft-security-copilot-agents-and-new-protections-for-ai/
https://www.microsoft.com/en-us/security/blog/2025/03/24/microsoft-unveils-microsoft-security-copilot-agents-and-new-protections-for-ai/
https://www.microsoft.com/en-us/security/blog/2025/03/24/microsoft-unveils-microsoft-security-copilot-agents-and-new-protections-for-ai/
https://www.microsoft.com/en-us/security/blog/2025/03/24/microsoft-unveils-microsoft-security-copilot-agents-and-new-protections-for-ai/

lapp What are agents? onetrust

Skills APIs Reasoning

Autonomous, adaptive, non-linear

iapp.org
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PP Managing agentic risk

HUMAN IN THE
CONTROLS MIDDLE SAFEGUARD AGENTS
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13 Dec. 2023

Explaining model disgorgement

... and privacy
is central

https://iapp.org/news/a/explaining-
model-disgorgement
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Tensions between Al and privacy

® S ®

Purpose limitation Right to be forgotten Transparency
General-purpose Al models may Al is data hungry and machine Transparency and explainability
use data in ways not originally learning models do not “forget” are challenging, especially with
agreed upon by consumers. without major business impact. non-linear models.
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Key Risks In Real-Time Data Pipelines F" rb es

Bias That Grows Over Time: Al models often use historical data. If that data is skewed,

March 24, 2025

the bias can multiply as your system processes transactions in real time. For example, a
credit-scoring model might penalize certain ZIP codes because the training data was
unbalanced. When you're handling thousands of transactions a minute, a small bias can

quickly become a major ethical and reputational problem.

Governance Gaps: Real-time data environments change quickly—sometimes so fast that Des |Q ni ng Et h ICa Ir Rea I'TI me A rc h Itecture
governance rules struggle to keep up. Basic security measures like encryption and robust data
catalogs can fall behind in the rush for real-time insights. If these protections aren't in place, Privacy h}r Dcsign: Start thin]{ing about l}rivacv at the

sensitive information might end up exposed and you could lose customer trust or even run hcginning of every pl‘f}j[‘ﬂ i Use data encryp Ao et e T
" " i A ] [

afoul of regulations. o ) ]
sensitive fields and consider data masking for personally

Privacy and Compliance Roadblocks: Handling real-time data doesn’t mean you get a id ifiable inf ) PIT). A ) h
free pass on privacy laws like the General Data Protection Regulation (GDPR). Managing identifiable information ( ) utomating these processes
consent, handling deletion requests and keeping proper records all get more complicated reduces human error, which is critical in fElST_-II]DViI]g

when data never stops moving. If your systems aren’t built for compliance from the start, eNVironments.

you'll have trouble meeting regulatory standards.

The “Black Box” Effect: Many Al models are hard to interpret, and real-time decisions can
add another layer of complexity. If vour team can’t explain why a transaction was flagged as
fraud or why a certain customer got a special offer, it's tough to fix mistakes or maintain
transparency. A lack of explanation leads to skepticism, which can quickly undermine
customer confidence.

iapp.org
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Al workloads need Al-ready data

Quality Will my data deliver valid outcomes?
Security |s my data secured against threats?

*Fit for activation Is my use of data permissible?

Al-driven innovation is the business case for privacy by design
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* Introduction to agentic Al

— Architecture, guardrails, regulatory implications
— Myths to bust, blind spots to expose

» Putting it into practice

— Governing traditional Al vs. agentic Al
— Learnings, best practices, pitfalls to avoid
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1app stage of the data lifecycle

Are you transparent about how you collect and use personal
data? Do you have consent from the consumer, based on
clear purpose, that complies with local regulation? Can you
support web, mobile apps, and other connected devices?

How do you delete or modify data when retention periods
expire, consumers exercise their rights to withdraw consent,
the purpose of collection is no longer valid, or data are

redundant? What happens to Al models trained on that data?

Dispose . : :
P Making the data and privacy promise:

Delivering the data and privacy promise:
What should happen

What actually happens

: How will all the functions, activities, and
Data llfecyde Al / behavioral models in your organization
within your consume, process, and manage personal
data? Is the purpose of each clear? Have

you identified where risk is the highest?

Can you locate personal data across your data
estate? Are the right data controls in place?
Do you know if personal data are being used
to train Al models? Are you mitigating risk and business
resolving drift in data use?

How are you sharing data with third parties?
How are they managing that data? Are they
using that data to train Al models? How are you
controlling international data transfers?

How do you ensure personal data are used
responsibly? Do your downstream systems respect
consent and purpose signals when making data
available for use by individuals or Al systems?

iapp.org
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Thinking through governance models

Al you buy Al you build

PROCURED THIRD-PARTY FIRST-PARTY

applications models models

SHADOW

applications

GOVERNANCE SCENARID GOVERNANCE | SCENARID GOVERNANCE

SCENARIO

SCENARID GOVERNANCE

Emiployaas use Auvaransss and Employaas use Contract review Intarnal data Shift left approach QTR B ki Shift left approach
consumernsed Al RETG Boos procurad by TR gceenca teams gcsence teams
apps like ChaetGPT their compary « What tech? usa third-party Diata wisibility and e = R4 Diata visibility and

for work, with no  [glfSEEETh that utilize Al in . fowndational GoVEIMance miodels Govemance

procurement o 1T [ERneTEs their featurs sats. [k = o models for

avaersight attestation u:IaFa !!1':' e development Conforrmity Owarsaght Confarmity
Vendors may = Is it siloed? assessMmants comes too late |EEECERMELIE

Ermployasas are Third-perty sk lirnited visibility * I3 our gate Owarsight comes n the vany

nat aware of date B L into the Al tach used to train? too late in the Whitelisting EXpEnEva Madel risk mgrmt

risks associatad used by tha apps RPN CT devalopmeant developmeant

famyecla Aftestation faoywela Dizclosure

with tha tool. Tachnical contrals ERGEIRTETR 0L

iapp.org
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Baseline governance requirements

4 N/ Y4 N/ )

Build an Al Evaluate Al Monitor Al Demonstrate
Inventory Risk systems transparency
... to manage and ... consistently, and in ... to foster collaboration ... with key stakeholders
monitor Al and its line with global laws, and reduce administrative to promote collaboration,
technical components, standards, and burden on technical trust, and compliance.
across the Al lifecycle. organizational policies. resources.

Dramatically expand Al and data literacy
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Changing the discussion

Privacy impact assessments » Data enablement plans

What are your data ambitions?

What must | do to enable those?
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. Questions and answers

Ojas Rege
SVP & GM, Privacy and Data
Governance at OneTrust (CIPP/E,...

Thank you for your time!
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Web Conference
Participant Feedback Survey

Please take this quick (2 minute) survey to let us know how
satisfied you were with this program and to provide us with
suggestions for future improvement.

Click here: https://iapp.questionpro.com/t/ACtQeZ6dfO

Thank you in advance!

For more information: www.iapp.org
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Attention IAPP Certified Privacy Professionals:
This IAPP web conference may be applied toward the continuing privacy education
(CPE) requirements of your CIPP/US, CIPP/E, CIPP/A, CIPP/C, CIPT or CIPM
credential worth 1.0 credit hour. IAPP-certified professionals who are the named
participant of the registration will automatically receive credit. If another certified
professional has participated in the program but is not the named participant then
the individual may submit for credit by submitting the continuing education
application form here: submit for CPE credits.

Continuing Legal Education Credits:
The IAPP provides certificates of attendance to web conference attendees.
Certificates must be self-submitted to the appropriate jurisdiction for
continuing education credits. Please consult your specific governing body’s
rules and regulations to confirm if a web conference is an eligible format
for attaining credits. Each IAPP web conference offers either 60 or 90 minutes of
programming.

iapp.org
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-or questions on this or other

|APP Web Conferences or recordings
or to obtain a copy of the slide presentation
please contact:

livewebconteam@iapp.org
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