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Framing the Debate

Legitimate Interest vs. Employee Rights - when HR meets Al -
Navigating DSRs in HR Data Lakes

GDPR’s most fragile balance:
Art. 6(1)(f) legitimate interest vs. data subjects’ rights of erasure and access.

How far can reuse go before “compatible purpose” becomes
fiction?

Al-driven HR analytics promise fairness, foresight, and
optimization, but rely on ever-growing data lakes

Today's debate:
where does compliance end, and governance begin?
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The Data Lifecycle
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Employment lifecycle and the HR Data Lakes
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The Troubling Waters of the HR Data Lake
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The Data Buckets

Product improvement

Service-related data ) 7V
(incl. Al training)

« Deidentified (automated before data
reaches data lake)

* Datain the clear - Only accessible by data scientists
 Only accessed by support & (strict RBAC with review board)

engineering for support cases - Logging of data processing and access
« No access to data scientists (with blocks to leave infra - DLP?)

« Environment segregation
« No ability to re-identify data
« Continuous audit & monitoring

‘ What access is needed for security? #DPC25
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Defense
Defense
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World

Domination

World

Domination

World
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Last Name First Name
Wayne Bruce

Fox Lucius
Grayson  Dick

Fries Victor

Pennywort
h Alfred

Last Name First Name
Luthor Lex

Graves Mercy

del Contessa Erica
Portenza Alexandra

Lang Lana

al Ghul Talia

Happersen Sydney

Customer Databases

Title

Engineer
Engineer
Engineer
Engineer

Facilities
Coordinator

Title

Engineer

PA / Bodyguard
HR Manager
Engineer

C00

Senior Scientist

De-identification Process

Tenure in Years Dept
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41T
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55 Facilities

Tenure in Years Dept
331T
20 Facilities
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15 Labs

Becomes

Combined Deidentified

Database

Industry Title
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World Domination Scientist
World Domination Scientist
World Domination Scientist
World Domination Engineer

World Domination Engineer

Defense Engineer
Defense Engineer
Defense Engineer
Defense Engineer
Facilities
Defense Coordinator

World Domination Engineer
World Domination PA / Bodyguard
World Domination HR Manager
World Domination Engineer
World Domination COO

World Domination Senior Scientist

Tenure in
Years Dept.

231T
15 Labs

7 Labs
3 Labs
11T

51T
351IT
43 Labs

41T

6 Labs

55 Facilities
331T
20 Facilities
18 HR
71T
4Labs
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The Compatibility Test Under Pressure

*  Yesterday's admin records, today’s Al training data.

*  GDPR Art. 5(1)(b): the “compatible purpose” clause under
strain.

» Tennisbond and Meta: the message is clear - reuse # free pass

*  How fine is the line?

* The real question: who decides when reuse remains legitimate?

» |s it the controller, or the regulator?

— Rescoping the debate: can we still call it “"compatible” when
algorithms redefine the purpose?
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GDPR’s most fragile balance

Legitimate Data subjects’
interest rights of erasure
and access
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The Anonymization Mirage:
Practical Anonymization Challenges

» Reality check: HR datasets are small, specific, and deeply

human — easy to re-identify.
— GC v CNIL — anonymization rarely absolute.

*  Problem: Deletion requests make HR datasets smaller —

less anonymous.
— Model accuracy thrives on identifiable patterns

Discussion prompts:
= |f every HR record can be traced back, can anonymization still exist?
* |s anonymization a myth in employment data?
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Beyond Anonymization:
When Compliance Becomes Code

“Privacy-preserving” Al? Differential privacy, federated
learning, dynamic models - elegant in theory, brittle in HR
reality.

The EU Data Act collides with the right to erasure, making
deletion almost impossible.

Perception that the Al Act now treats HR analytics as high-
risk, meaning high scrutiny, not high trust.

Can technology solve a governance problem - or just shift
it?
#DPC25




The SRB Decision:
Outsourcing Accountability?

« CJEU SRB ruling blurs the line:
v' data may be anonymous for one party, identifiable for another.
 Enters the data trustee - external actor managing access,
hosting datasets, answering DSARSs.
For companies: compliance delegation.

For regulators: a new blind spot.
For employees: another layer between them and their data.

=» Are we innovating privacy, or privatizing it?
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Finding Equilibrium in the HR Data Trilemma:
Rights, Risk & Reality

Every data point feeds two systems:
* one of accountability,
 one of prediction.

Employees seek control.
*  Employers seek continuity.
* Regqulators seek clarity: can all three win at once?

« Between deletion, reuse, and regulation lies the new fault line of digital
work.

=» Has the “right to be forgotten” already been forgotten in Al-driven HR?
#DPC25




A Way Forward?

» Technology improves every day
— oh, don't we know this here...

» When will guantum computing or Al be able
to recreate personal data
— post-anonymization; or
— even ex-nihilo?
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RESOURCE LIST

*CJEU, GC v CNIL (C-136/17)

*CJEU, SRB (C-604/22)

«C-621/22 Koninklijke Tennisbond

*Case C-252/21 Meta v Bundeskartellamt

Articles by Moerel, Malgieri, Finck, Kuru

Felipe Ruda Selaimen de Paiva - Master Thesis - Legitimate Interest as a Lawful
Ground for Al Training A Comparative Analysis of the Meta Al case

Taina Silveira Baylao Master Thesis - LEGITIMATE INTEREST AS A LAWFUL BASIS FOR
Al TRAINING: LIMITS, SAFEGUARDS AND GOVERNANCE
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How Did Things Go?
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let
us know by filling out a speaker evaluation.

Open the Cvent Events app.
Enter IAPP DPC25 (case and space sensitive) in search bar.
Tap "Schedule" on the bottom navigation bar.

Find this session. Click "Rate this Session" within the description.

1.
2.
3.
4.
5.

Thank you!

Once you've answered all three questions, tap "Done".
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