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SETTING THE SCENE

Trusted cross-border transfers are essential for global markets
Complex web of data transfers:

e Financial Institution — Financial Institution (Fl) (beyond
traditional Fls now, e.g., casinos, PayPal, digital currencies)

| (originator) — Processors (intermediaries) — FI (beneficiary)
-l — Supervisory authorities
— Financial Intel Units (FIUS)

Supervisory and FIUs — Other Supervisory, FIUs, law
enforcement, national security authorities
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SETTING THE SCENE

Data transfer restrictions can raise costs and risks
e Institutions may withdraw from, not enter certain markets

e |Loss of services can result in financial exclusion of
individuals

e Can harm local economies

International efforts to minimize “friction,” particularly in
payments, fraud, and AML/CFT

Data protection and financial services: working together
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SETTING THE SCENE: DATA PROTECTION VS FINANCIAL
SERVICES AND INNOVATION

Artificial intelligence in UK
fAnAanciAal cansde _
Benefits and risks of Al €S 2024

« The highest perceived current benefits are in data and analytical insights, anti- nduct Authority conducted a third
money laundering (AML) and combating fraud, and cybersecurity. The areas with the|chine learning in UK financial
largest expected increase in benefits over the next three years are operational efficiency,

productivity, and cost base. These findings are broadly in line with the findings from the
2022 survey.

« The largest perceived regulatory constraint to the use of Al is data protection and

privacy followed by resilience, cybersecurity and third-party rules and the FCA’s
Consumer Duty.

« Of the top five perceived current risks, four are related to data: data privacy and
protection, data quality, data security, and data bias and representativeness.
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. #IAPPSummit26




SETTING THE SCENE: DATA PROTECTION VS FINANCIAL
SERVICES AND INNOVATION

. #IAPPSummit26




DATA PROTECTION AND FINANCIAL SERVICES
INNOVATION: WORKING TOGETHER

Data protection Vs Innovation Data Protection AND Innovation

Modern, coherent rules across the EU are needed for data to flow freely from one
Member State to another. Businesses need clear and uniform rules that provide legal

— ] EUROPEAN COMMISSION certamty and m1n1m1se the admmlstratlve burclen This 1s essential if the Single

Brussels, 25.1.2013 . . . .
COM(2012)9 final strengthens their mtemal market dimension, ensures a high level of data pmtectmn

for individuals, and promotes legal certainty, clarity and consistency, therefore plays

COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN
PARLIAMENT, THE COUNCIL, THE EUROPEAN ECONOMIC AND SOCIAL
COMMITTEE AND THE COMMITTEE OF THE REGIONS

Safeguarding Privacy in a Connected World
A European Data Protection Framework for the 21st Century
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DATA PROTECTION AND FINANCIAL SERVICES
INNOVATION: WORKING TOG

Bank of England and HM Treasury Bank of England
Executive summary 2
. : HM T
Project Tourbillon Response to the Bank of England ———

and HM Treasury Consultation Paper:

Explorlng PrlvaCy, secu ”ty and The use of cash is in decline worldwide as digital payments continue to grow. Over The digital pound: a new form of

Scalability fOf CBDCS the past decade, the number of cashless payments has grown at an annual rate of money for households and businesses?
16%, with more than one trillion transactions in CPMI countries alone.! In this context,

Final Report concerns about the potential erosion of privacy are being raised.” Unsurprisingly,

Riovasibes S0 zemsore public cunﬁultatioljm by central banks on retai_l central bank digital currencies (CBDCs) .
OBISH A o = .
The Bank and HM Treasury received over 50,000 responses to the consultation,
demonstrating widespread interest in a digital pound and engagement with the proposals.
@ Many respondents to the Consultation Paper raised concerns about the implications of such a
EUROPEAN CENTRAL BANK digital pound for access to cas | control of their money. Recognising the
his Consultation Response
seeks to assure respondents of the steps the Bank and reasury are taking to put in place
safeguards in the design of a digital pound before any decision is made.

Eurosystem report on the
public consultation on a

What the respondents want most from a digital euro ig privacy (43%), pecurity (18%),
usability across the euro area (11%), the absence of additional costs (9%) and offline
use (8%).
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DATA PROTECTION AND FINANCIAL SERVICES
INNOVATION WORKING TOGETHER

Data use and privacy protection are also intrinsically linked to trust, and trust is the very foundation of
ufﬁcuent information needs to be provided in order to build a lasting and sustainable trust

FINTECH

Risks

« Data leakage, misuse, cyberattacks.

NOTES

« Consumer impact: identity theft, discrimination, stigma,
psychological harm.

« Example: 15 million US consumers affected by identity theft in

Central Bank Digital Currency Data 2021 (~$24B loss).
Use and Privacy Protection
rrrrrrrrrrr y, Sun Tao, Yong Sarah Zhou, Natsuki Tsuda, Nicolas Zhang
||||||||||||||||||||| gi Solomon, Kathleen Kao, Morana Vucinic, and
Kristina Miggiani
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DATA PROTECTION AND FINANCIAL SERVICES
INNOVATION: WORKING TOGETHER

Trust enables cross-border payments

Cross-border payments involves transferring personal and financial data (e.g., names, account numbers,
transaction details).

Why data protection helps financial services:

Customers trust the payment channel.
Customers must trust that this information will not be misused, leaked, or improperly accessed.
Strong data protection frameworks help build this trust.

flo

Banks/institutions maintain correspondent relationships. When institutions show clear compliance,
customers and partner banks are more confident to transact internationally.

it

@EEEJ' - Payment corridors remain open instead of being shut down due to risk concerns.

Data protection supports the continuity of global payment flows rather than restricting them
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DATA PROTECTION AND FINANCIAL SERVICES
INNOVATION: WORKING TOGETHER

Trust enables cross-border payments

« Global standards require data sharing for to combat money laundering and terrorist financing.

Why data protection helps financial services:

« Trusted data protection rules allow institutions to share necessary information confidently.
« Example: A bank processing cross-border transfers may need to share transaction data with another
bank and regulators for AML checks.

Weak data protection risks identity theft and financial exclusion

« Cross border payments with weak controls can result in personal and financial data being leaked, stolen, or
misused.

Human impact:
 Identity and banking credentials are stolen.

» Fraudsters empty accounts or open loans in their name.
« The victim may spend months trying to prove their identity and recover funds.

« Victims could be locked out of financial services because their credit history is damaged.
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BRIDGING THE GAP: ALIGNING DATA PROTECTION
AND AML/CFT

- Data protection is financial infrastructure for trust.

- Perception gap: while data protection enables secure financial services, it is often viewed as a barrier to data flows
and payments. Bridging this gap requires better understanding of how privacy and financial integrity frameworks
work together.

« Complementary objectives: privacy protections and AML/CFT requirements share a common goal: trust,
transparency, and stability.

- Alignment unlocks potential: when privacy frameworks are interoperable and clearly understood, financial
institutions can share necessary data with confidence, reducing compliance risk and keeping payment corridors
open.

« The opportunity: improve awareness, regulatory dialogue, and practical guidance so that data protection and
financial crime frameworks are seen, and implemented, as mutually reinforcing, not competing priorities.
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CALLS FOR ENGAGEMENT AND THE GLOBAL PRIVACY

ASSEMBLY

©

GPA

Global Privacy Assembly

Privacy and Integrity in Partnership: Data Protection
and AML/CFT for the Public Good

Global Privacy Assembly ; Working Group on Data Sharing for the Public Good |
14 January 2026

Data Protection and AML/CFT initiative

As announced at the 2025 Global Privacy Assembly (“GPA”) in Seoul, the Working Group on Data
Sharing for the Public Good ("Public Good WG") has initiated an effort to develop guidance on
the intersection of Data Protection law and Anti-Money Laundering and Counter-Terrorist
Financing law (“AML”), in the context of data sharing for AML purposes. To advance this work,

to
es

FINANCIAL
STABILITY
BOARD

Stocktake of International Data Standards
Relevant to Cross-Border Payments

25 September 2023
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IMPROVED COOPERATION, ALIGNMENT AND

WEF Report BENEFITS

» Legal clarity & alignment:
« Improves legal certainty — attracts investment & reduces costs
- Example: regulatory sandboxes increase investment and reduced
compliance costs

* Regulatory cooperation:
» Drives consistent standards and reduces barriers
« Supports risk management, enforcement and innovation adoption
« Supports capacity building - knowledge-sharing enhance regulators’
understanding of global rules and emerging risks

« Support cross-border action to align AML/CFT and data privacy rules.

UK Report

« Reduces compliance costs.

« Improves regulatory coherence.

« Strengthens cross-border enforcement.

« Supports the development of international standards.

« Promotes trade, foreign investment, productivity, and economic growth.

W@ RLD
ECONOMIC
FORUM
N

Unlocking Interoperability:
Overcoming Regulatory
Frictions in Cross-Border
Payments

WHITE PAPER
SEPTEMBER 2023

&4

Department for
Business, Energy
& Industrial Strategy

Impacts of International
Regulatory Cooperation
(IRC) initiatives
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DATA PROTECTION AND FINANCIAL SERVICES
INNOVATION: WORKING TOGETHER

Trust enables innovation, and data protection helps make that trust
possible. Achieving this requires us to work together.

GPA

Global Privacy Assembly

Privacy and Integrity in Partnership: Data Protection and AML/CFT for the
Public Good
Contact: dpinternational@gra.gi
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Privacy Enhancing Technologies (PETs)

« PETs allow information to be processed while protecting privacy

* Input privacy - reduces the number of parties with access to personal

information being processed
- Examples: homomorphic encryption, secure multiparty computation, zero knowledge
proofs

« Qutput privacy - reduces the risk that people can obtain or infer

personal information from the result of a processing activity
- Examples: differential privacy
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Financial Sector PETs Examples

« Bank of International Settlements (BIS)
Project Aurora

— Combination of homomorphic encryption and
local differential privacy

» US/UK PETS Prize Challenge

— Financial crime use cases include federated
learning and privacy preserving cryptography
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Pros and Cons of PETs

* Pros

— Legal Compliance
« US - Reasonable Security, FTC Section 5 Cases

» EU - GDPR Privacy by Design Principles, Anonymization, Data
Minimization
» Cons
— Guarding against data leaks
— High computation costs

— Degrading model performance
— Data cleaning challenges
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RESOURCE LIST

. OECD PETS and Al Report - https://www.oecd.org/content/dam/oecd/en/publications/reports/2025/06/sharing-trustworthy-ai-models-
with-privacy-enhancing-technologies_5df6fd05/a266160b-en.pdf

. BIS Project Aurora - https://www.bis.org/about/bisih/topics/fmis/aurora.htm

. US-UK PETs Prize Challenge - https://www.nist.gov/itl/applied-cybersecurity/privacy-engineering/collaboration-space/challenges/us-uk-
pets-prize.
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How Did Things Go?
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let
us know by filling out a speaker evaluation.

1. Open the IAPP Events app.
2. Select IAPP Summit 2026.
3. Tap "Schedule" on the bottom navigation bar.
4. Find this session. Click "Rate this Session" within the description.
5. Once you've answered all three questions, tap "Done".
Thank you!
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