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WELCOME AND INTRODUCTIONS



SETTING THE SCENE
Trusted cross-border transfers are essential for global markets
Complex web of data transfers: 
● Financial Institution → Financial Institution (FI) (beyond 

traditional FIs now, e.g., casinos, PayPal, digital currencies)

● FI (originator) → Processors (intermediaries) → FI (beneficiary)
● FI → Supervisory authorities
● FI → Financial Intel Units (FIUs)
● Supervisory and FIUs → Other Supervisory, FIUs, law 

enforcement, national security authorities



SETTING THE SCENE

Data transfer restrictions can raise costs and risks
● Institutions may withdraw from, not enter certain markets
● Loss of services can result in financial exclusion of 

individuals
● Can harm local economies
International efforts to minimize “friction,” particularly in 
payments, fraud, and AML/CFT
Data protection and financial services: working together



SETTING THE SCENE: DATA PROTECTION VS FINANCIAL 
SERVICES AND INNOVATION



SETTING THE SCENE: DATA PROTECTION VS FINANCIAL 
SERVICES AND INNOVATION



SETTING THE SCENE: DATA PROTECTION VS FINANCIAL 
SERVICES AND INNOVATION



DATA PROTECTION AND FINANCIAL SERVICES 
INNOVATION: WORKING TOGETHER 

Data protection Vs Innovation Data Protection AND Innovation
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Risks

• Data leakage, misuse, cyberattacks.

• Consumer impact: identity theft, discrimination, stigma, 
psychological harm.

• Example: 15 million US consumers affected by identity theft in 
2021 (~$24B loss).



DATA PROTECTION AND FINANCIAL SERVICES 
INNOVATION: WORKING TOGETHER 

Trust enables cross-border payments
• Cross-border payments involves transferring personal and financial data (e.g., names, account numbers, 

transaction details).

Why data protection helps financial services:

• Customers trust the payment channel. 
• Customers must trust that this information will not be misused, leaked, or improperly accessed.
• Strong data protection frameworks help build this trust.

• Banks/institutions maintain correspondent relationships. When institutions show clear compliance, 
customers and partner banks are more confident to transact internationally.

• Payment corridors remain open instead of being shut down due to risk concerns.

Data protection supports the continuity of global payment flows rather than restricting them



DATA PROTECTION AND FINANCIAL SERVICES 
INNOVATION: WORKING TOGETHER 

Trust enables cross-border payments
• Global standards require data sharing for to combat money laundering and terrorist financing. 

Why data protection helps financial services:

• Trusted data protection rules allow institutions to share necessary information confidently.
• Example: A bank processing cross-border transfers may need to share transaction data with another 

bank and regulators for AML checks.

Weak data protection risks identity theft and financial exclusion

• Cross border payments with weak controls can result in personal and financial data being leaked, stolen, or 
misused.

Human impact:
• Identity and banking credentials are stolen.
• Fraudsters empty accounts or open loans in their name.
• The victim may spend months trying to prove their identity and recover funds.
• Victims could be locked out of financial services because their credit history is damaged.



BRIDGING THE GAP: ALIGNING DATA PROTECTION 
AND AML/CFT

• Data protection is financial infrastructure for trust. 

• Perception gap: while data protection enables secure financial services, it is often viewed as a barrier to data flows 
and payments. Bridging this gap requires better understanding of how privacy and financial integrity frameworks 
work together.

• Complementary objectives: privacy protections and AML/CFT requirements share a common goal: trust, 
transparency, and stability.

• Alignment unlocks potential: when privacy frameworks are interoperable and clearly understood, financial 
institutions can share necessary data with confidence, reducing compliance risk and keeping payment corridors 
open.

• The opportunity: improve awareness, regulatory dialogue, and practical guidance so that data protection and 
financial crime frameworks are seen, and implemented, as mutually reinforcing, not competing priorities.



• Call from key stakeholders:

Focus: Intersection of Data 
Protection law and AML/CFT 
law for data sharing

Goals: Promote 
international collaboration, 
engage stakeholders from 
private and public sectors, 
develop guidance for safe 
data sharing

CALLS FOR ENGAGEMENT AND THE GLOBAL PRIVACY 
ASSEMBLY



IMPROVED COOPERATION, ALIGNMENT AND 
BENEFITSWEF Report

• Legal clarity & alignment:
• Improves legal certainty → attracts investment & reduces costs
• Example: regulatory sandboxes increase investment and reduced 

compliance costs

• Regulatory cooperation:
• Drives consistent standards and reduces barriers
• Supports risk management, enforcement and innovation adoption
• Supports capacity building - knowledge-sharing enhance regulators’ 

understanding of global rules and emerging risks
• Support cross-border action to align AML/CFT and data privacy rules.

UK Report
• Reduces compliance costs.
• Improves regulatory coherence.
• Strengthens cross-border enforcement.
• Supports the development of international standards.
• Promotes trade, foreign investment, productivity, and economic growth.



DATA PROTECTION AND FINANCIAL SERVICES 
INNOVATION: WORKING TOGETHER 

Trust enables innovation, and data protection helps make that trust 
possible. Achieving this requires us to work together.

 Privacy and Integrity in Partnership: Data Protection and AML/CFT for the 
Public Good 

Contact: dpinternational@gra.gi 

mailto:dpinternational@gra.gi


• PETs allow information to be processed while protecting privacy

• Input privacy - reduces the number of parties with access to personal 
information being processed

– Examples: homomorphic encryption, secure multiparty computation, zero knowledge 
proofs

• Output privacy - reduces the risk that people can obtain or infer 
personal information from the result of a processing activity

– Examples: differential privacy

Privacy Enhancing Technologies (PETs)



• Bank of International Settlements (BIS) 
Project Aurora 

— Combination of homomorphic encryption and 
local differential privacy

• US/UK PETS Prize Challenge
— Financial crime use cases include federated 

learning and privacy preserving cryptography

Financial Sector PETs Examples



• Pros
— Legal Compliance 

• US – Reasonable Security, FTC Section 5 Cases 
• EU – GDPR Privacy by Design Principles, Anonymization, Data 

Minimization 

• Cons
— Guarding against data leaks
— High computation costs
— Degrading model performance
— Data cleaning challenges

Pros and Cons of PETs



• OECD PETS and AI Report -  https://www.oecd.org/content/dam/oecd/en/publications/reports/2025/06/sharing-trustworthy-ai-models-
with-privacy-enhancing-technologies_5df6fd05/a266160b-en.pdf 

• BIS Project Aurora - https://www.bis.org/about/bisih/topics/fmis/aurora.htm 

• US-UK PETs Prize Challenge - https://www.nist.gov/itl/applied-cybersecurity/privacy-engineering/collaboration-space/challenges/us-uk-
pets-prize.  

RESOURCE LIST
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Did you enjoy this session? Is there any way we could make it better? Let 
us know by filling out a speaker evaluation. 

1. Open the IAPP Events app.

2. Select IAPP Summit 2026. 

3. Tap "Schedule" on the bottom navigation bar.

4. Find this session. Click "Rate this Session" within the description. 

5. Once you’ve answered all three questions, tap "Done".

Thank you!

How Did Things Go?
(We Really Want To Know)
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