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Trends in Global Al Governance and Rules

EU Al Act

UK sectoral and assurance-based approach

US Trump Executive Order and removal of the Al regulation ban
South Korea, Brazil, China specific Al laws

Japan hybrid “hard and soft law” approach

Singapore Model Al Governance Framework for Generative Al
Global Al Action Summit and Al Safety Institutes (UK, Japan)
OECD Al Principles

The Singapore Consensus on Global Al Safety Research Priorities
NIST Al Risk Management Framework

IAPP and Credo Al Governance Profession Report 2025

De-regulation and simplification narrative
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CIPL Accountability Framework for All Digital Regulation

Accountability requires organisations to build,
implement and maintain comprehensive privacy/ data/Al
programmes that translate legal requirements and other
standards into risk-based, verifiable and enforceable

corporate practices, controls and tools

Organisations must be able to demonstrate
accountability - internally and externally

Accountability is not static, but dynamic,
reiterative, constant journey

Company values and business ethics shape

accountability

Organisations can use a number of models of
accountability - including the CIPL Framework, their
corporate programs, the ICO Accountability Toolkit, BCR,
codes and certifications, the Global CBPR, ISO standards
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Building Accountable Al Programs: Mapping Emerging Practices
to the CIPL Accountability Framework

° Provides concrete empirical evidence from
accountable Al programs being deployed on the ground

3 ° Shares best practices and lessons learned from
Building Accountable leading global organisations

Al Programs: . o
Mapping Emerging Best Practices to ° BU|IdS gIObaI consensus on aCCOUHtablhty in Al

the CIPL Accountability Framework gove rnance

° Promotes accountability as an effective strategy for
the responsible development and deployment of Al

° Informs the global debate on Al regulation,
governance, oversight, and enforcement
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Examples of Best Practices in Accountable Al Programs

Leadership and Oversight

“Tone from the top” to demonstrate
commitment to ethics, values, and
specific Al principles
Al/ethics/oversight
boards/committees

Responsible Al lead/officer
Centralised governance framework
with flexibility within internal teams

Multidisciplinary, cross-functional Al
teams

Transparency

Tailoring transparency measures for
different audiences/contexts
Provide counterfactual information
Factsheets and model cards

Tiered transparency — understanding
customers’ expectations and deploying
based on their readiness to embrace
Al

Considering accessibility needs

Benchmarking opportunities, public
engagement, regulatory sandboxes

N

Risk Assessment
Developing algorithmic/fairness
impact assessments
Requiring risk assessments
throughout Al lifecycle
Risk-based approach based on
likelihood & severity of risks
Creating risk taxonomy

Documenting considerations &
tradeoffs

PETs/anonymisation techniques

Training and Awareness

Focused ethics training for
technicians (e.g., limiting &
addressing bias)

Cross-functional training (e.g.,
privacy professionals and Al
engineers)

Incentivising compliance with ethics
training (e.g., promotions, bonuses,
pay raises)

Compilation of Al case studies
Tailored ethics & fairness training

Policies and Procedures

* Specifying use of protected data
in model training

* Incorporating “privacy, Al ethics,
or security by design” principles

« Internal glossary of Al-related
terms

+ Defining escalation steps for
reviewing & reporting high-risk Al

* Ideation phase with all relevant
internal stakeholders

Monitoring and Verification
* Ongoing monitoring, validation &
checks throughout Al lifecycle

* Human in the loop in design,
oversight & redress

* Human audit of input & output
* Red-teaming & adversarial testing
* Monitoring the data ecosystem

* Understanding where Al is being
deployed

* Human review of individual
decisions

Pilot testing Al models before
release

Due diligence/self-assessment
checklists for business partners
using tools

Translating internal principles into
third-party agreements

Cleaning data sets through
automated/manual checks before
training

Response and Enforcement

* Redress mechanisms to remedy

Al decisions

* Internal supervision of Al

deployment

* Redress through a human, not a

bot

+  Communication channels for

internal (e.g., employees) &
external (e.g., end users,
customers, regulators) reporting,
feedback, complaints, requests
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Al and Data Protection Principles

Data Protection Requirements

Legal basis for processing

Consent

Data minimisation

Purpose specification and limitation

Transparency
CIPLs Retention limitation
Report on
Al and o .
Data Individual rights
Protection

Rules on automated decision-making

Cross-border data transfer restrictions

Tensions
To Resolve Artificial Intelligence

Limited legal bases may undermine full range and stages
of Al (including sensitive data)

Consent for processing personal data (including sensitive
data) undermines the value of data and is impractical

Needs sufficient volumes and diversity of data for
research, analysis, operation, training and to avoid bias

Uses data for new and unforeseen purposes beyond
original scope

May produce unexplainable and unanticipated
outcomes; hard to provide meaningful notice

Needs to retain data for Al training, traceability, audit
and oversight

Difficult to facilitate access, correction, deletion or
explanation of the logic involved

Automated decision-making capabilities are inherent to
Al

Needs to use diverse and geographically disperse data
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CIPL’s Report: The GDPR’s First Six Years

The GDPR’s First Six Years

Positive Impacts, Remaining Implementation
Challenges, and Recommendations for Improvement

Follow-up on CIPL's 2019 GDPR after one-year report

Consensus - GDPR is an effective instrument for
protecting individuals’ privacy and elevating data
protection awareness globally

Some challenges remain

Report takes stock of benefits of GDPR and suggests
ways to mitigate identified challenges
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The GDPR’s First Six Years: Positive Impacts

IMPACT ON ORGANISATIONS IMPACT ON INDIVIDUALS

Higher data privacy awareness and ownership in
organisations Enhanced transparency and individual rights

Global privacy

Privacy as a board- management
. IMPACT ON DPAs
level issue standard for

organisations

Stronger and more effective data protection

Organisational Improved data o
authorities

accountability management
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The GDPR’s First Six Years: Challenges and Unfulfilled Promises

INNOVATIVE CONCEPTS AND THE AMBITION NOT CHALLENGES RELATED TO
FULLY REALIZED SUBSTANTIVE RULES

Accountability and the Lack of clarity and Undue complexity
. . . . Not tech neutral nor L .
risk-based approach not consistency regarding risk regarding international
. future proof
fully realized assessments data transfers
. . N Inconsistencies with other
Unfulfilled potential of the Lack of harmonization EU digital toral Improper use of
one-stop-shop mechanism across the EU Igital, sectoraf or individuals’ rights

national laws

. ) Conservative interpretation of GDPR and restrictions on
Unrealized potential of

e data use
Changing role of the DPO certifications, codes of

conduct, and BCR DPAs UNDER PRESSURE

Complaints and breach
Focus on enforcement notifications burden DPAs
over engagement and sideline from other
oversight tasks
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How Did Things Go?
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let us
know by filling out a speaker evaluation.

Open the Cvent Events app.
Enter IAPP APF25 (case and space sensitive) in search bar.
Tap "Schedule" on the bottom navigation bar.

Find this session. Click "Rate this Session" within the description.

ook o=

Once you've answered all three questions, tap "Done".

#APF25

y




	Slide 1
	Slide 2: Regulatory Trends and Best Practices for AI Governance and Privacy Compliance
	Slide 3: WELCOME AND INTRODUCTIONS
	Slide 4: Trends in Global AI Governance and Rules 
	Slide 5: CIPL Accountability Framework for All Digital Regulation
	Slide 6: Building Accountable AI Programs: Mapping Emerging Practices to the CIPL Accountability Framework 
	Slide 7: Examples of Best Practices in Accountable AI Programs
	Slide 8: AI and Data Protection Principles
	Slide 9: CIPL’s Report: The GDPR’s First Six Years
	Slide 10: The GDPR’s First Six Years: Positive Impacts 
	Slide 11: The GDPR’s First Six Years: Challenges and Unfulfilled Promises 
	Slide 12

