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Microsoft Digital Event Code of Conduct

Microsoft's mission is to empower every person and every organization on the planet to achieve more. This includes all
Microsoft events and gatherings, including on digital platforms, where we seek to create a respectful, friendly, fun and inclusive
experience for all participants.

We expect all digital event participants to uphold the principles of this Code of Conduct, which covers the main digital event
and all related activities. We do not tolerate disruptive or disrespectful behavior, messages, images, or interactions by any party
participant, in any form, at any aspect of the program including business and social activities, regardless of location.

Microsoft will not tolerate harassment or discrimination based on age, ancestry, color, gender identity or expression, national
origin, physical or mental disability, religion, sexual orientation, or any other characteristic protected by applicable local laws,
regulations, and ordinances.

We encourage everyone to assist in creating a welcoming and safe environment. Please report any concerns, harassing
behavior, or suspicious or disruptive activity to venue staff, the event host or owner, or the nearest event staff. We also
encourage employees to contact their Microsoft Manager or our Business Conduct Hotline (1-877-320-MSFT or
buscond@microsoft.com) at any time if you feel a party is against our policy or inconsistent with the Microsoft culture. Outside
the United States, call collect to 1-470-219-7087. Microsoft reserves the right to refuse admittance to or remove any person
from a Microsoft event at any time at its sole discretion.
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Welcome and Introductions

Panelists

Paul Brightmore, Mas Libman, Matthew Cohen
Head of Product, Principal Product Manager, Sr Product Manager,
Microsoft Priva Microsoft Priva Microsoft Priva



& Microsoft Priva

Paul Brightmore: Priva Head of Product



Next generation privacy solutions
for modern business
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Empower privacy Automate privacy Maximize greater value
teams to build trust operations from your entire data
landscape
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Meet ContosoHealth:

A global Healthcare company that has invested a lot in consumer health products— but rely on a small
privacy team to manage a large personal data portfolio.

Nelcome to Contoso Health Care 010-060-0160 6:00 AM - 10:00 PM (Mon-Fri) connect@contoso.com

CO NTOSO Home About Us Doctors News Contact Privacy

HEALTH CARE

| More About Us

“#




Contoso's Challenges:

m Evolution in privacy regulations have resulted in initial or
ad hoc privacy operations.

Struggles to keep up with Contoso's growing data
landscape and business usage.

Rely on manual processes, like Excel, to track and manage
their privacy program.
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Privacy Risk Management

Build a privacy resilient workplace

Mas Libman: Principal Product Manager
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&=

i dentify personal Cultivate responsible data Automate risk mitigation

data and privacy risks handling by employees and prevent privacy
incidents
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Personal data type instances

All Full Names
I Y T 1,470
U.S. Social Security Number (SSN)
I I e 668
Patient ID
S P —— 641
Email Addresses
I D . 546
Type of Medications
D e 512
@ SharePoint @ OneDrive @ Exchange
Top locations with sensitivity labels

|dentify personal data and critical
privacy risks

Gain visibility into your personal data and

AWS S3 Hive Met...

Azure Data
Factory
Azure SQL
SharePoint Database
Exchange Teams PowerBI Azure Cosm l-

associated privacy rlS.kS arising from @ Microsoft 365 @ Azure @ Fabric @ AWS @ Other
overexposure, hoarding, and transfers



'f@ Privacy Risk Management

»
Hi Alex.
Your privacy team identified some privacy issues that need your
attention.
It looks like you have items containing personal data that are too broadly accessible. Please
- review the items below and set the right level of access.
Iltems to review Hi Alex. You have 2 tasks due.
Your privacy team identified some privacy issues that need your
attention.

[= CreditCardRecords.docx

It looks like you have items containing personal data that hasn’t been used in the past 30

Document contains the following personal information: days. Please review the items below to decide whether to delete or keep them.

Credit Card Number

Refresh your skills by completing the privacy training below and reduce your chances of Items to review
receiving these emails in the future.

=1
- “rn about Data overexposure @ Post on Aimee Miller - Export - 08102021 - 1317

D contains the ing personal infe
U.S. Social Security Number (SSN)
Credit Card Number

Cultivate responsible data -
handling by employees

Credit Card Number
U.S. Social Security Number (SSN)

@ Post on Trey Research

D: contains the
Credit Card Number

Help employees make informed data decisions .. Socil Securty Number SSN)

and make smart data handling decisions e — ——



Cultivate responsible data
handling by employees

Help employees make informed data decisions
and make smart data handling decisions
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Policy templates

Data overexposure

Secure overexposed data.

Data transfers

Prevent transfers within or outside your organization.

Data minimization

Find and delete unused personal data.

Automate risk mitigation and
prevent privacy incidents

Effectively mitigate privacy risks and prevent
privacy incidents with automated policies and
recommended user actions.

Choose data locations to apply the policy

We'll apply the policy to data stored in the locations you choose

Location

@ Exchange email

@ SharePoint sites

& OneDrive accounts

@ Teams chat and channel message

A Azure storage PREVIEW

A Azure SQL server  preview

6 Amazon 53 BREVIEW

Scope

All items

2 items

All items

All chats and channel messages included

All storages included

All server included

All buckets included

£ Edit

£ Edit

£ Edit

2 Edit

£ Edit

£ Edit

£ Edit

Policy status

Alerts

100

M off H on B Testing

50 A Y PA
, I

M Low

View alerts

Issues

View issues

03110

B Medium M High

7~

W Active [ Dismissed
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Microsoft Priva  PREViEW

Welcome to the Microsoft Priva portal

Safeguard and respect privacy at scale. L—

Supported cloud platforms:
O Microsoft 365 A Microsoft Azure # Microsoft Fabric @ Other cloud platforms

e « ® w 3

Consent Management Privacy Assessments Privacy Risk Management Subject Rights Requests Tracker Scanning Audit

EB View all solutions >

Product Demo:

Privacy Risk Manager o g e 5

d access management. An all-in-one analytics solution.

Effectively mitigate privacy risks and prevent v
privacy incidents with automated policies and
recommended user actions.
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Privacy Assessments

Automate the discovery, documentation, and
assessment of personal data use

Matt Cohen: Senior Product Manager Preview



E! Privacy Assessments

Create custom
actionable privacy
assessments

Monitor personal
data usage to
automate
assessments

Evaluate data use for
privacy risk



E! Privacy Assessments

Create custom actionable privacy
assessments

Automate discovery of personal data usage with
customizable questionnaires.

Section 1 w

D)
>

Section name

Registration

Description

These questions were completed during Project Registration. Please review the answers you
provided and update, as necessary, to reflect the most current state of your project.

B 7 VY=g o b ¢
176 / 5000
Question 1 (Text) OCw ™ Jd e
‘) Require answer (@ ) Add risk level
Short title
Project Name
Question
Please provide the name of your project. The current working name is fine.
B 7 U = £ @ 9
75 / 5000
Question 2 (Text) ow ™y e
e Require answer (@ Add risk level
Short title
Project Description
Question
Please provide a basic description of your project.
B T U = £ o H ¢
51/ 5000




Privacy Assessments - Amets

Monitor personal data usage

« Create privacy rules to monitor data usage

+ Automatically assign assessments when a data change is
detected.

Medical Imaging Al Model
" PP Agphcation sanvice

= * Application service

Medical Imaging Al Model

%% PATIENT_DETAILS

n:n Uses
EmployeeHealthRecordsT...
Azure SQL Table

NN Uses

Switch to asset

n:N Uses

B AppointmentsTab...
n:N Uses

Azure_Sql_Patients




E! Privacy Assessments

Privacy Assessments > Assessments >

Reviewing Contoso Privacy Assessment (Health) | L Risk score .
- Risk score X
(@ Individuals in your organization submitted the information in this assessment response on May 09, 2024,
@ Assessment response approved. This assessment response has been approved by @ Matthew Cohen Risk score

» High risk: 8

4. Purpose(s)

Identify the purpose or purposes that best describe your project. I S N S S S S N S R

. . . . © Risk score is caleulated based on answers to assessment
Risk level: High - High Risk Purpose &

questions when those answers have an assigned risk value. The scores

represent: 1 - 3 low risk, 4 - 7 medium risk, and 8 - 10 high risk.

Risk distribution
4
2
Section 2: Data Details .
Questions in this section will capture critical details about the personal data intended for use by this project.
5. Personal Data Use 0

- g a a A Ryg High Medium Low
Will your project use any data that identifies or relates to an individual? g

Evaluate privacy risks B bigh ik P

B Sensitive Health Data
M Share/Sale of Data

Create a customized privacy risk framework
operationalized through privacy assessments.
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] Next generation Privacy solutions for modern business

Learn more:

Request a meeting:

m_Microsoft Security
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Web Conference
Participant Feedback Survey

Please take this quick (2 minute) survey to let us know how satisfied you

were with this program and to provide us with suggestions for future
improvement.

Click here: https://iapp.questionpro.com/t/AOhP6Z2WIr

Thank you in advance!

For more information: www.iapp.org



https://iapp.questionpro.com/t/AOhP6Z2WIr
http://www.iapp.org/

lapp

Attention IAPP Certified Privacy Professionals:
This IAPP web conference may be applied toward the continuing privacy education
(CPE) requirements of your CIPP/US, CIPP/E, CIPP/A, CIPP/C, CIPT or CIPM
credential worth 1.0 credit hour. IAPP-certified professionals who are the named
participant of the registration will automatically receive credit. If another certified
professional has participated in the program but is not the named participant then
the individual may submit for credit by submitting the continuing education
application form here: submit for CPE credits.

Continuing Legal Education Credits:
The IAPP provides certificates of attendance to web conference attendees.
Certificates must be self-submitted to the appropriate jurisdiction for
continuing education credits. Please consult your specific governing body’s
rules and regulations to confirm if a web conference is an eligible format
for attaining credits. Each IAPP web conference offers either 60 or 90 minutes of
programming.

iapp.org



https://my.iapp.org/prog__submitcomponent

For questions on this or other
|APP Web Conferences or recordings

or to obtain a copy of the slide presentation please
contact:

livewebconteam®iapp.org
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