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Trusted AI ecosystem

Maximise societal & 
economic benefits

• Guardrails to protect public interests and build consumer trust

• Space for governance enabled innovation

AI capability (and risks) 
evolving rapidly

State of sciences for  
governance behind AI 
development frontier

• Agile & adaptive policies - in tandem with AI development, 
proportionate to risks

• Practical tools - level up ecosystem capabilities quickly

• Partnerships - with industry, academia and other governments

Singapore’s Approach to AI Governance
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Key Thrusts

Existing domestic 
legislation to protect 

against harms

Practical tools to 
address AI-specific 

issues and build 
industry capacity

Investment 
in research to build 

new capabilities

Inclusive 
international 
collaboration

1 2 43

• Tech neutral, 
outcome focused

• Clarify or update

• New ones when 
ready

• Frameworks, 
guidelines, toolkits

• Strengthen safe & 
responsible 
practices

• Tap on research 
ecosystem

• Advance sciences 
of AI safety

• Contribute to 
global norms

• Grow capacity
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Clarifying PDPA through Guidelines

Data governance examples

• More clarity on use of PD to train for develop AI
• E.g. use of business improvement exception

• Info to be provided to consumers when seeking 
consent

• Transparency

• Obligations on 3rd party developers of AI systems
• Data intermediaries
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Guidance and Frameworks

• Internal governance 
structures measures

• Human involvement in 
AI augmented 
decision making

• Operations 
management of data

• Stakeholder and 
communications

AI Verify Testing Framework
based on globally recognized AI principles 

Model AI Governance Framework

Interoperable with key international frameworks, e.g. NIST AI RMF, G7 Hiroshima AI Process, ISO 42001

Data governance examples
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Practical Testing to mitigate risks 

• Testing tools for both 
generative AI and 
“traditional” AI

• Testing output based on 
input data

• Open-source and 
extensible 

Starter Kit for Testing LLM 
Applications

• Testing best practices
• Baseline and context-

specific requirements
• Test for reliability and 

safety, including 
undesirable content and 
data disclosure

Global AI Assurance 
Sandbox

• Deep dive into what and 
how to test

• Partner with 3rd party 
testers and assurance 
providers 

• Input to testing practices 
and standards

Data governance examples
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The AI lifecycle
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• The critical role of security



Detection & Response
A follow-the-sun model for 24/7/365 
monitoring of all products, services 
and infrastructure—with a dedicated 
team for insider threat and abuse.

Red Teaming
To help prepare for attacks on our 
systems, our AI Red Team 
proactively identifies and 
mitigates vulnerabilities and 
threats.

Google’s approach to AI privacy:
The critical role of security



Google’s approach to AI privacy

• Revolutionary tech; enduring values 
• Expectations & potential harms
• The AI lifecycle: input & output stages
• The critical role of security
• Innovating with privacy
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The pivotal role of PETs

• PETs are an AI opportunity



Learn more at saif.google

The pivotal role of PETs

Differential 
Privacy

Federated 
Learning

DP Synthetic 
Data

FHE

On-Device 
Processing

… and 
more
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The pivotal role of PETs

• PETs are an AI opportunity
• Adoption challenges
• We all have a role to play
• Governments are uniquely placed to 

champion & incentivize PETs



Governments are uniquely placed to spur
investment at scale & expand access to PETs.

The pivotal role of PETs



RESOURCE LIST

• Responsible Development & Use of PETs: How Governments Can Help
• Designing for Privacy in an AI World: Generative AI and Privacy 
• saif.google
• ai.google/latest-news 



Government Support for Privacy 
Enhancement

Lee Wan Sie 
Cluster Director, AI Governance & 

Safety, IMDA
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Supporting Industry use of PETs

PDPC Guidelines

Synthetic Data Anonymisation

Building Capability and Capacity
• Use cases and examples pushing 

the envelop: PETs Sandbox and 
Case Studies

• Scaling up adoption: PETs 
Adoption Guide
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AI Governance Resources

Testing Starter KitAI Verify Foundation
• Tools and Frameworks
• Global Assurance Sandbox and 

Case Studies



How Did Things Go?
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let us 
know by filling out a speaker evaluation. 

1. Open the Cvent Events app.

2. Enter IAPP APF25 (case and space sensitive) in search bar. 

3. Tap "Schedule" on the bottom navigation bar.

4. Find this session. Click "Rate this Session" within the description. 

5. Once you’ve answered all three questions, tap "Done".
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