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FPF Global Offices:
Washington, D.C.

ABOUT FPF S

Tel Aviv

The Future of Privacy Forum (FPF) is a global
non-profit organization that brings together
academics, civil society, government officials,
and industry to evaluate the societal, policy,
and legal implications of data uses; identify
the risks; and develop appropriate

protections.




FPF MEMBERS AND TEAM

200 »Iold Civil Society
45+ o1 Staff & Fellows

FPF Workstreams

Ad Tech Digital Identity Open Banking

Al & Machine Learning Ethics Policymaker Education
ARNVERE Global & Europe Research

Biometrics Health smart Communities

De-ldentification Mobility & Location Youth & Education
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THE LINK BETWEEN PRIVACY AND DIGITAL TRUST
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THE ROLE OF DATA PROTECTION LAWS

Globally and in the Asia-Pacific region, data protection authorities are acting as
“de-facto regulators” of generative Al and in some cases, have taken proactive
enforcement action against generative Al developers.

ChatGPT banned in Italy over
privacy concerns

By Shiona McCallum

Maly has become the frst Weaters cawntry (o black advanced chatbot
ChatGPT

The Ralua® Cata Protecion sty il THre mere Drvacy (ONCerTs relatng
10 Ihe MOSel, whch wit Cnatied By US st op Opendl and 4 Dacked by
Microno®t

OpenAl under the Japanese
watchdog'’s scrutiny over data
collection

A Jspanese privacy watchdog has issued & warning to OpenAl over the
collection of sensitive data without individuals’ permission,

Generative Al: eight questions that aa
developers and users need to ask wl Ak g X
FORUM



Data protection laws genarally
require a legal basis to process
personal data to train or refine
a generative Al model. Not all
Jjurisdictions have legal bases

faor publicly available personal
dafta.

LEGAL BASES FOR
PROCESSING
PERSONAL DATA

O1.

It cam be challenging to
implement principles
commuonly recognized by data
protection laws — e.g., data
minimization, purpose
limitation, and fairness — in the
context of generative Al

DATA PROTECTION
PRINCIPLES

02.

AND Al

Generative Al systems may
disclose personal data from
their training data in
unexpected, undesirable ways.
Compliance obligations
especially notifying data
subjects, may be challenging

MANAGING DATA
BREACHES

03.



Singapore’s Al Governance Model &
Key Approaches to Privacy
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Singapore’s Approach to Al Governance

Trusted Al ecosystem . . :
* Guardrails to protect public interests and build consumer trust
Maximise societal & }

. . * Space for governance enabled innovation
economic benefits

Al capability (and risks) » Agile & adaptive policies - in tandem with Al development,
evolving rapidly proportionate to risks

State of sciences for } * Practical tools - level up ecosystem capabilities quickly
governance behind Al .

Partnerships - with industry, academia and other governments
development frontier
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Key Thrusts

Practical tools to

Existing domestic .pe Investment Inclusive
L. address Al-specific . . . .
legislation to protect . . in research to build international
. issues and build arens .
against harms . . new capabilities collaboration
industry capacity
* Tech neutral, * Frameworks, * Tap on research * Contribute to
outcome focused guidelines, toolkits ecosystem global norms
* Clarify or update * Strengthen safe & * Advance sciences * Grow capacity
« New ones when responsible of Al safety
ready practices
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Data governance examples

Clarifying PDPA through Guidelines

pdpc

»»»»»»»»»

* More clarity on use of PD to train for develop Al
* E.g. use of business improvement exception

ADVISORY GUIDELINES ON USE OF

rodesitamasps * Info to be provided to consumers when seeking
RECOMMENDATION AND DECISION conse nt
SYSTEMS
* Transparency
* Obligations on 3™ party developers of Al systems
* Data intermediaries
1IVI:=—= 69):viGiAL
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Data governance examples

Guidance and Frameworks

Model Al Governance Framework Al Verify Testing Framework
based on globally recognized Al principles

TRANSPARENCY ON USE OF Al AND Al SYSTEMS

° I nterna | gOve rnance Ensuring consumer awareness on use and quality of Al systems
structures measures P Transparency

° H uman invo |Ve me nt in UNDE_RSTANDlNG. HOW Al MODEL REACHES DECISION .

Ensuring Al operation/ results are explainable, accurate and consistent
Al augmented P Explainability P Repeatability/Reproducibility
decision making SAFETY & RESILIENCE OF Al SYSTEMS
’ Lar) R O t Ensuring Al system is reliable and will not cause harm
ARTIBICIAL INTELLIGENCE perations P Safety P Security P Robustness

GOVERNANCE FRAMEWORK

SECOND EDITION management Of data

FAIRNESS/NO UNINTENDED DISCRIMINATION
e Stakeholder and Ensuring that use of Al does not unintentionally discriminate

. . P Fairness | P Data Governance |
communications

SG:D J\YEE- pdpc

MANAGEMENT AND OVERSIGHT OF Al
Ensuring human accountability and control

P Accountability P Human agency and oversight
P Inclusive growth, societal and environmental well-being

INFOCOMM
Interoperable with key international frameworks, e.g. NIST Al RMF, G7 Hiroshima Al Process, 1ISO 42001 I I lvl BEveLommenT
16



Practical Testing to mitigate risks

Data governance examples

Global Al Assurance
Sandbox

* Deep dive into what and
how to test

 Partner with 3™ party
testers and assurance
providers

* |Input to testing practices
and standards

Starter Kit for Testing LLM
Applications

» Testing best practices

* Baseline and context-
specific requirements

 Test for reliability and
safety, including
undesirable content and
data disclosure

AoIoVERIFY

* Testing tools for both
generative Al and
“traditional” Al

* Testing output based on
input data

* Open-source and
extensible

v INFOCOMM
MEDIA
l‘ DEVELOPMENT
AUTHORITY
17




Looking at Privacy in Al through
Google’s Lens

Lanah Kammourieh Donnelly
Global Head of Privacy Policy, Google
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Google’s approach to Al privacy

» Revolutionary tech; enduring values
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Google’s approach to Al privacy

» Revolutionary tech; enduring values
« Expectations & potential harms
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Google’s approach to Al privacy

» Revolutionary tech; enduring values
« Expectations & potential harms
« The Al lifecycle: input & output stages
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Google’s approach to Al privacy
The Al Iitecycle
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Google’s approach to Al privacy

Revolutionary tech; enduring values
Expectations & potential harms

The Al lifecycle: input & output stages
The critical role of security
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Google’s approach to Al privacy:
The critical role of security

v

—

Detection & Response Red Teaming

A follow-the-sun model for 24/7/365 To help prepare for attacks on our
monitoring of all products, services systems, our Al Red Team

and infrastructure—with a dedicated proactively identifies and

team for insider threat and abuse. mitigates vulnerabilities and

threats. #APFZS




Google’s approach to Al privacy

Revolutionary tech; enduring values
Expectations & potential harms

The Al lifecycle: input & output stages
The critical role of security
Innovating with privacy

#APF25



Evolution of Privacy Legislations to
Respond to Al: Key APAC Trends

Josh Lee Kok Thong
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NAVIGATING GOVERNANCE FRAMEWORKS FOR GENERATIVE
Al SYSTEMS IN THE ASIA-PACIFIC
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FPF APAC RESOURCES ON Al

South Korea's New Al Framework
Act: A Balancing Act Between

Innovation and Regulation




FPF RESOURCES ON Al

NATURE OF DATA IN PRE-TRAINED LARGE
LANGUAGE MODELS

EXPLORE

Minding Mindful Machines:
Al Agents and Data
Protection Considerations




The Critical Role of
Privacy Enhancing Technologies (PETSs)

Lanah Kammourieh Donnelly
Global Head of Privacy Policy, Google
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The pivotal role of PETs

* PETs are an Al opportunity
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The pivotal role of PETs

Differential DP Synthetic On-Device

Privacy Data Processing
Federa.ted FHE .. and
Learning more

Learn more at saif.google #APF25

] | j |
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The pivotal role of PETs

* PETs are an Al opportunity
« Adoption challenges
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« We all have a role to play
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The pivotal role of PETs

» PETs are an Al opportunity

« Adoption challenges

« We all have a role to play

« Governments are uniquely placed to
champion & incentivize PETs

‘ #APF25



The pivotal role of PETs

Google

Responsible Development And Use
of Privacy Enhancing Technologies:
How Governments Can Help
Governments are uniquely placed to spur
investment at scale & expand access to PETSs.

_ ‘ #APF25
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RESOURCE LIST

Responsible Development & Use of PETs: How Governments Can Help
Designing for Privacy in an Al World: Generative Al and Privacy
saif.google

ai.google/latest-news

#APF25
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Government Support for Privacy
Enhancement

Lee Wan Sie
Cluster Director, Al Governance &
Safety, IMDA
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Supporting Industry use of PETs

Building Capability and Capacity PDPC Guidelines
* Use cases and examples pushing

the envelop: PETs Sandbox and

Case Studies Synthetic Data Anonymisation
* Scaling up adoption: PETs

Adoption Guide




Al Governance Resources

Al Verify Foundation

* Tools and Frameworks

* Global Assurance Sandbox and
Case Studies

Testing Starter Kit




How Did Things Go?
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let us
know by filling out a speaker evaluation.

1.

AR

y

Open the Cvent Events app.

Enter IAPP APF25 (case and space sensitive) in search bar.

Tap "Schedule" on the bottom navigation bar.

Find this session. Click "Rate this Session" within the description.

Once you've answered all three questions, tap "Done".

#APF25
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