|JAPP Canada
Symposium 2026

Privacy | Al governance | Cybersecurity law

Conference 4-5 May
Workshops 6 May
Training 6-7 May
TORONTO

#IAPPSymposium26



Debunking Cybersecurity Myths: Legal
Risks and Realities

‘ #IAPPSymposium26
O




WELCOME AND INTRODUCTIONS
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AGENDA OUTLINE

l. Theme 1: The Threat Landscape
I Myth 1: “Cybersecurity is an IT problem”
ii.  Myth 2: “We're protected because we have all the right tools in place”
iii.  Myth 3: “We're too small to be a target”

Il. ~ Theme 2: Breach Response
I Myth 4: “We've satisfied privacy breach notification requirements, so we're compliant”
ii.  Myth 5:“Personal information was exfiltrated, so there’s automatically a real risk of significant harm”
iii.  Myth 6:“Our insurer will pay the ransom—we’re covered”

. Questions and Answers

IV.  Closing Remarks

#1APPSymposium26




Theme 1: The Threat Landscape
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Myth 1: “Cybersecurity is an IT problem”

« Governance failures vs. technical failures
* Impact of organizational culture

» Embedding cybersecurity into operations
« (C-Suite and Board considerations
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Myth 2: “We have all the right tools in place”

» Assessing the adequacy of security measures
under privacy and sector-specific laws and
regulation

» The involving threat landscape and the
impact of Al

» Operational limits of common security tools
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Myth 3: “We’re too small to be a target”

» Economics of cybercrime
 Specific challenges for small organizations
* Importance of resilience
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Theme 2: Breach Response
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Myth 4: “We've satisfied privacy breach
notification requirements, so we're compliant”

» Navigating a patchwork of breach notification
requirements
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Myth 5: “Personal information was exfiltrated,
so there’s RROSH”

« How exfiltrated data may not be usable

Assessing the RROSH threshold following
exfiltration
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Myth 6: “My insurer will pay the ransom—we’re
covered”

Cyber policy misunderstandings
» Significant costs of managing a breach
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How Did Things Go?
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let
us know by filling out a speaker evaluation.

1. Open the IAPP Events app.
2. Select IAPP Symposium 2026.
3. Tap "Schedule" on the bottom navigation bar.
4. Find this session. Click "Rate this Session" within the description.
5. Once you've answered all three questions, tap "Done".
Thank you!
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