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Poll

How has your
organization’s SRR
volume changed
compared to last year?

It’s increased by a lot

It’s increased by a little

No change

It’'s decreased

Not sure
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Why Worry About Your SRR

Workflow?
‘f l



Why Worry About SRRs?

Compliance

Inthe EU, 32 DPAs announced in early /
March that they would spend 2025 ==

focusing on businesses’ compliance

2025 | A Blueprint for Efficient SRRs
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with the right to erasure.

In the US, Honda just received a
$632,500 fine primarily because o

of poorly designed SRR process, S~a

violating the CCPA SO

144

Countries with data pri

laws
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for GDPR viola
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https://iapp.org/news/a/data-protection-and-privacy-laws-now-in-effect-in-144-countries/
https://iapp.org/news/a/data-protection-and-privacy-laws-now-in-effect-in-144-countries/
https://www.edpb.europa.eu/news/news/2025/cef-2025-launch-coordinated-enforcement-right-erasure_en
https://cppa.ca.gov/announcements/2025/20250312.html
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Why Worry About SRRs?

Get Time Back in Your Day

Most of us are
privacy pros +
+ GRC
+ Security
+ Al Governance
Etc.
In 2024, 80% of privacy

professionals acquired more

non-privacy responsibilities

SRRs are on the
@ rise. Manual

processing isn’t

going to cut it.

* In 2024, 36% of internet users
submitted a an SRR, up from
24% in 2022.

* Manually processing a single
SRR costs $1,524

«  50% of privacy pros still

manage SRRs manually

Putting it all
together

Inefficient SRRs cost more
time and money than you

may realize.

They’re a low-hanging fruit

for automation

Between more
responsibilities and more
subject rights, your time is

limited.

osano


https://iapp.org/resources/article/privacy-governance-full-report/
https://www.cisco.com/c/dam/en_us/about/doing_business/trust-center/docs/cisco-consumer-privacy-report-2024.pdf
https://www.statista.com/statistics/1440867/dsar-exercised-internet-users-global/
https://www.osano.com/l/roi-of-privacy-management
https://iapp.org/resources/article/privacy-governance-full-report/
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Why Worry About SRRs?

Demonstrate
Visible Privacy

P A set of activities that serve as a marker for your
Visible

overall compliance to leaders, customers, and

(]
Prlvacy regulators. Visible privacy is about making privacy

visible.

* Anefficient, transparent SRR workflow is a prime example of
visible privacy

* SRRsare animportant touchpoint for consumers
* Regulators can easily assess SRRs for compliance
* SRRsare easy toreport on to leadership, providing greater

insight into the organization’s overall privacy posture and the
value of your work.

osano
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An Overview of the SRR

Workflow
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The SRR Workflow

Execute /
Provide Notice & Verify Check for Assign Keep
Accept Request Identity DE]#! Action Records
ltems
e Viaemail Often, email No data, no Action items will Clarify Generally, a
. verification is DSAR vary based on requests record of SRRs
* Viaform enough. Data request: Status needs to be
L\ : _ «  Summary maintained for
Via cookie Can be non- mapping / Deletion updates 2 years
W'dt‘%Et (e.g. compliant to inventorying DNS
1-Click require identity is key! Correction Transfer data
DSAR) verification. Iir;/n‘c’fer/ portab Close out
* Viatoll-free More sensitive List of third requests
number requests may parties
merit more Contest results
of ADMT
thorough ID

\_ J

Often cross-
functional

L J

osano



Dos & Don’ts
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Factors to
Consider in Your
SRR Workflow

Jurisdictional strategy

* Employee data

* Third-party data transfers
« B2Bvs.B2C

« Size

« Data subject sentiment

osano
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Our Approach to SRRs
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Our Approach

Execute/
Verify Check for Assign Keep

Identity Data Action Records
Items

* We accept SRRs through multiple methods.

- s
'§ Intuitive Data Privacy Platform X

WWW.0$ano,com

° The most common avenue iS through an f@Ossno [ Content [) Temp ContenttoR.. [ Misc. ) SEO ) Resources, dev, etc

) i osano
embedded form, accessible via:

e  Our One-Click DSAR link in our cookie
drawer The Only Privacy Solution That

« Alinkin our privacy policy Guaranfeesﬁ Complic

Compliance, peace of mind, and brand trust are within reach for any business. Osano is the

° We recommend USi ng forms to ensu re you get the fastest, most direct path to data privacy protection. We guarantee your compliance-but

that's just the beginning.

information you need to action an SRR. D (oo sares

% % % % & 4.6/5based on 115+ reviews

* You canuse data privacy software like Osano, but G Yoses S
it's also possible to build similar forms with

HubSpot, Jira, or other tools

osano
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Our Approach

Provide Notice & Verify

« We verify using the data subject’s email address

* Osano sends a magic link to the data subject’s
email address, which brings the requestor to a

secure messaging portal

e Third-party magic link providers can handle

identity verification, too.

Check for
Accept Request Identity DE]#!

Execute/
Assign
Action

Items

Your Privacy Rights

£

Correct my personal
information

Correct an inaccuracy with the
personal information you've stored
about me.

©

Do Not Sell or Share to a
Third Party
Do not sell any personal

information you've stored about
me to third parties.

Summarize my personal

information

Send me a summary of the

personal information you've stored

about me.
&

N

Limit the use of my sensitive

personal information

Limit use of my sensitive personal
information to personalize
experiences for me.

Keep
Records

Vermont, US

n

Transfer my personal
information

Transfer the personal information
you've stored about me to me or a
third party.

o

Don't use my personal
information for advertising

Do not target me with advertising
using my personal information.

osano
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Our Approach

Execute/
Provide Notice & Verify Check for Assign Keep

Accept Request Identity Data Action Records
ltems

* We use an Osano data map to check for relevant

/

datain connected data stores. P ya—— @ svnen Py Gmenionmn

Action ltems
e QOsano discovers data stores connected via SSOs,

CDPs, and cloud databases. Individual data stores

can also be manually added to the data map.

* You can build your own data map/inventory using

spreadsheets

* Time-consuming, but worth the effort if you don’t

have a software tool

» eDiscovery software is another option but

requires dedicated expertise to master

osano
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Our Approach

Provide Notice & Verify Check for

Accept Request Identity Data

Osano assigns different action items depending
on the request type and involved data.

* The workflow for summaries, deletions, and
transfers/portability requests is managed
automatically

« Corrections alert relevant data store
owners to make the requisite change.

* Other request types are met on an ad-hoc
basis.
Manual execution is possible, but takes time.

If you've developed a data map/inventory as
described in the previous step, manual execution
will be a lot easier.

Execute/
Assign
Action

ltems

Keep
Records

s / Detais

cc06d7-46c4-46a8-8b20-ad9867fd5205

compsonghotano com Surmarze © 0 AMonth

w
N

sssss

© s vecann © ©vscnn

Action ltems

osano
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Our Approach

Execute/

Provide Notice & Verify Check for Assign

Accept Request Identity Data

We communicate with data subjects through an

Osano-powered messaging portal.

We also use templates to communicate with data
subjects. It may not seem like much, but it’s a lot
easier than having to write bespoke messages

each time, especially as your SRR volume ramps

up.

You can always communicate with your data
subjects via email; if you choose to do so, we
recommend keeping a designated inbox for SRRs
to centralize comms and simplify record-keeping

and cleanup.

Action
ltems

Keep

Records

Data Request

Osano Product & Engineering

372672025

Summarize my personal information

osano

osano
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Our Approach

Provide Notice & Verify Check for
Accept Request Identity Data

Don’t delete records of your SRR immediately;
best practice is to retain them for two years to

comply with any audits or investigations.

Osano creates records of all of our SRRs and

deletes them after a certain time period.

If you manage SRRs without a data privacy
solution, you can always set a recurring schedule
to clear out associated email inboxes and

spreadsheets.

Execute/
Assign
Action

=S

Keep
Records

OSQNO «

Reoquest Type

Correct

Correct

Dnlete

osano
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Automate the
Workflow

It can be difficult to automate
execution (e.g., finding,
packaging relevant data)

But the overall workflow (e.g.,
alerting data store owners of
tasks, using forms to kickoff
the SRR process, etc.) is
easier to automate.

In a manual workflow, steps
get skipped or forgotten
about, creating extrarisk.

Overarching SRR Best Practices

- Communicate with

Stakeholders

You can’t complete
SRRs on your own

Communicate internally
and externally

Make sure stakeholders
understand why they
need to help, and why
time and accuracy is of
the essence.

Be Proactive

Some businesses have
low request volume
today.

That is not expected to
continue—growthin
laws, awareness, and
your business will
increase volume

Don’t wait for
something to go wrong
before acting.

osano






Thank You!

Register for the Privacy Pro Osano
Survival Summit
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Web Conference
Participant Feedback Survey

Please take this quick (2 minute) survey to let us know how
satisfied you were with this program and to provide us with
suggestions for future improvement.

Click here: https://iapp.questionpro.com/t/ACtQeZ5bIM

Thank you in advance!

For more information: www.iapp.org


https://iapp.questionpro.com/t/ACtQeZ5bIM
http://www.iapp.org/

lapp

Attention IAPP Certified Privacy Professionals:
This IAPP web conference may be applied toward the continuing privacy education
(CPE) requirements of your CIPP/US, CIPP/E, CIPP/A, CIPP/C, CIPT or CIPM
credential worth 1.0 credit hour. IAPP-certified professionals who are the named
participant of the registration will automatically receive credit. If another certified
professional has participated in the program but is not the named participant then
the individual may submit for credit by submitting the continuing education
application form here: submit for CPE credits.

Continuing Legal Education Credits:
The IAPP provides certificates of attendance to web conference attendees.
Certificates must be self-submitted to the appropriate jurisdiction for
continuing education credits. Please consult your specific governing body’s
rules and regulations to confirm if a web conference is an eligible format
for attaining credits. Each IAPP web conference offers either 60 or 90 minutes of
programming.

iapp.org



https://my.iapp.org/prog__submitcomponent

For questions on this or other
|APP Web Conferences or recordings

or to obtain a copy of the slide presentation please
contact:

livewebconteam@iapp.org



mailto:dave@iapp.org
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