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O to Scaled:

Al Governance Maturity Roadmap
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WELCOME AND INTRODUCTIONS

Achint Sehgal, CIPP/E, CIPM, FIP

SVP Global Solutions Engineering,
OneTrust
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Legacy governance can’t keep up

Cite lack of integration Organizations with real-time

: monitoring are 34% more
as a challenge for enforcing

likely to see revenue growth
Al Governance at scalel
from Al performance?
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Al Governance Maturity

Early adopters
are here

Most organizations
are here

Business
Value

Program Maturity

Ad Hoc
Mindset Reactive & Compliance Driven
Org Fragmented & constrained
Alignment
Tech Focus Inventory establishment
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Assess your organization’s maturity

Take the assessment

Where are you on
the Al Governance |
maturity journey?

onetrust

#IAPPSummit26



https://www.onetrust.com/resources/where-are-you-on-the-ai-governance-maturity-journey/

OneTrust helps protect the ROI of Al

0->1

Catalog and assess risk

Al Program Center

What is the risk of my Al
projects?

® SVeryhigh @ 20High
® 5Medium  ® 25Low

Are your projects on track?
Number

vjects by workflow stage

Not started
In progress
In review
Completed
Rejected

Archived

1>2
Monitor posture across platforms

Define your Al policy
*Name
Model Harmfulness

Description

“Policy Owner

Name
Severity
Attribute Type Name Operator Entered Value Text
High Generative Al ~ Equals to ~ Yas
AND  Harmfulness v lsnotempty  w  NULL

2->3
Programmatically enforce controls

Data source
Snowflake 123

v Data policy conditions (#)

Attribute type Name  Operator

Tag Equals to

Policy actions > Limit sales view per region

Limit sales view per region

1

Resolved violation

Value

Financial_data

And

Attribute type Name Operator
Row level filtering policy ~ Equalsto

Action details

Your row filtering action details are listed below

Reference table:  Joined on column:

Acct_to_region Account

User entitilements

Region mapping

Entitlements column:

Region

Details

Value
Ll Action Type

Row level filtering
Assaciated data policy

Exposed financial data
Created by

@ Amanda Baker

Last Updated

Today
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From siloed risk domains to a unified,
hierarchical model for Al risk

Where risk How risk is organized

originates Ee Foimmeas & bias

— Al SystemRisk <+

Al System
Risk

[Model Risks] I [ Data Risks ]
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An multi-threaded approach to risk
identification

NIST Al EU Al Act New Agent:
RMF @/ Customer Service
aws / A EU Al Act violation detected:

Unprotected sensitive Pl

l

Policy Recommendation:

ISO 42001 CO Al Act Pll redaction
Control Validation:
S‘o"& @ Redaction guardrail applied
L] i
A Artifact Generation:
- s System card
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Assess and enforce with policy centric
governance

Protection
Data & Al Stewardship Data & Al Team

[Compliance ][ Security ][ Privacy ]

Privacy Policy GenAl
Guardrails
cceptable Use . .
Policy Fine-grain
Informat ion access
ecuri icy

S
S A

>

J ty Pol
| . @ OpenAl
3'd Party Data 01010
Agreement 0010 Bias A
nm ANTHROP\C
I
Documented Policy Data & Al Usage Policies Data & Al Enforcement
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Enable contextual risk decisioning

Inputs & Evaluation
(The “Why" & “What")

REGULATION
| EU Al Act Article 10
¢+ |Data & Data Governance)

INTERMAL POLICY
| Customer-facing Al
__/" risk appetite

USE CASE
Customer service
agent

DATA CLASSIFICATION
| Imteraction history
" |sensitive Pl

- ' RATIONALE (human reasoning)
/ Balance service vs. nsk

RULE:
Minimize data
retention

RISK APPETITE:
Conservative
approach

Risk Decision Context Graph
& Knowledge Base

Scaling Governance
(Reusing Knowledge)

O Governance Agent
Routine check

QUERY:
Similar models &

controls? O

/’ \ _ AUTOMATED CHECK
o Pattern matched, fast

approval

Decision path

DATA CONTEXT:
Requires stricter
controls

REASONING CHAIN:
Limit history

DECISION
Approved bwith
conditions)

CONTROL
APPLIED
Pll redacted

RISK APPETITE ™
Healthcare (new
context)

PAST DECISIONS:
Sensitive Pll handling

DECISION SUPPORT
Infermed by past
reasoning

Captures the complete “why"
from regulation to control

QUERY:
Guidance for new
healthcare use case?
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Business
Value

Mindset

Org
Alignment

Tech Focus

Al Governance Maturity

Early adopters
are here

Most organizations

are here

Ad Hoc

Reactive & Compliance Driven

Fragmented & constrained

Inventory establishment

Program Maturity

Integrated
Embedded into Al lifecycle

Defined
Proactive & Compliance
Driven

Complex, siloed, manual Structured, strategic

Operationalizing standards Al ecosystem integration

Scaled

Governance Unlocks Value

Scaled across the business

Run-time enforcement
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The Al Governance Maturity Model

Business
Value

Program Maturity

Ad Hoc
Mindset Reactive & compliance driven
Org Alignment Fragmented & constrained

Tech Focus Inventory establishment




The Al Governance Maturity Model

Program Maturity

Defined

Proactive & compliance driven

Complex, siloed, manual

Operationalizing standards




The Al Governance Maturity Model

Program Maturity

Integrated

Embedded into Al lifecycle

Structured, strategic

Al ecosystem integration




The Al Governance Maturity Model

Program Maturity

Scaled

Governance unlocks value

Scaled across the business

Run-time enforcement
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