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The External Challenge:
Fragmented Landscape
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Vast number of Significant cross- Organisations are
different laws, jurisdictional exposed to a
regulations, standards, fragmentation and multitude of
and frameworks divergence with respect increasingly material
covering digital to digital legal and risks relating to digital,
governance domains: regulatory frameworks. data, and Al
Al, privacy, data activities—from
governance, litigation and
cybersecurity etc. enforcement action to

cyber incidents and
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EU Digital Governance Snapshot (Part I)

Data & privacy
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GDPR Data Protection ePrivacy Data Act Data Open Data
Regulation (EU) Law Enforcement Directive Regulation (EU)  Governance Act Directive
2016/679 Directive 2016/680 2002/58 2023/2854 2022/868 2019/1024
Cyber security
NIS 2 EU Cybersecurity  Cybersecurity Cyber Digital Operational Cyber
Directive Regulation (EU) Act Resilience Act Resilience Act Solidarity Act
2022/2555 2023/2841 2019/881 2024/2847 2022/2554 2025/38
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EU Digital Governance Snapshot (Part Il)

Al, trust & safety
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Act Act Directive Directive Digital Services Advertising
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2024/900
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The Al Regulatory Spectrum
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The Internal Challenge:
Legacy Processes Under Strain
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Internal enterprise Policies, risk assessment The defining challenge:
digital governance processes, operating organisations
processes are typically models, and increasingly consider not
siloed, duplicative, and accountability structures adopting Al to be the
clunky. They struggle to can be disjointed. This greatest risk. The
keep up with the pace leads to slow and expectation and pressure
of innovation, due to ineffective governance, to accelerate Al adoption
manual and legacy which frustrates the will further challenge
approaches. business and weakens digital governance.

the compliance posture.
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Industry Perspectives:
How are these challenges playing out in your
organisation?
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® Digital governance is a strategic enabler of @%
business transformation and commercial
Ove r n a n Ce a u r I y success, encouraging and accelerating responsible

adoption of Al and emerging tech at scale.

M Od e I Adaptive e

Digital governance processes are integrated, [ | )
dynamic, and responsive to evolving tech and '\ZA
regulations, with Al augmenting key workflows

and key requirements engineered by design.

-

Evaluate your organisation’s
progress in integrating,
modernising and future-
proofing digital governance
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v

Coordinated @
Cross-functional collaboration across digital 5
governance domains is established, with ﬂy 1

integrated risk assessment processes, shared
infrastructure, and a coordinated operating model.

Reactive

The organisation recognises the need to
streamline digital governance, but efforts to {o):
align processes, teams, and operating models

are ad hoc and driven by incidents and crises. 1

Fragmented

Digital governance functions-like Al Qg
governance, privacy, and cyber—operate in @»
silos, with disconnected processes, duplicated
assessments, and limited coordination.
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4 Steps to Modernise Digital Governance

. Coordinate and strengthen the
Integrate and streamline operating model, ensuring C-suite

digital governance and risk sponsorship and accountability
assessment processes

Y

Use automation and Al to speed Governance by design:

up and enhance legacy processes embed policy as code into
Al platforms and systems
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The 3 Gs for Governing Democratised Al

Y
Greenlight

Make it clear which Al
tools and platforms are

Al governance should
empower teams across

the organisation to @) Avalable and approved

innovate with Guidance '\  raemscan 4% Guardrails
Confldence a nd ta ke Educate employees on used. Implement technical
o o their responsibilities guardrails within the

smart risks, with the and the way in which _ approved Al _
everyday’ use of Al can atforms, to monitor
kn OWI Edge t h atro b ust lead to material legal, I?nputs / outputs, and
. regulatory, or ethical detect and prevent

gu el rd Yal I San d risks. cmpliace
standards are

operational.
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Industry Perspectives:
How is your organisation modernising and
adapting digital governance for the Al era?
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THANK YOU! Let’s stay connected

Rachel Thompson Martin Woodward Oliver Patel
SVP, Assistant General Counsel Director, Global Legal & Head of Enterprise Al Governance
Privacy, Al and Data Responsibility Global Responsible Al Officer AstraZeneca
Mastercard Randstad Author, Fundamentals of Al
Governance (2026)
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How Did Things Go?
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let us
know by filling out a speaker evaluation.

1. Open the IAPP Events app.

2. Select IAPP Summit 2026.

3. Tap "Schedule" on the bottom navigation bar.
4

. Find this session. Click "Rate this Session" within the description.

5. Once you've answered all three questions, tap "Done".

Thank you!
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