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Political Parties and Canadian Privacy Statutes

• Political parties covered by neither Personal Information Protection and Electronic 
Document Act (PIPEDA) nor the Privacy Act 

• Not covered by provincial privacy laws, with the exception of BC’s Personal 
Information Protection Act  and Quebec’s new Loi 25 which does extend regulation to 
provincial political parties and candidates (with certain exemptions)

 
• Federal political parties are largely exempted from national telemarketing rules, and 

from Canada Anti Spam Legislation (CASL)

• The use and disclosure of the list of electors is regulated under Canada Elections Act 
(CEA)

• The CEA also obliges FPPs to develop and submit privacy policies



• Principle of ‘no secret databases’ – voter relationship 
management systems play significant role in Canadian 
democracy

• Importance of level-playing field between FPPs and 
between FPPs and companies that work for them

• Increasing integration of party databases and social 
media 

• Increasing use of AI tools
• Increasing incidents of data breaches

Why this matters?
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“So, let’s say [a voter] clicks on one of our Facebook ads three times, we 
can send a volunteer to knock on your door, armed with a pretty 
accurate profile of the kind of person you are, what issues are 
important to you, and individually tailored talking points just for you.”  
(Dan Robertson on predictive modelling).  Hill Times, September 
28th, 2022.



The Canadian Political Influence Industry:   
Project with Open Media and Tactical Tech

• Analysis of Elections Canada filings to profile companies employed by 
Canadian parties at federal, provincial and municipal levels (10 largest 
cities)

• The Canadian Influence industry is large – around 140 different 
companies beneath the surface of the party-political battle

— Marketing and advertising
— Data Analytics, intelligence, polling
— Voter Contact
— Database management (VRMs)
— Social media platforms
— Fundraising

• The companies involved are varied – large and small, narrow and 
national, and several fall into multiple categories

• Many work exclusively for parties with a shared ideological 
perspective – left leaning and/or right leaning?

• There is clearly a revolving door of personnel between former staffers 
and current company personnel







The Implications of AI use in 
Canadian Elections

— Easier and quicker aggregation and predictive 
modelling of polling data and social media 
data to identify issues, swing ridings and 
persuadable voters: 

• Sentiment analysis
• Opinion mining

— Increasing use of synthetic images, videos 
and text during and between campaigns 
(“deep fakes”)

— Increasing speed of campaign 
communications and responses/counter-
responses with increased negativity

— Reduced costs of ad content creation, leading 
to,

— More precise micro-targeting in combination 
with existing voter analytics databases and 
methods

— Further “information disorder” and erosion of 
accountability



The Center for Digital Rights:  Five Separate Complaints (2018)

• Competition bureau – complaint against deceptive 
marketing  practices

• CRTC – complaint regarding compliance with Canada 
Anti-Spam Legislation (CASL)

• Elections Canada – complaint re. knowingly misusing 
the list of electors for illegal purposes

• The Privacy Commissioner of Canada – complaint re. 
the application of PIPEDA to FPPs

• Office of the Information and Privacy Commissioner of 
BC – complaint re. refusal to grant access to personal 
information requests under BC Personal Information 
Protection Act (PIPA)



Complainants (Center for Digital Rights) v. Liberal Party of 
Canada, Conservative Party of Canada, New Democratic 

Party of Canada

• B.C. Commissioner’s “delegate” ruled that FPPs 
were classified as “organizations” under BC’s 
Personal Information Protection Act (PIPA) and 
therefore had to comply

• The Canada Elections Act is not “paramount” – no 
”frustration of purpose” and no “operational 
conflict”

• Application of the law was not ousted by the 
doctrine of “interjurisdictional immunity”

• Whether PIPA frustrates Charter rights to vote and 
freedom of expression (as contended by the NDP) 
not decided



The Ruling:  The Liberal Party of Canada v. The Complainants 
2024 BCSC 814 

Justice G.C. Weatherill 





Amendments to the Canada Elections Act on 
Protection of Personal Information by FPPs

• Bill C-76 (Elections Modernization Act) 2018
• Bill C-47:  2023
• Bill C-65:   2024 (died on order paper)
• Bill C-4:  2025

— Studied and critiqued by Senate Committee on 
Legal and Constitutional Affairs

— Sunset clause added by Senate 
— Rejected by House
— Royal Assent, March 13, 2026

• Bill C-25:  2026 (passed second reading)



Part IV of Bill C-4

Definition of personal information

446.1 In sections 446.2 to 446.4, personal information means information about an 
identifiable individual.

Purpose

446.2 The purpose of the provisions of this Act related to the protection of personal 
information, including the provisions of this subdivision, is to provide for a national,
uniform, exclusive and complete regime applicable to registered parties and eligible 
parties respecting their activities in relation to personal information, including the 
collection, use, disclosure, retention and disposal of personal information.

Activities in relation to personal information

446.3 In order to participate in public affairs by endorsing one or more of its members 
as candidates and supporting their election, any registered party or eligible party, as well
as any person or entity acting on the party’s behalf, including the party’s candidates, 
electoral district associations, officers, agents, employees, volunteers and 
representatives, may, subject to this Act and any other applicable federal Act, carry out 
any activities in relation to personal information, including the collection, use, disclosure, 
retention and disposal of personal information in accordance with the party’s policy for 
the protection of personal information.



Part IV of Bill C-4
Provincial or territorial Act
446.4 (1) When participating in public affairs by endorsing 
one or more of its members as candidates and supporting 
their election, a registered party or eligible party, as well as 
any person or entity acting on the party’s behalf, including the 
party’s candidates, electoral district associations, officers, 
agents, employees, volunteers and representatives, cannot be
required to comply with an Act of a province or territory that
regulates activities in relation to personal information, 
including the collection, use, disclosure, retention and 
disposal of personal information, unless the party’s policy for 
the protection of personal information provides otherwise.

For greater certainty
(2) For greater certainty, the registered party, eligible party 
or person or entity acting on the party’s behalf cannot be
required to provide access to personal information or provide
information relating to personal information under its control
or to correct — or receive, adjudicate or annotate requests to
correct — personal information or omissions in personal
information under its control.



Part IV of Bill C-4
Required contents

446.6 The policy for the protection of personal information of a registered 
party or of an eligible party must be publicly available in both official languages, 
be written in plain language and

(a) designate a privacy officer who is responsible for overseeing the party’s 
compliance with the policy;

(b) include the name and contact information of the privacy officer;

(c) state the types of personal information in relation to which the party 
carries out its activities;

(d) explain, using illustrative examples, how the party carries out its activities 
in relation to personal information, such as by indicating whether it does so 
online or through the use of cookies; and

(e) describe the training related to the protection of personal information that 
is offered to the party’s employees and volunteers who may have access to the 
personal information that is under its control.

Meetings relating to protecting personal information

446.7 The Chief Electoral Officer shall hold at least one meeting each calendar 
year relating to the protection of personal information by registered parties and 
eligible parties.



• Essentially reinstates the measures included in Bill C-65 
(2024)

— Some stronger cybersecurity measures  
— Obligations to report data breaches to individual if “real 

risk of significant harm”
— Provision to oblige third party processors to offer 

equivalent levels of protection
— Prohibition on sale of personal information or disclosing 

it “for the purpose of causing harm”
— Some higher administrative monetary penalties

Additions in Bill C-25



Why CEA amendments do not constitute a 
“national, uniform, exclusive and complete regime” 

• Codes of Practice are inherently non-uniform.  There are no 
external standards imposed for collection, storage, retention 
and disclosure

• The CEA requirements do not contain all the commonly 
agreed principles for the protection of personal information 
such as those contained in PIPEDA

• Many of the organizations acting on party’s behalf need to 
comply with PIPEDA which requires consent for collection, 
and due diligence that data controller has obtained consent 
(Aggregate IQ decision)

• No access and correction rights; no consent for collection
• No meaningful independent oversight



The Arguments of the FPPs

• Need uniform and consistent set of rules across the country – 
parties cannot be expected to comply with different privacy 
rules in different provinces

• Strong privacy protection rules will discourage volunteers from 
participating in political campaigns

• The provision of access and correction rights will provoke 
vexatious requests during the election cycle

• Political parties are not corporations, and cannot be expected to 
comply with a law written for commercial enterprises

• Parties have a unique role in democratic societies and a duty to 
engage the Canadian electorate 



The Arguments of the FPPs

“ I was the national director of the Liberal 
Party. I can assure you that, for our part, and 
I assume all parties follow the same basic 
standard, we essentially comply with PIPEDA, 
with all applicable privacy acts.”

Steve McKinnon, House Leader, March 3rd 
2026



A few conclusions

• The unified and robust resistance to strong privacy rules by 
each of the main FPPs is instructive – “cartel-like behavior"

• Consistent rules of the road imposing a level playing field 
threaten the stronger parties which have the most resources 

• Privacy/data protection rules apply to political parties in most 
other democratic countries (excluding the US) – with no 
evidence that parties cannot message effectively

• Inconsistent rules in the entire campaign ecosystem – 
companies that work for political parties must abide by 
stronger privacy rules than the FPPs as do provincial parties in 
BC and Quebec

• Case could go all the way to Supreme Court – but the further 
up the process the more it will be about Canadian federalism 
and less about privacy and digital campaigning

• WATCH THIS SPACE!





Did you enjoy this session? Is there any way we could make it better? Let 
us know by filling out a speaker evaluation. 

1. Open the IAPP Events app.

2. Select IAPP Symposium 2026. 

3. Tap "Schedule" on the bottom navigation bar.

4. Find this session. Click "Rate this Session" within the description. 

5. Once you’ve answered all three questions, tap "Done".

Thank you!

How Did Things Go?
(We Really Want To Know)
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