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Privacy Resources for
Digital Health Data
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What your users may do to address digital
health data privacy concerns

Users with privacy concerns for their digital health data who download and use apps and fitness trackers that
collect and store digital health data may refer to the following resources for additional privacy guidance.

BEFORE DOWNLOADING AN APP OR USING A PRODUCT/SERVICE

- Review this consumer product guide explaining data collection, security and
transfer practices of apps and smart devices.

- Read this article for privacy assessments of reproductive health apps.

- Review information and guides from software companies like Apple and
Android, for help understanding app store privacy ratings and nutrition labels.

- Read this guidance from the Department of Health and Human Services to
learn about geolocation tracking on mobile apps.

WHILE USING AN APP, SERVICE OR PRODUCT =

- Read this article to learn how ad blockers and browser extensions provide greater
privacy protections when searching for health data or other sensitive information.

= This article on incognito mode provides further guidance. '\’\

- Check this list for encrypted messaging apps to use for private conversations.

- Take these actions to protect reproductive health data.
= Review this step-by-step guide to enable secure access for a popular fertility

tracking app. n

- Read this explanation of the Global Privacy Control to opt out of tracking.

AFTER DELETING AN APP OR HALTING USE OF A PRODUCT/SERVICE
@ - See if your state recognizes consumers’ “right to delete.”

- See if your state recognizes universal opt-out requests: California, Virginia,
Colorado, and Montana.

- Follow these steps to request a company delete your personal data.
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Here’s what you can do to protect digital health data
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The following is a nonexhaustive list of third-party resources, frameworks and guidance organizations can
consider when increasing protections for products and services that collect, use and/or sell digital health data.

TO CONDUCT DATA ASSESSMENTS k
- Review this guide to the EU General Data Protection Regulation from the

French data protection agency, the Commission nationale de 'informatique —

et des libertés.
- Read the final Proposed Consumer Privacy Framework for Health Data from '\/'-_

the Center for Democracy and Technology and eHealth Initiative.
- Download the HHS’ Security Risk Assessment tool for Health Insurance -
Portability and Accountability Act-covered entities and business associates

to determine whether any protected health information could be at risk.

TO UNDERSTAND YOUR ORGANIZATION'S DATA AND ITS USE

- Learn the principle of data minimization from the U.K. Information
Commissioner’s Office.

- Take these steps to protect health data for technology companies.
= Health care entities can also take steps to mitigate risk.

- Learn the best practices for data retention policies.

- Gain a better understanding of the impact of user trust from this report.

TO FAMILIARIZE YOUR ORGANIZATION WITH SECTOR-SPECIFIC LAWS

AND REGULATIONS C—
- Review the Federal Trade Commission’s key considerations for health —
app developers. T
= This interactive tool provides further guidance. e
- Read the HHS’ incidental disclosure precautions. '
- Learn about the FTC’s Health Breach Notification Rule. _\E J
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The IAPP disclaims all warranties, expressed or implied, with respect to the contents of this material, including any warranties of accuracy,
merchantability or fitness for a particular purpose. Nothing herein should be construed as legal advice.
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https://foundation.mozilla.org/en/privacynotincluded/
https://www.consumerreports.org/health-privacy/period-tracker-apps-privacy-a2278134145/
https://www.washingtonpost.com/technology/2022/05/05/android-app-data-safety-labels/
https://developer.apple.com/app-store/app-privacy-details/
https://android-developers.googleblog.com/2021/10/launching-data-safety-in-play-console.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/cell-phone-hipaa/index.html
https://www.cnil.fr/en/gdpr-developers-guide
https://cdt.org/insights/cdt-ehis-proposed-consumer-privacy-framework-for-health-data/
https://www.healthit.gov/topic/privacy-security-and-hipaa/security-risk-assessment-tool
https://www.consumerprivacyworld.com/2021/03/consumers-right-to-delete-under-us-state-privacy-laws/
https://oag.ca.gov/privacy/ccpa/icons-download#:~:text=The%20California%20Consumer%20Privacy%20Act,stop%20selling%20their%20personal%20information
https://www.dataguidance.com/opinion/virginia-consumers-opt-out-rights-under-cdpa
https://coag.gov/resources/colorado-privacy-act/
https://www.bytebacklaw.com/2023/04/montana-legislature-passes-consumer-data-privacy-bill/
https://www.washingtonpost.com/technology/2021/09/26/ask-company-delete-personal-data/
https://www.ftc.gov/business-guidance/blog/2022/04/what-pandemic-has-taught-businesses-about-collection-health-information?utm_source=govdelivery
https://www.ftc.gov/business-guidance/resources/mobile-health-apps-interactive-tool
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/incidental-uses-and-disclosures/index.html#:~:text=An%20incidental%20use%20or%20disclosure,is%20permitted%20by%20the%20Rule
https://www.ftc.gov/legal-library/browse/rules/health-breach-notification-rule
https://www.nytimes.com/wirecutter/reviews/our-favorite-ad-blockers-and-browser-extensions-to-protect-privacy/
https://www.computerworld.com/article/3356840/how-to-go-incognito-in-chrome-firefox-safari-and-edge.html
https://www.techradar.com/best/best-encrypted-messaging-app-android
https://view.ceros.com/mofo/tips-protecting-privacy/p/1
https://www.hardreset.info/devices/apps/apps-flo-ovulation-and-period-tracker/enable-secure-access/
https://iapp.org/news/a/is-gpc-the-new-do-not-track/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/principles/data-minimisation/
https://view.ceros.com/mofo/tips-protecting-privacy/p/3
https://view.ceros.com/mofo/tips-protecting-privacy/p/2
https://www.intradyn.com/data-retention-policy/
https://www2.deloitte.com/content/dam/Deloitte/global/Documents/ca-consumer-trust-pov-aoda-en-part-2.pdf

