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WELCOME AND INTRODUCTIONS



Key Learnings from the session

Understanding Digital Trust and Its Global Importance

Comparative Frameworks and Lessons Learned

India: Modernizing Data Protection with the DPDPA

Singapore: A Mature, Innovation-Forward Framework

Cross-Jurisdictional Implications



Understanding Digital Trust and Its Global 
Importance
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Definition & Importance

Digital trust is the 
confidence in security, 

privacy, and reliability of 
digital systems, vital for 

innovation and trade

Challenges in Digital Trust

Cyberattacks, 
misinformation, and 

fragmented regulations 
threaten

digital trust, requiring 
resilience and collaboration

UK and Asia Collaboration

UK and Asia align pro-
innovation regulation and 

digital transformation
to overcome challenges 

and foster growth

Frameworks for Trust

Initiatives like OECD 
guidelines and CBPR Forum 

promote
international standards and 

interoperability for 
digital trust



Key Regulations Focus Area

Operational resilience, 
cybersecurity

Comparative Frameworks and Lessons Learned

Consent-based data processing, 
cross-border transfers

Data protection, compliance

Personal information security​

Digital Operational Resilience Act (DORA)
General Data Protection Regulation (GDPR)

Digital Personal Data Protection 
Act (DPDPA)

Personal Data Protection Act 
(PDPA)

Personal Information Protection 
Law (PIPL)



India: Modernizing Data Protection with the 
DPDPA

Consent-based processing

Obligations for Data Fiduciaries

Cross-border transfer rules
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India can draw 
from UK 
GDPR’s 

risk-based 
approach and 

EU/UK 
accountability 
frameworks to 

strengthen 
enforcement

India’s model 
still balances 

national 
security + 

digital 
economy 

growth, which 
differs from the 

EU’s more 
rights-centric 

stance

Relevance for UK–Asia Digital Trust

India’s Digital Personal Data Protection Act 
(DPDPA) marks a major shift in its privacy 
landscape. It introduces

These measures align India more closely with global frameworks, though the regulatory ecosystem 
remains fragmented across sectors



Singapore: A Mature, Innovation-Forward 
Framework

A strong emphasis on accountability, 
Breach Notification, Data 

Portability, and AI governance 
guidance

The UK–Singapore Digital Economy 
Agreement (UKSDEA) sets 

best-in-class standards for digital 
trade, interoperability, and 
cybersecurity cooperation
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Singapore’s 
frameworks 
emphasize 
regulatory 

coherence, a 
major challenge 

across Asia

Its “trusted 
data flows” 
model aligns 

strongly with UK 
aspirations for 

safe, 
innovation-frien

dly data 
mobility

Relevance for UK–Asia Digital Trust

Singapore is recognized for its progressive, 
business-friendly data governance model 
under the Personal Data Protection Act (PDPA)



Lessons from GDPR, UK Frameworks, Singapore 
PDPA & India DPDPA for Asia

The UK’s evolving frameworks emphasize risk-
based compliance, pragmatic AI governance, 
and operational resilience (inspired partly by EU 
NIS2 and DORA)

• Consent-centric processing

• Cross-border transfer mechanisms

• A simplified, business-friendly digital 
compliance philosophy

Strengthen Accountability & Rights-Based 
Governance

• GDPR’s emphasis on documentation, 
transparency, and demonstrable 
compliance sets a “gold standard” for 
governance

• Asian frameworks increasingly incorporate 
GDPR-like obligations, such as purpose 
limitation and breach notification

• Singapore’s approach supports digital 
economy agreements and streamlined data 
mobility.

• It promotes clarity on data portability, 
breach notification, and cross-border 
transfer rules
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Adopt Pro-Innovation, Risk-Based Regulation

Prioritize Interoperability & Cross-Border 
Trust

Build Flexible, Sector-Friendly Privacy 
Frameworks



Cross-Jurisdictional Implications

Fragmentation remains a 
major barrier1 Need for integrated 

cyber + data protection 
strategies2 Interoperability is the 

new competitive 
advantage3

Different regulatory philosophies 
across Asia (e.g., India vs. 
Singapore vs. China) create 
complexity for multinational 
operations

Companies must maintain 
multi-framework compliance 
across privacy, cybersecurity, and 
AI governance

For UK–Asia collaboration, this 
means:

• Harmonizing resilience 
standards

• Joint AI safety protocols

• Cloud & operational

• Resilience alignment

Companies increasingly realize 
that compliance cannot be 
isolated → integrated 
governance across data 
privacy, cybersecurity, and AI is 
essential



Building a Resilient Future Through
Collaboration

Data provenance and transparency are 
vital for trust in AI-driven decisions and 
cybersecurity resilience

• Agreements like the UK-Singapore Digital 
Economy Agreement unlock economic 
opportunities and protect digital integrity

Collaborative Regulatory 
Frameworks

• Harmonizing regulations between the 
UK and Asia fosters trust and 
streamlines compliance across 
borders

• Integrating legal, technical, and 
operational expertise is essential to 
tackle emerging digital challenges 
effectively
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Importance of Data 
Transparency

Cross-Disciplinary Governance 
Models

Strategic Bilateral 
Partnerships
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Conclusion and Strategic
Outlook​



The Way Forward



*IAPP EU Digital Laws Report



*IAPP EU Digital Laws Report



World Economic Forum, 2021

“Digital sovereignty refers to the 
ability to have control over your own 
digital destiny – the data, 
hardware and software that you rely 
on and create” 

https://www.weforum.org/agenda/2021/03/europe-digital-sovereignty/










Did you enjoy this session? Is there any way we could make it better? Let 
us know by filling out a speaker evaluation. 

1. Open the IAPP Events app.

2. Select IAPP Intensive 2026.

3. Tap "Schedule" on the bottom navigation bar.

4. Find this session. Click "Rate this Session" within the description. 

5. Once you’ve answered all three questions, tap "Done".

Thank you!

How Did Things Go?
(We Really Want To Know)
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