lapp

Unlocking Privacy by Design
Through Effective Records
of Processing Activities



1app Welcome and Introductions

Panelists

Fahad Diwan Billee McAuliffe Robert Jett
JD, FIP, CIPP/C, CIPM Member, Cybersecurity Global Chief Privacy
Director of Product Management and Privacy Practice Officer
Data Privacy, Security & Group Leader Bunge
Governance Lewis Rice LLC
Exterro



Exterro Data Risk Management Platform

3
g DIGITAL FORENSICS DATA PRIVACY, E-DISCOVERY DSPM &
& INCIDENT SECURITY & CYBERSECURITY
RESPONSE GOVERNANCE COMPLIANCE
. g .l e
- DATA CATALOG
o
g DATA SOURCE DISCOVERY X DATA DISCOVERY
< DATA RISK
o MANAGEMENT
CONNECTORS v END POINT AGENTS
é § STRUCTURED UNSTRUCTURED CLOUD DATA ON-PREM DATA END
ﬁ % DATA DATA SOURCES SOURCES POINTS

© 2024 Exterro, Inc. All rights reserved.




DATA PRIVACY, SECURITY & GOVERNANCE SUITE

© ]

Assessments

Data
Manager Retention

DATA SOURCE DISCOVERY

CONNECTORS

STRUCTURED UNSTRUCTURED
DATA DATA

P 000 M

o =V 4oN)
s | 5o

o odo
Consent &

ROPA Preference Data SUbjeCt

Manager Management Access Request
DATA CATALOG
X DATA DISCOVERY

DATA RISK

MANAGEMENT
v END POINT AGENTS

CLOUD DATA ON-PREM DATA
SOURCES SOURCES

END
POINTS

© 2024 Exterro, Inc. All rights reserved.



iapp
Agenda

 An Overview of Legal Requirements Surrounding RoPAs
Across Major Privacy Frameworks

« How RoPAs Enable and Support the Seven Principles of
Privacy by Design

» Operationalizing RoPAs: The In-House Perspective

» Leveraging Technology for Efficiently and Effectively
Creating RoPAs

« Conclusion and Q&A



lapp

An Overview of Legal
Requirements Surrounding
RoPAs Across Major Privacy

Frameworks
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Requirements for RoPAs (Article 30 of GDPR)

« Name and Contact Information of Controller/Processor
« Purposes of Processing

« Categories of Data Subjects

» Categories of Personal Data

« Categories of Recipients

« Whether Cross-Border Transfers Are Involved and
Safeguards/Transfer Mechanisms Utilized

« Record Retention/Erasure Details
« Description of the Security Measures Used
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How RoPAs Enable and Support
the Seven Principles of Privacy
by Design
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7 Principles of Privacy by Design

1. Proactive not Reactive

2. Privacy as the Default Setting
3. Privacy Embedded into Design
4. Full Functionality
5
6
7/

. End-to-End Security
. Visibility & Transparency
. Respect User Privacy
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Operationalizing RoPAs:
The In-House Perspective
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Leveraging Technology for
Efficiently and Effectively
Creating RoPAs
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Manual RoPAs
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Automating RoPAs
. . W, Y

Connect Data List Auto-
Systems & Discover Processing populate Key
Applications v Activities Requirements
- Internal Applications - Personal Data - Interview - Data Subjects
- Third Party Systems - Sensitive Data Stakeholders - Personal Data
- |dentify Processing - Recipients
Activities - Cross-Border
Transfers

- Safeguards Used
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Conclusion and Q&As
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You got questions? We got answers!
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Web Conference
Participant Feedback Survey

Please take this quick (2 minute) survey to let us know how
satisfied you were with this program and to provide us with
suggestions for future improvement.

Click here: https://iapp.questionpro.com/t/ACtQeZ3s4C

Thank you in advance!

For more information: www.iapp.org



https://iapp.questionpro.com/t/ACtQeZ3s4C
http://www.iapp.org/
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Attention IAPP Certified Privacy Professionals:
This IAPP web conference may be applied toward the continuing privacy education
(CPE) requirements of your CIPP/US, CIPP/E, CIPP/A, CIPP/C, CIPT or CIPM
credential worth 1.0 credit hour. IAPP-certified professionals who are the named
participant of the registration will automatically receive credit. If another certified
professional has participated in the program but is not the named participant then
the individual may submit for credit by submitting the continuing education
application form here: submit for CPE credits.

Continuing Legal Education Credits:
The IAPP provides certificates of attendance to web conference attendees.
Certificates must be self-submitted to the appropriate jurisdiction for
continuing education credits. Please consult your specific governing body’s
rules and regulations to confirm if a web conference is an eligible format
for attaining credits. Each IAPP web conference offers either 60 or 90 minutes of
programming.

iapp.org



https://my.iapp.org/prog__submitcomponent

For questions on this or other

|APP Web Conferences or recordings

or to obtain a copy of the slide presentation please
contact:

livewebconteam®iapp.org
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