


Navigating the Tension Between Privacy 
and the Next Generation of AI

AGENTIC AI



Agenda

1. How we use AI and what it means to data collection?

2. What does this mean for how we live & work?

3. What is the impact on governance?

4. Customer Experience & Revenue Growth



How we use AI and what it 
means to data collection



Online Experiences are Changing

Source: https://apps.shopify.com/quiz-kit

https://apps.shopify.com/quiz-kit
https://apps.shopify.com/quiz-kit
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Prompts to buy Clothes

https:// runtheprompts.com /prompts/ chatgpt /clothes -shopping -chatgpt -prompt/





ŔWho does the 
internet think I am?ŕ
- John Edwards, 

UK Information Commissioner



Upholding ethical commitments requires 
more data, not less

Reuters Graphics, featured in Carnegie Mellon research, Oct 2018

https://www.ml.cmu.edu/news/news-archive/2016-2020/2018/october/amazon-scraps-secret-artificial-intelligence-recruiting-engine-that-showed-biases-against-women.html


Running Meetings

https:// www.godofprompt.ai /blog/ chatgpt -prompts -to -enhance -meeting -efficiency?srsltid =AfmBOop2p -vHXkDvpaRe7hYhTCNXbmJ09tVY29u9FA8OviqciNo_jdOR



Business Reporting & Planning

https:// www.forbes.com /sites/ jodiecook /2024/09/19/10 -chatgpt -prompts -to -create -
your -business -plan/

https:// chatgpt.com /g/g -NMQvlKpfT-business -report -writer
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ŔWhat does AI think of my company?ŕ



What does this mean for 
how we live and work?



The world is going agentic Į but why?



https://www.onetrust.com/news/onetrust-announces-its-first-data-privacy-agent/

https://www.microsoft.com/en-
us/security/blog/2025/03/24/microsoft-unveils-microsoft-
security-copilot-agents-and-new-protections-for-ai/ 

March 24, 2025: 

AI Security Agents announcement

(OneTrust / Microsoft)
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AI in OneTrust

How can AI make OneTrust 
solutions more valuable to our 
customers (Copilots, assist, agents)?

All OneTrust products

AI governed with OneTrust

How can OneTrust help enterprises 
govern and mitigate the risk and 
extend the value of AI systems?

OneTrust Data & AI Governance

AI and OneTrust



+

Skills APIs

+

Reasoning

What are agents?

AUTONOMOUS, ADAPTIVE, NON-LINEAR



AI changes 

what  you govern

AI changes 

how  you govern

Empowering governance teams

for this moment

AI



What does this mean for 
how we live and work?



AI agents

never sleep



say their ability to 

govern AI is often at 

odds with the speed 

at which AI initiatives 

move.

70%



AI governance

Data 
governance

Privacy

Each domain centers on data, with 
different but related goals and constraints

AI is an amplifier Ŝ it amplifies the risk 
and impact of existing privacy and data 
governance issues in the company

Responsible use is the principle that 
sustains the long-term business value of 
emerging technologies 

Blurring boundaries



Privacy & 
Compliance 
teams
Security, Privacy, Governance, Risk, 
Ethics, Compliance

Under pressure to avoid trust-
breaking events, unintended 
consequences, and enforcement 
actions

Product & 
GTM teams 

Marketing, Sales, Product, Data, 
BI, Emerging Tech / AI 

Under pressure to accelerateAI, 
data, and other technology 
initiatives to stay ahead of 

competitors

Shared goal

How do we enable the
 responsible use of data 

Χ ŀǘ ǘƘŜ speed and volume 
demanded by the business?

Govern well, move fast!



Govern well Move fast



CONTROLS
HUMAN IN THE 

MIDDLE
SAFEGUARD AGENTS

Managing agentic risk



Errors caught after the fact

Preventing misuse is mission critical

Delete & start over Lost trust & reputation
Regulatory

prohibition

Data

deletion

Model / algo 

deletion

ŔNo machine 

un-learningŕ 

Harms/negative 

impact to: Investors, 

board, customers, 

employees, partners 

Surge in 

opt -outs and 

DSARs

Increase in 

competitive 

pressure

5-year ban on projects



https://iapp.org/news/a/explaining-

model-disgorgement  

The stakes are increasing Į 

Ŏ and privacy is 

central

https://iapp.org/news/a/explaining-model-disgorgement
https://iapp.org/news/a/explaining-model-disgorgement
https://iapp.org/news/a/explaining-model-disgorgement
https://iapp.org/news/a/explaining-model-disgorgement
https://iapp.org/news/a/explaining-model-disgorgement


1. Define tolerance and 

accept risk 

2. Identify sensitive 

inputs
3. Feature engineering 4. Fairness analysis

Input data:

Å Applicant data 

Å Resumes

Outcomes:
Å Hiring decision*

Inputs Model Outputs

*High-risk as defined by the EU AI Act; EEOC

A simplified model for evaluating systemic 
risks for AI



Techniques for measuring algorithmic 
fairness

This means that the acceptance rates of the 
applicants from the two groups must be equal (for 
example 20% of male and 20% of female applicants 

get the job).

Demographic Parity Equalised Odds

The probability of a qualified applicant being hired 
and the probability of an unqualified applicant not 

being hired should be the same for males and 
females.

Sources: FeministAI, What is Fairness?, & Google Developers, ML Concepts: Fairness

https://feministai.pubpub.org/pub/what-is-fairness-/release/1#nf49ch837ze
https://developers.google.com/machine-learning/crash-course/fairness/equality-of-opportunity


Utilising  advancements in data management 
to enable granular access controls 
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Bias can be hidden behind proxies

Source: New York Times, What Researchers Discovered When They Sent 80,000 Fake Résumés to U.S. Jobs, April 2024
Referencing research conducted by Patrick Kline, Christopher R Walters, University of California Berkeley &, Evan K. Rose at the University of Chicago



Generative AI introduces new demands on 
data management

Data Ingestion

Organising unstructured data

Á Parsing and cleaning

Á Tagging and labeling

Á Creating reusable resources

Enhancing metadata for 

responsible AI

Á Automating tagging and 

labeling

Á Incorporating contextual 

information

Á Tracking lineage

Á Granular access controls

Á Sanitising sensitive data

Á Ensuring ethical AI

Data SharingData Use

Addressing regulatory and 

ethical considerations



AI Governance 

Committee

Compliance, 

Legal, IP

Marketing and 

Product 

Leaders

CISOs

Tech, Data 

and AI 

Leads

Risk

Managers

Chief

Privacy

Officers



These committees evaluateĮ

Datasets ModelUse case

High / Med / Low risk
Training, weighting, 

input/prompting

Proprietary, open-source, 

3rd party licensed

AI Governance committee



Committees need a system of record

Datasets ModelUse case

High / Med / Low risk
Training, weighting, 

input/prompting

Proprietary, open-source, 

3rd party licensed

AI Governance committee

ÁProject management

ÁIT ticketing

ÁSpreadsheets

ÁData platforms

ÁPrivacy management

ÁCybersecurity

ÁML operations

ÁAI deployment

ÁObservability



Committees need a system of record
Is my use case 

appropriate?

Is it performing as 

expected?
Can I use this data?

What model should I 

use for this?

Datasets ModelUse case

High / Med / Low risk
Training, weighting, 

input/prompting

Proprietary, open-source, 

3rd party licensed

AI Governance committee

ÁProject management

ÁIT ticketing

ÁSpreadsheets

ÁData governance

ÁData protection & 

privacy management

ÁCybersecurity

ÁML operations

ÁAI deployment

ÁObservability



AI Governance technology unifies policy, 
platforms, and people

Governance layer Governance jobs to be done Who

Compliance & Policy
Å Define AI risks and acceptable use
Å Ensure full coverage of AI use (built, bought)
Å Enforce policy, approvals, and accountability
Å Demonstrate compliance 

Å AI Governance steerco (x -functional)
Å AI Governance officers
Å Privacy, Compliance, Risk officers
Å Legal / privacy / policy teams

Technical
Å Understand and monitor AI behavior / performance
Å Manage the AI lifecycle across systems 
Å Manage technical risk pre -/post -deployment

Å ML & Data Product Managers
Å Model developers & evaluators
Å Platform owners

Data & AI 
Platforms

Systems of 
Record

Å Govern access to data, features, and AI artifacts 
across environments

Å Deploy into production securely & efficiently
Å Configure and adopt AI
Å Enforce cost controls, resource entitlements

Å Data platform & infra engineering
Å Enterprise architects
Å Data stewards 
Å Business owners / analysts



AI-Ready Governance is a new muscle that 

every organization needs to build
Multi -stakeholder collaboration

Context
Label data with rules & 

regulatory context

Scale
Offload administrative and 

operational work so humans 

can focus on high-impact 

judgement calls

Control
Programmatic 

enforcement of guardrails, 

including at the data layer

Continuous monitoring & intervention



Changing the discussion

Privacy impact assessments Data enablement plans

What are your data ambitions?

What must I do to enable those?



Innovation 
enablement 
outcomes

Risk & 
Compliance
outcomes



AI-ready data requires
AI-ready governance

AI workloads need AI-ready data

Quality

preventing poor 

outcomes

Making data AI -ready 

Security 

preventing

loss

Governance

preventing 

misuse

Management

preventing 

inaccessibility



The platform 
evolution

Technology governance for 

the AI-ready enterprise



AI changes 

what  you govern

AI changes 

how  you govern

Empowering governance teams

for this moment

AI



Curate a 

central view 

of your data

Define the 

business 

context

Mitigate

risk

Assess risk 

with current 

use



Curate a 

central view 

of your data

Define the 

business 

context

Mitigate

risk

Assess risk 

with current 

use



Privacy Automation 
Discovery

ANNOUNCING:





Define the 

business 

context

Mitigate

risk
Assess risk 

with current 

use

Curate a 

central view 

of your data



Privacy Agent

ANNOUNCING:




