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--------------------------------------------------------

& HASHING = FALSE ANONYMITY &
Transports ldentlty not protects It

(" THE TAG/PIXEL

TRACKER = Active Software

* Executes JavaScript

e Mini Computer Program

e Can act on instructions

e Can load more 3rd & 4th
Party trackers

e Can capture
keystrokes/form inputs

¢ Fires multiple times per
page

¢ Reads DOM

E
i

DYNAMICALLY UPDATED

» Can evolve without approval
Remote logic changes
» Approved # running
Zombie tag reactivation
Library auto-updates

» New features without notice
N » Bypasses review cycles

i & PURPOSE DEFINED BEFORE & 3
DEPLOYMENT?

Analytics? Marketing?
Personalization? Measurement?
Even if you defined yours, did you

ask about theirs?

Platforms already hold a lookup table

WHO SOMEONE IS

» Sets and Reads Cookies

Hashed emails/phones

Browser fingerprints

IP addresses

* Login/session states

» Can be utilised by the tag vendor
\_ wherever their tech runs, not just your site

"  WHAT SOMEONE DOES

\

e Form inputs (inc. deleted)

» Sensitive URL params (inc. all search
terms)

¢ Page Content (eg - “Your HIV Results”,
“Your Credit Score")

e Session recordings: full replay of what user
saw and did Click/scroll/hover patterns

e Transaction data

¢ What they do here can enrich what the
tag vendor already knows about them

\ across their network

(
COMBINED & / OR
TRANSMITTED

Merged & Sent To
Destination

Repeated Constantly

Multi.ple times per page

INSTANT MATCHING
Cookies/identities
matched to PI

LINKABLE IDENTITY

& ARE YOU MINIMIZING/ OBSFUSCATING"&

Default = maximum. Minimum is your job
Configure - Redact - Mask - Exclude
Before it's collected, stored or transmitted.

-

ENTITY'S PROFILE (First-Party)

CDP/CRM/ Data Lake.

You maintain control.

Internal analytics & personalization.
Deletion: Feasible.

Often hosted overseas

Liable for service providers.

J

“ VENDOR PROFILE (The Graph) )

e (Segment removal # data deletion).

N\

Their Identity Graph (Meta, Google).

They control use for their purposes.
Enriches their global profile.

Used across their entire network (not just
your site).

Deletion: Limited / Opaque.

Secondary Use Risk .

_/

DOWNSTREAM ECOSYSTEM \

RTB / Identity Brokers (RamplD / UID 2.0).
Control is lost (Unknown parties).
Broadcast to hundreds; irreversible.

RTB: Even losing bidders retain the data.
Pl converted to tradable IDs.

IDs are actively traded and transcoded.
Deletion near Impossible.

)

Source: Adapted from ‘Pixels, Privacy & Precautions Whitepaper’: www.CivicData.com.au/PIXELS




The Consent Technology Spectrum: From lllusion to Enforcement

1. Passive Notice
(The "Sign on the Door")

FUNCTION:

Purely informational UI.
Relies on "implied consent."

ENFORCEMENT:

ZERO. Does not block
Tags/ Cookies. Tracking
proceeds regardless of
user interaction.

BOUNDARY:
Ul Layer only.

2. Active CMP

(The "Browser Gatekeeper")

FUNCTION:

Captures active choice and
blocks tags via TMS.

ENFORCEMENT:

Manages the "Point of
Collection” (in the
browser). Does NOT
manage "Point of Use"
downstream.

BOUNDARY:

The Browser (Client-Side).
Blind to Server-Side (SST),
Mobile, CRM, Warehouse.

3. Preference Center

(The "Communication Mgr")

FUNCTION:

Manages Email/SMS topics
and frequency.

ENFORCEMENT:

Controls outbound
messaging for known
users. Does NOT govern
tracking, profiling, or ad-
tech.

BOUNDARY:
CRM / Email Systems.

4. Marketing Cloud

(The "Walled Garden")

FUNCTION:

Governance within vendor

(e.g., Adobe or Salesforce ).

ENFORCEMENT:

Controls data use only
WITHIN that platform.
Covers only 15-30% of
enterprise data flows.

BOUNDARY:

The Vendor Ecosystem.
Blind to external pixels
(Meta), warehouse exports,
& the other 75-100+ tools.

5. Orchestration

(The "Enterprise Conductor")

GE ﬁ EO
Q.0
FUNCTION:

Required integration layer.
Centralizes & propagates
consent across all systems.
ENFORCEMENT:

Manages "Point of Use"
across the entire stack.
Ensures the "No" captured
by the CMP is respected
everywhere in real-time.

BOUNDARY:
Enterprise-Wide.

Revocation Effectiveness:

0%

Cannot technically enforce consent

changes.

Revocation Effectiveness:

~40%

57.5% failure rate. Lacks inherent
orchestration.

Revocation Effectiveness:

<10%

(For Tracking) Effective for comms
only.

Revocation Effectiveness:

<30%

Effective internally; Fails externally.

Revocation Effectiveness:

>90%

Designed for universal, real-time
propagation.

Source: Adapted from ‘Pixels, Privacy & Precautions Whitepaper’: www.CivicData.com.au/PIXELS




How Did Things Go?
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let
us know by filling out a speaker evaluation.

1. Open the IAPP Events app.
2. Select
3. Tap "Schedule" on the bottom navigation bar.
4. Find this session. Click "Rate this Session" within the description.
5. Once you've answered all three questions, tap "Done".
Thank you!
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