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Agenda

Evolution of AdTech Technology
Evolution of the AdTech Ecosystem

Evolution of Self-Regulation

Evolution of the Legal Landscape
Considerations for Cookie Banners (US)
Discussion of Health and Chidren’s Data (US)
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How Al is Changing the Landscape
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Walled Gardens




What has not changed?

» (Consumer Expectation
» The Privacy Principles

» Basic Diligence

Still need to know your flows

What are you using it for?

What permissions do you have associated with the data?

>
>
>
>
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Need to assess is the data “sensitive”




What is the new NAIl Framework? @

A. Foundational principles
o Member requirements focused on processes to support compliance;
o Flexible to evolve and align with existing and anticipated legal
requirements without conflicts, inconsistencies, or additional
prescriptive requirements.
B. Voluntary tools, guidance, and best practices
o Present pathways to demonstrate compliance with NAI Principles and
legal requirements;
o Assist NAl members’ compliance efforts with a changing legal
landscape.
c. Privacy Reviews
o Annual questionnaire and meeting to review adherence with Principles;
promote best practices; and educate about regulator expectations.
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NAI Member Accountability @

e The NAl's new roleis to help members achieve compliance, not to
enforce prescriptive rules.

e New members must still go through an initial review process to confirm
that their practices adhere to the Principles.

e Allmembers are required to honor the Principles and to participate in the
NAI’s Privacy Review Program.

e The NAl has sunset its legacy sanction and enforcement process together
with the 2020 NAI Code of Conduct; however, failure to meet
requirements can result in termination of NAI membership.
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NAIl's New Model for Self-Regulation: A Virtuous Cycle

Annual privacy reviews and
WGs with members to
socialize NAl best
practices/regulator
expectations <--> learn
about priorities for new
work

Develop industry-leading
guidance, best practices,
and voluntary programs

geared toward privacy law
compliance

Engage with regulators and
policymakers to inform
NAI’s work <--> learn about
regulator priorities &
expectations

12
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US State Privacy Legislation Tracker 2026

Statute/bill in
legislative process

B Introduced

B In committee

In cross chamber

In cross committee

Passed

B signed
B Inactive bills

No comprehensive
bills introduced

* Florida's Digital Bill of Rights falls outside

the scope followed by the IAPP, please
O Lastu pdatEd 23 Mar. 2026 consult the article on the landing page
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States Requiring Consent From: [} All Call Participarts

Only One Participant

US State
Wiretapping
Laws




What does all this mean for “consent”?




US Considerations for Consent Banners

States with consumer
privacy laws:

States that require States that require
symmetry of choice: respect of GPC:

CA, CO, CT, DE, FL, IA, IN, CA, CO, CT, DE, FL, MD, MN, CA, CO, CT, DE, MD, MN,

KY, MD, MN, MT, NE, NH, NJ,
OR, Rl TN, TX, UT, VA MT, NE, NH, NJ, Rl, OR, TX MT, NE, NH, NJ, OR, TX

One-party states that
don't fall into the other

- - i One-party states with .
Two-Party consent for J Two-Party states with party categories:

call recording states: privacy laws: privacy laws:
CA CT, DE, FL, IL. MD, CA, CT, DE, FL, MD, MT, | CO, IA, IN, KY, MN, NE, NJ, AL, AK, AZ, AR, GA, HI,

D, KS, LA, ME, MI, MS,
MA, MT, NV, NH, PA, WA NH S Rl TN LT 1 MO, NM, NY, OH, OK, SC,

SD, VT, WV, WI, WY
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US Considerations for Consent Banners

Two-Party Consent State with privacy law, symmetry of choice, respect of GPC, and "Do Not Sell": CA

Two-Party Consent States, symmetry of choice (FL), and respect of GPC signal: CT, DE, MD, MT, NH

Two-Party Consent States with enforcement activity: IL, MA, PA, WA, NV

One-Party Consent States with privacy law, respect of GPC, and symmetry: CO, MN, NE, NJ, OR, TX

One-Party Consent State with privacy law and symmetry requirement: RI

One-Party Consent states with privacy laws, but no GPC or symmetry requirement: IN, IA, KY, TN, UT, VA

One-party states that don't fall into the other categories:
AL, AK, AZ, AR, GA, HI, ID, KS, LA, ME, MI, MS, MO, NM, NY, OH, OK, SC, SD, VT, WV, WI, WY

#IAPPSummit26




EU Cookie Notice Enforcement

« France (CNIL): Fines (Google €325M; SHEIN €150M) for cookies before
consent, invalid consent, missing purpose disclosures

* Netherlands (AP): Warnings to ~50 orgs; enforcement against
misleading banners and dark patterns

« Germany.: Court requires 'Reject all' equal to 'Accept all'; lack of
partner transparency criticized

« Belgium (IAB TCF): TC String = personal data; IAB Europe joint
controller for consent layer

- The Trend? Shift from banner design to real technical compliance and
tracking behavior
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What do these EU developments mean?

« Enforcement remains national but expectations are converging

 Simplified disclosures and compliance
— First layer: Disclosures about purposes, high-level vendor involvement, and
ensure symmetry of Accept/Reject
— Second layer: Provide vendor list, specified purposes, data categories, and
further links to details
— Do not label all Adtech vendors as "processors" if inaccurate)

« Symmetry required: 'Reject all' must be as easy as 'Accept all’

 Offer granular choices (by purpose/vendor category)

« Ensure technical alignment: no cookies before* consent

#IAPPSummit26




CPPA Enforcement

Feb 2024. Court restores CPPA enforcement authority (Chamber of Commerce case)
Apr 2024. Enforcement Advisory (data min. & consumer requests)

Late 2024-2025: Data broker sweep (multiple settlements; $200/day penalties; Delete
Act rollout)

Mar-May 2025: Honda ($632k) - opt-out friction, GPC failures, adtech contracts, cookie
symmetry; and Todd Snyder ($345k) - broken privacy portal, excessive verification,
delayed opt-outs

2025-2026: Expanded enforcement - additional data broker actions, default orders,
operational scrutiny

February 27, 2026: GoFan ($1.1M) for: Selling student data, no meaningful opt-out,
forced consent (“take-it-or-leave-it")

The Trend? Shift to technical enforcement (systems, workflows, and UX—not just
policies)
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What allows the ecosystem to function?

« Ad Delivery & Reporting
— Frequency capping (limiting how many times you see an ad)
— Measuring ad performance (impressions, clicks, conversions)
— Attribution and analytics related to ads

«  Site Analytics & Measurement

— First- or third-party analytics to understand:
« Site traffic
« User engagement

« Performance of content/services

— Not used to build behavioral advertising profiles across sites
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What allows the ecosystem to function?

«  Security & Fraud Prevention
— Detecting invalid traffic, bots, or malicious activity
— Preventing fraud, ensuring system integrity

«  Product/Service Functionality

— Maintaining user preferences (e.g., language, login state)
— Enabling core site features (shopping carts, video playback, etc.)

« Compliance & Legal Requirements

— Meeting legal obligations
— Auditing and compliance-related activities

. #IAPPSummit26




Let’s talk about Health Data

« Privacy laws increasingly classify “health” data
broadly as sensitive, requiring opt-in consent,
heightened disclosures, risk assessments, and

maore

«  While the policy imperative seems clear, the legal
framework is not, which leads to:
— Over-classifying all health-adjacent data as
sensitive,

— Under-classifying data that may actually
fall within the broad statutory definitions,

and/or
— Withdrawing from jurisdictions altogether
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NAI’s 5 Factor “Health” Analysis

Factor 1: The source of the Pl being processed

Factor 2: The contents of the Pl being processed

Factor 3: The intended use of the PI

Factor 4: Whether consumers have a heightened expectation of privacy
Factor 5: The risk of consumer harm
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Let’s talk about Children’s Data

FTC's COPPA Rule Updates take effect April 22, 2026:

- Expanded Data Definition: Now covers biometric identifiers (voiceprints, facial templates),
geolocation, and government-issued IDs.

- Targeted Advertising Ban: Prohibits third-party tracking and targeting for advertising to children

- Data Retention Limits: Operators must implement strict data deletion policies and cannot retain
data indefinitely.

- Parental Consent: Requires separate, additional verifiable parental consent for disclosing a
child's data to third parties.

- Safe Harbor & Security: Increases transparency for Safe Harbor programs and mandates a
written information security program

March 5, 2026: US Senate passed COPPA 2.0 (raises age from 13 to 16, and more)

#IAPPSummit26




How Al is Transforming Adtech

AFTER (Al-Driven Adtech)
* Predictive targeting (ML models, sparse signals)
. . : . « Modeled audiences (first-party + inference)
atc aucence seamets (ooales Probabilstic e ngagement fecyce)
. Rule-based bidding in DSPs . Autonomous blddlng (real-time opt|m|zat|on)
 Limited creative variants (A/B tests) » > EEmerElive areetives (1000s oF eIkt
* Modeled measurement (MMM, incrementality)

« User-level attribution (last-click) ) s

» Potential for opaque systems, inferred
* Clearer data flows & roles L

data,and role ambiguity

BEFORE (Classic Adtech)
* Third-party cookies drive targeting

Track — segment — target Observe — predict — optimize — generate

Shift from tracking-based system — prediction & generation system
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Breaking down what this means

Core shift: from rules — prediction systems

Targeting is becoming model-driven (less dependent on cookies)
Retargeting — “probabilistic re-engagement”

Creative is now generated and optimized by Al

ldentity is shifting from tracking — modeling

1.
2.
3.
4,
5.
6.
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Al’s Implications for Compliance

1. Legal + compliance implications
A. Transparency challenges
B. Potential purpose limitation and data use creep
C. “Selling” vs “sharing” may become blurrier
D. Dark patterns may become more sophisticated
E. Heightened risk of sensitive inference

2. What regulators are starting to focus on (US and EU alignment):
A. Inference is still personal data

B. Automated decision-making scrutiny
C. Adtech + Al = high-risk profiling?
D

Increased focus on: fairness, explainability, and downstream use of data
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Questions?

Thank you!
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How Did Things Go?
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let
us know by filling out a speaker evaluation.

1. Open the IAPP Events app.
Select IAPP Summit 2026.
Tap "Schedule" on the bottom navigation bar.

Find this session. Click "Rate this Session" within the description.

A

Once you've answered all three questions, tap "Done".

Thank you!
. #IAPPSummit26
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