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• Welcome and Introductions
• History & Overview of the Delete Act
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• Tour of the Delete Request and Opt-out Platform (“DROP”)

• Consumer Experience
• Data Broker Experience

• Additional obligations and considerations for data brokers
• Legislation in Other States
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California Privacy Protection Agency
CalPrivacy was established in 2020 with the mission to protect consumer 
privacy, ensure consumers and businesses are well‐informed about their 
rights and obligations, and vigorously enforce the California Consumer 
Privacy Act (CCPA), the Delete Act, and the Opt Me Out Act.

KEY ROLES OF CALPRIVACY
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Laws Regarding Data Brokers

Defined “Data Broker” in California Law

• “A business that knowingly collects 

and sells to third parties the personal 

information of a consumer with whom 

the business does not have a direct 

relationship.”

Created a public registry that was specially 

funded through annual fees.

Expands consumer deletion rights to 

include personal information held by 

data brokers.

Requires CalPrivacy to build an 

“accessible deletion mechanism”, now 

known as the Deletion Request and 

Opt-out Platform (DROP).

Data Broker Registration Law

(AB 1202)

California Delete Act 

(SB 362)

Defending Californians’ Data Act

(SB 361)

Expanded disclosure requirements, 

including collection practices (whether the 

data broker collects information, including 

precise geolocation data, biometric 

information, and sexual orientation) and 

selling practices (whether a data broker 

sells to certain entities, including foreign 

actors, federal government, or developers 

of GenAI systems or models).

2019 2023 2025



What is a data broker?

“[A] business that knowingly collects and sells to third parties the personal information of 
a consumer with whom the business does not have a direct relationship.” (Civ Code § 
1798.99.80(c))

“’Direct relationship’ means that a consumer intentionally interacts with a business. . . . A 
business is still a data broker if it has a direct relationship with a consumer but also sells 
personal information about the consumer that business did not collect directly from 
the consumer.” (11 CCR § 7601(a))

Data brokers often collect PI from a variety of sources and sell to many different types of 
entities (e.g. advertisers, governments, businesses, etc.)



Why does this matter?

Massive quantities of sensitive, personal 
information held in one place​

Most consumers do not know this collection and 
sale is happening

This data gets sold to many other entities



Delete Act Overview

Data Broker Requirements
• Registration:  Annual form + fee every January 

• Deletion: Process consumer deletion requests every 45 days via 
the accessible deletion mechanism beginning August 1, 2026

• Website Disclosures: Publish mandatory information about 
consumer rights requests every July 1 on website privacy policy

• Audit: Undergo independent audit every three years starting 
January 1, 2028



Delete Act Implementation Timeline

SB 362 
signed 

into law

Oct. 2023

Data Broker 
Registration

opened

Jan. 1, 2024 

Data 
brokers 

must post 
new public 
disclosures 

July 1, 2024

DROP opens 
to 

consumers 
+ SB 361 
reporting 

Jan. 1, 2026 

DROP 
opens to 

data 
brokers

Aug. 1, 2026

Data 
brokers 

must 
access the 
platform

Every 
45 Days

Data 
brokers 

must 
undergo 

audit every 
3 years

Jan. 1, 2028



Delete Request and Opt-out Platform 
(“DROP”)

Challenges:

— Varied PI collection/maintenance by data brokers
— Connecting consumers with data broker profiles without over-

exposing information
— Implementing a “privacy-protective” system
— Consumer residency verification
— New data collection for new Agency



Delete Request and Opt-out Platform 
(“DROP”)

Solutions:

— Close coordination between Legal, Program, & IT from 
outset, including collaboration on system requirements

— Identified commonly held PI by data brokers
— Leveraging CDT’s Identity Gateway for residency 

verification
— No PI stored in plain text – everything hashed
— PI is divided before sharing with brokers
— MFA for certain common PI (email, phone numbers)



The Data Broker Unit

Legal

Comms

Product

IT
• Events
• Blogs
• Website

• Regulations
• Data broker registry
• Contracts

• Tickets
• Managing vendors

• Engineering
• UX
• Privacy by design



How it works

• Personal information stored in hashed format.
• Data brokers only download the types of information they already 

have (e.g., email) from deletion request lists, and skip other types (e.g., 
phone) they don’t have.



DROP Preview: 
Consumer Experience



How it works: Consumers

Verify your eligibility

Confirm that you are a 
California resident using the 
California Identity Gateway.

STEP 1

Create your profile

Give basic information 
about yourself. You choose 

how much to provide.

STEP 2

Submit your request

DROP lets you send a single 
request to over 500 registered 

data brokers.

STEP 3



*Subject to change
CalPrivacy, 03/11/2026

1 ID VERIFICATION
Verify residency using a third party
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1 ID VERIFICATION
Verify residency using a third party



*Subject to change
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2 CONSUMER PERSONAL INFORMATION
Provides a minimal amount of personal information
& authentication of certain data elements
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2 CONSUMER PERSONAL INFORMATION
Provides a minimal amount of personal information
& authentication of certain data elements



*Subject to change
CalPrivacy, 03/11/2026

3 SUBMIT REQUEST
Submit the request to all or a subset of
registered data brokers



*Subject to change
CalPrivacy, 03/11/2026

4 CHECK STATUS
Check status and/or update your deletion 
request in 45 days
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4 CHECK STATUS
Check status and/or update your deletion 
request in 45 days



255,000+
Consumer requests as of March 20, 2026.



DROP Preview: 
Data Broker Experience



How it works: Data Brokers

1

2

Create account

Complete registration, including payment

3

4

Report deletion status within 45 days 

Delete records and maintain suppression list

Identify matches

6

5

7
Choose consumer deletion lists based on 
identifier(s)

Download deletion list via API or 
manually 1x every 45 days 

=



How it works: Data Brokers
Create account1
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How it works: Data Brokers
Complete registration, 
including payment2
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566
Data brokers registered as of March 20, 2026.



How it works: Data Brokers
Choose consumer deletion lists 
based on identifier(s)3

*Subject to change
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How it works: Data Brokers
Download deletion list via API 
or manually 1X every 45 days4
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*Subject to change
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How it works: Data Brokers
Identify matches5

• Standardization
• Hash
• Match
• Delete entire record located using the 

identifier (subject to exemptions)

§ 7613(a)(1)(A). Processing 
Deletion Requests.



How it works: Data Brokers
Identify matches5

*Subject to change
CalPrivacy, 03/11/2026



How it works: Data Brokers
Delete records and maintain 
suppression list6

1) Delete all consumer personal information, including inferences based in
whole or in part on personal information collected from third parties or
from a consumer in a non-“first party” capacity, that is associated with a
matched identifier in the data broker’s records. (§7613(a)(1)(A))

2) Continue to maintain the minimum personal information necessary to
facilitate compliance for each consumer that submits a deletion request
(§7613(a)(1)(A))

3) Direct all service providers and contractors to delete all personal
information in its possession related to a consumer associated with a
matched identifier (§7613(d))

Processing Deletion 
Requests



How it works: Data Brokers
Report deletion status within 
45 days 7 § 7614. Reporting Status 

of Deletion Requests 

(a) After a data broker accesses the DROP for the first 
time, the data broker must, at each subsequent 
access session, report the status of every deletion 
request received during the previous access 
session.



How it works: Data Brokers
Report deletion status within 
45 days 7

*Subject to change
CalPrivacy, 03/11/2026



Timeline for Deletion Request Processing

• January 1, 2026 – DROP opens for consumers to submit deletion 
requests & data brokers to create accounts

• January 1-31, 2026 – Data brokers register through DROP

• Spring 2026 – API integration for data brokers opens

• August 1, 2026 – Data brokers download, process, and report status of 
deletion requests once every 45-days



Enforcement

• CalPrivacy actions against more than a half-dozen data brokers 
for failure to register. You can find them at: 
https://cppa.ca.gov/announcements/

• Administrative Fines

o Failure to register — $200/day + unpaid fees + enforcement costs

o Failure to delete consumer personal information — 
$200/day/consumer + enforcement costs

https://cppa.ca.gov/announcements/


CYBERSECURITY AUDITS & RISK ASSESSMENTS

A business must complete an annual 
cybersecurity audit if it:

Made 50%+ of its annual revenue the prior year 
from selling or sharing consumers’ PI;

OR

Processed the PI of 250,000+ consumers 
or households the prior year;

Processed the SPI of 50,000+ consumers 
in the prior year.

OR

Made >$26.6 million* the prior year; AND

     Reference:  11 CCR § 7120(b) Reference:  11 CCR § 7150(b)

A business must conduct a risk 
assessment before:

• Selling or sharing PI

• Processing SPI

• Using ADMT for a significant decision

• Using automated processing to infer or 
extrapolate certain consumer 
characteristics, based on (1) systemically 
observing consumers in educational or 
employment settings or (2) consumers’ 
presence in a sensitive location; and 

• Using personal information to train 
certain automated technologies.



COMING SOON…AUDITS!

=

1798.99.86 (e)
(1) Beginning January 1, 2028, and every three years thereafter, a data
broker shall undergo an audit by an independent third party to
determine compliance with this section.

(2) For an audit completed pursuant to paragraph (1), the data broker 
shall submit a report resulting from the audit and any related materials 
to the California Privacy Protection Agency within five business days of 
a written request from the California Privacy Protection Agency.

(3) A data broker shall maintain the report and materials described in
paragraph (2) for at least six years.



Multistate Action 

=

Data Broker Registry Laws

• Vermont, 2018 

• California, 2019, amended 2023, amended 2025 

• Texas, 2023, amended 2025 

• Oregon, 2023 



Multistate Action – Delete Act Style Bills

=

Connecticut (SB 4) - filed 2026
Registration required to operate in the 
state and deletion mechanism requirements

Hawaii (HB 2463) - failed
Registration, deletion 
mechanism requirements & PRA

Illinois (HB 4809, 2026) & (HB 2913, 2025)
Both similar to CA Delete Act

Nebraska (LB 602) - carried over to 2026
Similar to CA Delete Act

New Mexico (SB 192) - failed
Similar to CA Delete Act

New York (A 9642/S 9088) - filed 2026
Similar to CA Delete Act

New York (A 10008B) - filed 2026
Budget bill containing Delete Act provisions

Rhode Island (S 2766) - filed 2026
Similar to CA Delete Act

Vermont (H 211) – carried over to 
2026 Proposed amendments include 
registration & study of deletion mechanism



=

Questions?



CalPrivacy’s Laws & Regulations Page:

https://cppa.ca.gov/regulations/

Data Broker Registry:

https://cppa.ca.gov/data_broker_registry/

RESOURCE LIST

https://cppa.ca.gov/regulations/
https://cppa.ca.gov/data_broker_registry/


Did you enjoy this session? Is there any way we could make it better? Let 
us know by filling out a speaker evaluation. 

1. Open the IAPP Events app.

2. Select IAPP Summit 2026. 

3. Tap "Schedule" on the bottom navigation bar.

4. Find this session. Click "Rate this Session" within the description. 

5. Once you’ve answered all three questions, tap "Done".

Thank you!

How Did Things Go?
(We Really Want To Know)
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