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WELCOME AND INTRODUCTIONS



I. Introduction: Me & My Daily Work as Inhouse Privacy Counsel

II. Pain Points & Solution from MNC Perspective

III. Use Case Study 1: Training HCPs to Build Trust

IV. Use Case Study 2: Automate Customer Inquiries

V. Use Case Study 3: (D)PIA Automation – From DPIA to EPIA

VI. Questions and Answers 

AGENDA OUTLINE



Me & My Daily Work

14 markets

Privacy Operational Life Cycle

• Identify 
legal 
obligations;

• Gap analysis

Assess

• Privacy by 
design;

• DPIA; 
• ROPA;
• DPA;
• Risk 

remediation;
• CBDT 

Compliance;
• Data 

governance.

Protect

• Establish 
Privacy COE;

• APAC Privacy 
Heat Map;

• Monitoring;
• Privacy Audit;
• Template 

update;
• Regular 

training;
• Privacy 

certification.

Sustain

• Privacy 
FAQs.;

• DSR;
• Data 

Breach 
incidence 
response. 

Respond

Privacy as a competitive advantage.



Pain Points from MNC perspective

• Automation & 
Simplification

• Privacy Heat Map 

• GDPR Comparative Study
• Gap Analysis01

02

03

04

Complexity of 
regulatory 

requirements 

Challenges in 
maintaining 

compliance across 
different markets

Cost pressure

Manual effort 
inefficiencies

Risk MitigationRisk Mapping

Probability

Manual effort 
inefficiencies

D

Challenges in 
maintaining 

compliance across 
different markets

Cost 
pressure

Complexity of 
regulatory 

requirements 

A

B

C
• Privacy Operational Life 

Cycle
• AI Chatbot  - Gen AI Agent

Market RiskOperation Risk

A

B

C

D



Legal obligations
Paint point # 1& 2

Customers
Paint point #4

Business
Paint point #3

Alignment with Audit 
Committee

Build Trust

Key unlock the value

Privacy OversightPrivacy Management

KNOW



Know your legal obligations

• Pain Point 1: Complexity of regulatory requirements

8

• Over 100 regulations apply in 14 markets.

China:
Comprehensiveness↑ 
(Data localization & 
CBDT, Mobile App, 
AIGC).

South Korea:
PIPA amendment: in 
2023 (separate 
consent & frequent 
enforcement)

Australia:
Privacy Act 
Amendment:
(increased penalty for 
data breach & Spam)

Japan:
APPI amendment: 
disclose CBDT 
information and update 
every 3 years [2021-2024]

Thailand:
New rules on DPO 
filing and BCR filing

Vietnam:
1st Privacy Law came 
into effect in 2023, 
including DPIA/TIA 
filing etc.

India:
1st Privacy Law came into 
effect in 2023, introduces 
blacklist for CBDT,SDF, 
consent manager etc..

Malaysia:
Data User & DPO 
Registration requirements

APAC Privacy Laws in a Nutshell

Pain Point #1: Complexity of regulatory requirements 



* The percentage represents similarity rate to GDPR.

GDPR

China (65%)

India (65%)

Australia (70%)

South Korea (75%)

Japan (80%)

Vietnam (70%)

Singapore (90%)

Thailand (95%)

Different 
Legal 

Obligations

Different 
Enforcement 

Focuses

Different 
Terminology

GDPR – APAC Comparative Study



Pain Point #2: Challenges in maintaining compliance across different markets

High

Markets with severe penalties, active 
enforcement, and complex compliance 
demands (e.g., EU, China)

Medium

Markets with moderate penalties but 
evolving laws (e.g., India, Brazil) or 
inconsistent enforcement.

Low

Markets with minimal enforcement or 
alignment with existing frameworks 
(e.g., certain APAC countries).

Legal Impact

Enforcement 
Likelihood

Compliance 
Effort

•Regulatory Strictness

•Penalties

•Scope of Application

•Regulatory Updates

•Historical Enforcement 
Activity

•Regulatory Capacity

•Political Climate

•Cross-Border Cooperation

•Efforts completed

•Efforts to be done

Privacy Heat Map Considerations

Know your legal obligations



Pain Point #3: Manual effort and inefficiency

Know your business

Try to avoid to 
set up a 

standalone 
process

Integrate privacy 
into existing 

business 
workflow

Empower 
employee 

(legal/business 
counterparties)



Pain Point #4: Cost Pressure vs. Increasing Asks from Customers

Know your customer

Customer focus

Business 
Strategy

Legal 
obligation

• Integrate customer focus into 
business strategies and inquire about 
how Privacy can contribute.

• Explore opportunities within 
Customer Frequent Asks.

• Use Case Study 1 & 2



Certification CXPrivacy noticesCompliance 
Resources

• Binding Corporate 
Rules (Controller & 
Processor)

• Sub processor List

• Country-specific 
requirements

• Consumer

• Customer

• Patient

• Applicant

• Privacy Customer 
FAQs

• Better user  access 
to Privacy program

• Global Certification 
(e.g., ISO; SOC 2)

• Regional Level (e.g., 
CBPR, PRP)

• Country Level (e.g., 
Singapore DPTM, 
Japan Privacy Mark, 
China CPCS)

Competitive Advantage TransparencyMandatory Requirements

Oversight by Audit Committee

Customer-centric Trust Center



Use Case Study 1: Training HCPs to Build Trust

Reactive privacy 
support

Before Now

Proactive reaching out 
to customers



Company Automate Customer Inquiries Customer

Privacy FAQs

Online Intake Form

Data Analytics

Data Storage

Certification

Sub-processor

Product/System Ask focused on

Use Case Study 2: Automate Customer Inquiries



Enterprise Privacy Impact Assessment

G
lo

ba
l a

pp
ro

ac
h

DPIA in history

RoPA

Reactive 
Business-
oriented 

Triggering

Overlap of 
DPIAs by 
markets with 
inconsistency

Evolving 
Requirements 

to Trigger 
more DPIAs

Use Case Study 3: (D)PIA Automation 
– Enterprise Privacy Impact Assessment 

Problems to 

be solved:

consistent 

impact 

assessment 

cross 

jurisdiction

Traditional DPIA Approach

Synergy

RoPA

Business 
Strategies

EPIA 
Framework
• Master 

Facts

• Country 
specific 
addendum

Existing DPIAs

Business 
StrategiesInitiate EPIA RoPA Auto-

Update

TIA/CBDT
Compliance Audit 

& Risk Mgt.

Vendor Mgt.



Automation in the Future:
Agentic AI x Privacy



(D)PIA

SOC2

Privacy Audit

ISO27001

APEC CBPR/PRP

Privacy Laws 
Compliance

Refine 
Evaluate 
Documents

Screen
Rank

AI

Generate

Interview

Evidence 
Gathering

Automation in the Future: All in ONE with Agentic AI?

9
0
%

PIPL

9
2
%

GDPR

8
5
%

ISO27001

8
7
%

APEC 
CBPR

Similarity

Discrepancy



Q&A



How Did Things Go?
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let us 
know by filling out a speaker evaluation. 

1. Open the Cvent Events app.

2. Enter IAPP APF25 (case and space sensitive) in search bar. 

3. Tap "Schedule" on the bottom navigation bar.

4. Find this session. Click "Rate this Session" within the description. 

5. Once you’ve answered all three questions, tap "Done".
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