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AGENDA OUTLINE

I Welcome and Introductions
Il. Section 1. Visibility is Paramount — Discover, Analyze & Classify Demonstration

Ill. Section 2: Data Security as a Business Enabler — Securing Pl for Privacy Compliance and Risk
Minimization

IV. Summary and Q&A
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WELCOME AND INTRODUCTIONS

y

Roland Kahl
Lead Solutions Consultant, Data Security
OpenText Cybersecurity
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Data Privacy and Security — Industry Challenges

Success depends on an understanding of our data

I T

Data and applications sprawl,
explosion of data,
“databergs”

Global data volume predicted to
grow to 175 zetabytes in 2025

80% of data is typically
unstructured, cloud services make it
easy to replicate datasets

Data privacy regulations are a
global trend

71% of countries globally have data
privacy laws in effect > about 75%
of the global population

Mandating ethical use and
processing of personal data

Adding complexity to compliance

Growing array of data
security and privacy risks

YoY increase in aggregated GDPR
fines of 50%*

Global average cost per data breach
increased to $4.4M —and $9.48M in
the U.S.**

60% of corporate data now stored in
the cloud™**
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Visibility is Paramount

It begins with Data Discovery & Classification

o



Establishing Data Trust

Apply data lifecycle policies based on
content, age, permissions, relevancy,
and risk - move/migrate; declare as
record; update metadata; legal hold

Respond to information requests
(audit, DSAR, legal)

Data sovereignty
Compliance Sustainability

= Visibility — Data inventory and

Data access monitoring, alerting and
reporting

Rights remediation
Security and risk analytics
User-behavioral analytics

classification eliminating “unknown
) ¢ data”

= Risk Identification — Context-aware
discovery of Pll, PCI, IP and high-value
datasets

= Privacy readiness

= Prioritization of Protection

= Assign categories and business
purpose, prioritize risk reduction

= Ethical use and processing of sensitive
data

= Role-based Remediation by Data
Owners

¢ = Retention and defensible disposition

= Archiving and Retirement

= Access Controls

= De-identification (FPE + Tokenization)
= Reduce Risk Footprint

= Minimize Breach Impact




Enable and Automate Insight-based Remediations

Redundant, Obsolete
& Trivial (ROT) data

opentext: ”~
Data L Data Discovery
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Discover, Analyze & Classify
Demonstration



Data Security as a Business Enabler

Persistently Protecting PIl across the Enterprise



Traditional vs Data Centric Approaches

Persistent Data-Centric Security Minimizes Gaps in Control

SECURITY GAP

Threats to Traditional IT Data Security Persistent
Data Infrastructure Security Ecosystem Gaps Data-centric Protection

Credential Authentication Data and 101
Compromise Management applications 010

Traffic SSL/TLS/ _ o— ) c

Interceptors | firewalls Middleware o— lc:'p o
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Malware, Disk
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Insiders encryption Storage ( E )
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Persistent Field-Level Protection

Name SIN Credit Card # Street Address Postal Code
James Potter 385-121-199 3712 3456 7890 1001 1279 Farland Avenue MS5J 212
Ryan Johnson 857-644-190 5587 0806 2212 0139 111 Grant Street V6B ON8
Carrie Young 761-586-733 5348 9261 0695 2829 4513 Cambridge Court H3B 4C9
Brent Warner 604-416-687 4929 4358 7398 4379 1984 Middleville Road K2V 1A5
Anna Berman 416-034-226 4556 2525 1285 1830 2893 Hamilton Drive R3C 554

Name SIN Credit Card # Street Address Postal Code
Kwfdv Cqvzgk 161-821-199 3712 3486 3545 1001 2890 Ykzbpoi Clpppn M5J 8G4

Veks lounrfo 200-794-190 5587 0856 7634 0139 406 Cmxto Osfalu V6B 5M5
Pdnme Wntob 095-526-733 5348 9209 2367 2829 1498 Zejojtbbx Pgkag H3B 1U8
Eskfw Gzhglv 178-176-687 4929 4333 0934 4379 8261 Saicbmeayqw Yotv K2V 3F2
Jsfk Tbluhm 525-254-226 4556 2545 6223 1830 8412 Wbbhalhs Ueyzg R3C 9G6
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Why Referential Integrity Matters
First Name DOB Year of Birth Deterministic,

871-91-9342 —treizg 2009-08-29 2009 98191 a2s-2881-6363-0024 format-preserving
Lixqurkqejq | 1921-07= 1921 49551 4000-2015-0268-2039 protection leaves database
551-16-2728 Yuyeigp 2000-09-26 2000 49321 s720-28854a640833  SChemas unchanged and
238-98-6254 Tkrhim 1959-10-16 1959 00 5833-0211-4746-1292 retains referentia_l integrity
144-44-2934 1906-03-17 1906 67001 4888-9220-6387-4295 for secure analytlcs
ClaimNo. Claim Status ~ Amount | LabTest ‘Date  Result
3476456 Pending $5,000 Total 2018-02-23 250
cholesterol
1003487586 Fraud Check $17,500 CRP 1 934 2019-05-30 6.2
2348FG 871-91-9342 Approved $22,600 CPK-1 | 871-91-9342 | 2019-09-06 120
234763455 144442934 Heart Ddease  Pending $18,200 CPK-2 | 871-91.9342 | 2019-09-07 30
G234867 871-91-9342 I Personalnjury  Approved $12,300 Total 144442934 2017-06-20 180
cholesterol
CPK-1 551-16-2728 2018-11-17 40
Full Benefits 871-91.9342 97152962 2.0 CRP 091-71-2929 2018-03-14 4.0
Dental Only 551-16-2728 6420-MECZ 4.0 CRP 091-71-2929 2019-03-15 45
Full Benefits 144449342 V3435093 20 CPK-2 091-71-2929 2019-03-17 35

‘ Family Excess 238986254 10211-895 25 #I AP PSym posium26
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Junior Data Scientist

Granular Role-Based Access Control

(Junior Data \

Scientist only
sees fully
protected
data. Credit
Cards can be

Name Street Address Postal Code Credit Card # Province
Kwfdv Cqvzgk 2890 Ykzbpoi Clpppn M5J 9G2 FRER FRER FEE* 1001 Ontario
Veks lounrfo 406 Cmxto Osfalu V6B 504 FREw wwEE FEx* 0139 British Columbia
Pdnme Wntob 1498 Zejojtbbx Pgkag H4B 4U4 FRaw wwkw wwwx 2829 Quebec
Eskfw Gzhglv 8261 Saicbmeayqw Yotv M5V 2E7 FREx dkwx wxxx 4379 Ontario
Jsfk Tbluhm 8412 Wbbhalhs Ueyzg R3C 3P3 FRww wwkw wxxx 1830 Manitoba
Mid-level Data Scientist
Kwfdv Cqvzgk 1279 Farland Avenue M5J 2X2 3712 3486 3545 1001 Ontario
Veks lounrfo 111 Grant Street V6B 6G1 5587 0856 7634 0139 British Columbia
Pdnme Wntob 4513 Cambridge Court H4B 5G0 5348 9209 2367 2829 Quebec
Eskfw Gzhqglv 1984 Middleville Road M5V 1J1 4929 4333 0934 4379 Ontario
Jsfk Tbluhm 2893 Hamilton Drive R3C 5S4 4556 2545 6223 1830 Manitoba
Senior Data Scientist
Name Street Address Postal Code Credit Card # Province
James Potter 1279 Farland Avenue M5J 2X2 3712 3456 7890 1001 Ontario
Ryan Johnson 111 Grant Street V6B 6G1 5587 0806 2212 0139 British Columbia
Carrie Young 4513 Cambridge Court H4B 5G0 5348 9261 0695 2829 Quebec
Brent Warner 1984 Middleville Road M5V 1J1 4929 4358 7398 4379 Ontario
Anna Berman 2893 Hamilton Drive R3C 5S4 4556 2525 1285 1830 Manitoba

further
masked to
also hide the
leading 6

digits. )

Mid-level
Data
Scientist
permitted to
see Street
Addresses
and Postal
Codes.

Senior Data
Scientist
permitted to
see all datain
the clear.

#1APPSymposium26




Recommendations

A

Name SIN Credit Card # Street Address Province
James Potter 385-121-199 3712 3456 7890 1001 1279 Farland Avenue Ontario
Ryan Johnson 857-644-190 5587 0806 2212 0139 111 Grant Street British Columbia
Carrie Young 761-586-733 5348 9261 0695 2829 4513 Cambridge Court Quebec
Brent Warner 604-416-687 4929 4358 7398 4379 1984 Middleville Road Ontario
Anna Berman 416-034-226 4556 2525 1285 1830 2893 Hamilton Drive Manitoba

Name SIN Credit Card # Street Address Province

Kwfdv Cqvzgk 161-821-199 | 3712 3486 3545 1001 2890 Ykzbpoi Clpppn Ontario
Veks lounrfo 200-794-190 5587 0856 7634 0139 406 Cmxto Osfalu British Columbia
Pdnme Wntob 095-526-733 5348 9209 2367 2829 1498 Zejojtbbx Pgkag Quebec
Eskfw Gzhqglv 178-176-687 4929 4333 0934 4379 8261 Saicbmeayqw Yotv Ontario
Jsfk Tbluhm 525-254-226 4556 2545 6223 1830 8412 Wbbhalhs Ueyzg Manitoba
v'  Standards-based Protection (i.e. NIST Certified)
v' Maintain Referential Integrity (Deterministic Algorithm)
v' Preserve logic and usability
v

Leverage stateless technologies for Scalability and Performance
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Scenario: Securing Analytics
in the AWS Cloud



Dataflow Scenario: Securing Analytics in the AWS Cloud

On-Premise Data Center AWS >3
(Landing Zone)

AWS Cloud (VPC)
@ AWS Redshift

On-Prem systems m Lambda
& source data Functions

A\ 4

g Bl and Reporting
— Tools
= > i
a +ableau
~ AWS Glue (ETL)

A\ 4

> External Functions
Voltage ey
SimpleAPI

_‘,_\?ﬁ—;'l‘ |

\ 4

a Voltage —ee AWS Lambda (Faa$)
Key Requests SimpleAPI cyneaness Voltage Functions

Voltage
D B Functions
Key
Q Requests
Voltage

Key Servers

\ 4

\4

Voltage

Key Servers
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OpenText (Voltage) Data Security

20+ Years of Enterprise Data Security deployed at Scale

Industries Top 20 enterprise customers in North America

PCI Apps Mainframe Analytics* Payments
75% 85% 45% 65% 35%

Percentage of customers using OpenText across 7 common use cases

(~platforms). Average number of use cases: 4.5

mtelco @ healthcare

@mmanufacturing  gretail *Many more customers indirectly benefit from ingesting tokenized data into analytic
mfinancial services minsurance environments without requiring de-tokenization.

mlogistics @mlogistics
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OpenText (Voltage) Data Security Value & Differentiators

1. Proven, mature platforms with 20+ years of engineering & real-world deployments at-
scale

Standards-based approach. Creators of the NIST Standard FF1 FPE Algorithm
Enterprise-wide capabilities, On-Premise and Multi-Cloud, with Referential Integrity

. Performance and Scalability required to meet the needs of the largest Enterprises

oA @ N

Discover, Classify and Take Action from a single platform

= Visibility through to Remediation
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Thank you

Q&A

opentext” Cybersecurity
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How Did Things Go?
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let
us know by filling out a speaker evaluation.

Open the IAPP Events app.
Select IAPP Symposium 2026.
Tap "Schedule” on the bottom navigation bar.

Find this session. Click "Rate this Session" within the description.

a & 0 b -~

Once you've answered all three questions, tap "Done".

Thank you!
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