


Unlock Privacy ROI: Why Making 
Cross-Functional Allies Is Key

Tuesday, 7 November

10:00–11:00 PST

13:00-14:00 EST

19:00–20:00 CET
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Meet Your Hosts

Rachael Ormiston

Head of Privacy

Osano

Scott Hertel

CTO & Co-Founder

Osano
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Christian Hyatt

CEO
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• Poll

• Why Collaborate with Other Functions

• How to Build Alliances with Your 

Colleagues

• The Human Work of Privacy Can’t Be 

Automated

• Q&A

Today’s 
Agenda2
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01
It’s mostly just myself 
and/or the privacy 
team—I’m on a privacy 
island!

02

03

04

What Other Teams Do 
You Work with on a 
Regular Basis?

Poll

5

Security

IT

GRC

05 Other
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Why Collaborate with Other 
Functions
Generate Privacy Outcomes and Show ROI



The Problem(s)

• Privacy pros face two consistent challenges:
 

• Privacy is siloed in the organization

• Privacy struggles to prove its value to 
leadership

• Is there a way to kill two birds with one 
stone?

 
• We think so: That’s the idea we’ll be exploring 

in this webinar.
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• Resourcing acts as a bottleneck to 

delivering privacy outcomes

• How can you deliver those outcomes 

AND prove value at the same time?

• Align with teams facing similar 

challenges as privacy:

• Security

• IT

• GRC

Prove Value Early
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What Are Privacy’s Revenue Drivers?

9

Customer Trust

• Compliance expedites deals 
and RFPs 

• If your brand is perceived as 
trustworthy, you’ll attract 
more business

• Risk = $$$ Impact

Market Growth

• Agility to expand

• Readiness to support new 
clients

Operational 

Efficiency

• Identify unnecessary spend

• Streamline workflows / 
optimize results

• Gain visibility supporting 
cross-functional initiatives

52% of consumers have 

already stopped buying from a 
company due to privacy 
concerns*

60% of companies cite lack 

of visibility and insufficient 
access controls as a major 
threat* 

$1,524 —the cost of 

manually handling  a single 
SRR*
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*IDC/Ermetic Survey, 2021 *Pew Research Center Survey, 2019 *“Top Trends in Privacy Driving Your 
Business Through 2024,” Nader Henein, 
Bart Willemsen, Bernard Woo, Gartner, 
May 5, 2022.



Activate These Revenue Drivers Through 
Collaboration

10

Customer Trust

• Customers and prospects 

are looking at the business 

holistically. 

• Audits & certifications

• Trust centers

• Trust marks and 

nutritional labels

• Policies

Market Growth

• Being ready to speak to 
prospects in new verticals 
/ locations

• Choosing vendors to 
help scale

• Training and 
awareness

• Risk registry and 
assessments

Operational 

Efficiency

• Compliance takes place 
across the business

• Procurement 
workflows

• Remove duplicative 
steps / vendors

• Visibility = alignment

• Share internal 
resources / champions
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Why IT, 
Security, and 
GRC?
• The whole org is involved in privacy, but 

these teams are a good place to start.

• Your colleagues in these functions face 

similar issues as privacy. They “speak 

your language.”

• Embedding privacy in more established 

functions can be a force multiplier for 

your efforts.
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How to Build Alliances with 
Your Colleagues
General Advice & Role-Specific Approaches
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How to Strengthen Your 

Working Relationships

General 
Advice for 

Privacy Pros

• Be Curious

• Be Human

• Be a Business Advisor—Not Just a 
Privacy Professional

• Go Principles-First

• Make Sure Everyone’s on the Same 
Page
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Privacy has a major opportunity to showcase its value by 
making a quantifiable impact on the org’s overall security 
posture

Why Collaborate with 
Security

Security + Privacy

14

85% Of companies have experienced some kind of breach

2X Companies with the least rigorous privacy practices are nearly 
twice as likely to suffer a data breach

31% Of cyber insurance underwriters view privacy violations as 
their primary concern for 2024
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Infosecurity magazine, 2023; Osano Data Privacy and Data Breach Link, 2020; 
Looking Ahead: Cyber Liability Insurance Concerns in 2024, 2024 

https://www.infosecurity-magazine.com/news/85-firms-cyber-incidents-11-shadow/
https://www.osano.com/privacy-breach-link
https://woodruffsawyer.com/insights/cyber-looking-ahead-guide


Collaboration Opportunities 

• Get a seat at the table and learn how 

the process works

• Discuss how privacy can mitigate 

cybersecurity risks

 Incident Response

15

Security + Privacy

• Vendors need to undergo PIAs under 

most regs anyways

• What info can you pass onto security?

• What questions or factors does 

security want you to include?

 Loop Security into Vendor Assessments

• Which systems process high volumes 

of data? Highly sensitive data?

• Have they been assessed? Do they 

have protections in place?

 Identify High-Risk Data Stores

• Data privacy is explicitly or implicitly 

relevant to security certs, standards, 

or assessments.

• Make sure Security knows you’re 

available for consultation, and be 

highly responsive when asked

 Consult on Certifications, 
Standards, and Assessments 
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Why Collaborate with 
IT

IT + Privacy

16

56% Of applications used within companies are not owned or 
sanctioned by IT

59 mAre wasted each day on average searching for information 
across disparate systems

21%
Of the mistakes are estimated to resulted from difficulties in 
accessing information across systems

Privacy can help discover shadow IT and guide employees 
back to using sanctioned, vetted systems and tools, improving 
overall efficiency and reducing risk.
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The State of SaaS Sprawl in 2021,2021; Workgeist Report 2021, 2021

https://productiv.com/wp-content/uploads/2021/09/productiv-the-state-of-saas-sprawl-in-2021.pdf
https://assets.qatalog.com/language.work/qatalog-2021-workgeist-report.pdf


Collaboration Opportunities 

• Privacy Awareness

• Train on how to recognize 

subject rights / systems of 

impact

• Automate workflows

• Reduce manual workload and 

risk of human error

 Shift Left on Subject Rights Requests

17

IT + Privacy

• IT security to secure data

• Phishing simulations

• Password management

• Architect and design to minimize 

data collection

• Set privacy as default (access, 

share)

• Share methods for secure data 

transmission

 Embed Privacy-by-Design

• Data classification and data loss 

prevention

• Rulesets for auto detection

• Incident detection / response 

readiness

• Procurement process

• Vendor reviews

• Approved / triaged routes

• Business continuity / disaster 

recovery

• Identification of critical systems

 Provide Data-Level Visibility
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Like the privacy function, GRC depends upon the organization’s 

adherence to certain protocols and best practices for success.  Privacy 

has a direct correspondence with the GRC function—aligning these 

teams is a no-brainer.

Why Collaborate with 
GRC

GRC + Privacy

18

530k
One study found that the average company has over 
530,000 sensitive files—17% of which are accessible to 
every employee.

19+
The US has over 19 comprehensive data privacy laws and 
counting—not to mention international laws and AI laws like 
the CO AI Act or EU AI Act.
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2019 Global Data Risk Report, 2019

https://info.varonis.com/hubfs/Varonis%202019%20Global%20Data%20Risk%20Report.pdf


Collaboration Opportunities 

• Risk management

• PIAs

• TIAs

• LIAs

• Risk tracking based on risk tolerance

• Acceptance

• Mitigation

• Resolve

 Assessments, assessments, 
assessments

19

GRC + Privacy

• Contracts

• Collection

• Minimization

• Deletion / Retention

 Be a Source of Discovery for 
GRC

• Process alignment

• Budget sharing

• Risk management oversight

• Reporting

• Metrics

 Consolidate Workflows
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The Human Work of Privacy 
Can’t Be Automated
Use Software to Gain the Time You Need
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• Software cannot:

• Discover your colleagues’ priorities and 
requirements

• Provide privacy training 

• Develop a culture of privacy

• Make the business case for your privacy program

• Software can:

• Expedite your subject rights request process

• Discover personal data stores across your 
organization

• Manage consent on your website and other 
channels

• Streamline your assessments workflow

Automate What You 
Can, Where You Can

Gaining Time for the Human Work of Privacy
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Here’s How Osano Can Help

22

Subject Rights 
Management

Map your organizations’ 
data flows.

Data Mapping

Manage consents and 
preferences across 

touchpoints.

Unified Consent & 
Preference Hub

Track and assess vendor risk. 

Vendor Privacy 
Risk  Management Centralize and streamline all 

your privacy assessments.

Assessments

Automate your subject 
rights workflow. 

Manage consent for 
data privacy laws in 

50+ countries.

Cookie Consent
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Stay In Touch and Learn More!

23

Check out the Osano BlogSchedule a Demo
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https://www.osano.com/articles
https://www.osano.com/request/demo


Q&A
Ask your most pressing data privacy questions.



Web Conference

Participant Feedback Survey

Please take this quick (2 minute) survey to let us know how satisfied you 

were with this program and to provide us with suggestions for future 

improvement.

Click here: https://iapp.questionpro.com/t/ACtQeZ4SiW 

Thank you in advance!  

For more information: www.iapp.org

https://iapp.questionpro.com/t/ACtQeZ4SiW
http://www.iapp.org/


Attention IAPP Certified Privacy Professionals:

   This IAPP web conference may be applied toward the continuing privacy education     

   (CPE) requirements of your CIPP/US, CIPP/E, CIPP/A, CIPP/C, CIPT or CIPM 

   credential worth 1.0 credit hour. IAPP-certified professionals who are the named 

   participant of the registration will automatically receive credit. If another certified 

   professional has participated in the program but is not the named participant then 

   the individual may submit for credit by submitting the continuing education 

   application form here: submit for CPE credits. 

Continuing Legal Education Credits:

   The IAPP provides certificates of attendance to web conference attendees.

   Certificates must be self-submitted to the appropriate jurisdiction for 

   continuing education credits. Please consult your specific governing body’s 

   rules and regulations to confirm if a web conference is an eligible format

   for attaining credits. Each IAPP web conference offers either 60 or 90 minutes of 

   programming. 

https://my.iapp.org/prog__submitcomponent


For questions on this or other 

IAPP Web Conferences or recordings 

or to obtain a copy of the slide presentation 

please contact: livewebconteam@iapp.org 

mailto:dave@iapp.org


Thank You!
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