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Exterro Data Risk Management Platform
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Exterro Privacy and Data Governance Suite
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Data Minimization Legislative

Landscape




Data Minimization: Defined in law and in practice

The principle that personal data collected should be adequate, relevant, and limited to what is necessary in
relation to the purposes for which it is processed.

« UKICO: “Collecting the minimum amount of personal data that you need to deliver an element of your
service.” “The data minimisation principle requires you to identify the minimum amount of personal
data you need to fulfil your purpose, and to only process that information, and no more.”

- EU Data Protection Supervisor: “A data controller should limit the collection of personal information to
what is directly relevant and necessary to accomplish a specified purpose. They should also retain the
data only for as long as is necessary to fulfil that purpose. In other words, data controllers should collect
only the personal data they really need, and should keep it only for as long as they need it.”

< Cal. Privacy Protection Agency: “Businesses should collect consumers’ personal information only to

the extent that it is relevant and limited to what is necessary in relation to the purposes for which it is
being collected, used, and shared.”
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Data Minimization: Statutory Definitions

- GDPR: “Personal data shall be: (c) adequate, relevant, and limited to what is necessary in relation to the purposes for
which they are processed.” (Article 5(1)(c)).

«  CCPA:“Abusiness’ collection, use, retention and sharing of a consumer’s personal information shall be reasonably
necessary and proportionate to achieve the purposes for which the personal information was collected or
processed...and not further processed in a manner that is incompatible with those purposes.” (Cal. Civ. Code §
1798.100(c)).

* Whether a business’s processing of consumer personal information is “reasonably necessary and
proportionate” is based on several factors, including “the minimum personal information that is necessary to
achieve the purpose identified.” (11 CCR § 7002(d).

«  EUAI Act: "The right to privacy and to protection of personal data must be guaranteed throughout the entire lifecycle
of the Al system. In this regard, the principles of data minimisation and data protection by design and by default, as set
out in Union data protection law, are applicable when personal data is processed.” (Rec. 69).

« American Privacy Rights Act (Updated 5/21): A covered entity may not collect, process, retain, or transfer covered
data of an individual or direct a service provider to collect, process, retain, or transfer covered data of an individual
beyond what is necessary, proportionate, and limited (1) to provide or maintain (A) a specific product or service
requested by the individual to whom the data pertains...(B) a communication, that is not an advertisement, by the
covered entity to the individual reasonably anticipated within the context of the relationship; or (2) for a purpose
expressly permitted under subsection (d) [referring to permitted purposes].” (APRA, § 102)
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Data Minimization: Examples in the Law

«  CCPA: “To complete an online purchase and send an email confirmation of the purchase to the consumer, an online retailer
may need the consumer's order information, payment and shipping information, and email address.”

Purpose: To complete an online purchase and send email confirmation.

Necessary Data: (1) order information; (2) payment & shipping information; (3) email address.

Adequacy: All of the necessary information is sufficient to fulfill the intended purpose.

Relevant: The data being used has a rational link to that purposes, i.e., one would expect the data is needed for the
purposes.

Limited to What Is Necessary: The business does not process or retain more than is needed to fulfill the purpose.

* Colorado Privacy Act:

Personal data shall only be kept in a form which allows for identification of consumers for as long as is necessary for the
express purposes of processing. (Applying retention limits and/or deidentification/anonymization controls).

Personal data no longer necessary, adequate, or relevant to the express purposes of processing shall be deleted by the
controller and the processors with whom the personal data is shared.

Biometric identifiers hall be reviewed at least once per year for data minimization principles and this assessment must
be documented.

Sensitive data for which controllers no longer have consent to process should be deleted or otherwise rendered
permanently anonymized or inaccessible within a reasonable period of time after withdrawal of consent.

Controller shall not collect personal data other than those disclosed in its required privacy notice.
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Data Minimization: Practical Guidance

« Start with this question: “Do we even need to process personal information for our stated purpose?”
» Canwe achieve the same purpose by processing less personal information, or using deidentified or aggregate personal data?

* Key Minimization Elements:

« Dataavoidance - Avoid processing personal data altogether when this is possible for the relevant purpose.

« Limitation - Limit the amount of personal data collected to what is necessary for the purpose.

« Access limitation - Shape the data processing in a way that a minimal number of people need access to personal data to perform
their duties, and limit access accordingly.

* Relevance - Personal data should be relevant to the processing in question, and the controller should be able to demonstrate this
relevance.

« Necessity - Each personal data category shall be necessary for the specified purposes and should only be processed if it is not
possible to fulfil the purpose by other means.

« Aggregation - Use aggregated data when possible.

* Pseudonymization - Pseudonymize personal data as soon as it is no longer necessary to have directly identifiable personal data, and
store identification keys separately.

* Anonymization and deletion - Where personal data is not, or no longer necessary for the purpose, personal data shall be
anonymized or deleted.

« Data flow - The data flow should be made efficient enough to not create more copies than necessary.

- “State of the art” - The controller should apply up to date and appropriate technologies for data avoidance and minimization.

iapp.org




CPPA: Enforcement Advisory No. 2024-01

First enforcement advisory issued in 2024—signaling that data minimization will be enforced against businesses subject to the

CCPA.

“Certain businesses are asking consumers to provided excessive and unnecessary personal information in response to requests that
consumers make under the CCPA.”
Explaining data minimization principles within the context of the CCPA:

Data Minimization Applies Processing Consumer Privacy Requests, including:
* Opt-Out Preference Signals
* Request to Opt-Out Sale/Sharing
* Requests to Limit Use & Disclosure of Sensitive Personal Information
* \Verification of Consumer Rights Requests

Four Questions to ask in data minimization (consistent with 11 CCR § 7002(c)-(d):

What is the minimum amount of personal information necessary for our business to fulfill our purpose, e.g., honor a request
to opt-out of sale/sharing?

Do we need to ask for more personal information than we already have to fulfill our purposes?
What are the possible negative impacts if we collect additional personal information?

Could we put in place additional safeguards to address the possible negative impacts?
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Operationalizing Data Minimization




Quiz Time...

Question 1: More people today have a smart device than an
indoor toilet.

* True

 False
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Quiz Time...

Question 2: By 2020, Intel had roughly _ petabytes of data
(growing at ~__ % per year).

)
) 101/35
) 155/45

a) 52/25
b

C

d) 235/50

(
(
(
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Big Data and e-Discovery

CASE INPOINT
—

by Tem Fishburne

WE'RE CONDUCTING
A BIG MANUAL REVIEW

RIGHT NOW

CRLUVNIAL tev/ot v T
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What is legacy data?

Redundant, Obsolete, Trivial and Unknown

Legacy data tends to be:

« Redundant
- Duplicates and unauthorized copies
Obsolete

- No longer in use or out of date

- Determined through creation, last modified
or accessed date and retention policy

Trivial
- File type with no content value
Legacy data resides in:

« Legacy applications and repositories,

« Unmanaged SharePoint sites,
file shares and mail systems
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What is dark data?

What lies hidden in your enterprise data...the unknown?

Dark data tends to be:
« Human readable
Unstructured
Unindexed
Unmanaged
Inactive
Orphaned
Dark data resides in:
« File servers
+ SharePoint
« Email servers

© 2024 Exterro, Inc. All rights reserved.




Why Information Governance? Impact on Legal Spend

Example of Volumes in the E-Discovery Life cycle

The Average Case of at Microsoft
Preserved =
48,431,250 pages

Sincerely, -
- Tt~
~ =

—— ‘“ﬁ*\ﬁ)
David M. Howard—
COIIeCted & PI’OCGSSGS = Corporate Vice President, Deputy Generai Counsel

12,915,000 pages Microsoft Corporation

Legal & Corporate Affairs — Liti

dhoward@microsoft.com

Direct: 425-704-8685

Honorable David G. Campbell Jondthan Paimer

R . d _ Senior Attorney
Chair, Advisory Committee on Civil Rules eviewed = lbgeyishichyes NI
United States District Court 645,750 pages 4

623 Sandra Day O’Connor [ %W
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401 West Washington Street Produced =
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Elevator Pitch - C-SUITE

Privacy # Security
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Middle Managers
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Enforceable Retention Schedule

Record Type Retention Authority Trigger

Affirmative Action Files

o 2 Years
15 ang W

Benefit Folder

Official documentation for employeas' enrollment in

medical, insurance and 401K plans. Includes beneficiary 6 Years

cards, designation recor utplacement benefit—

statements of health benefits, contributions, cob

Disability Records

t-term and long-term disabiiity _daim

EASY TO UNDERSTAND. _ CLEAR DIRECTIONS
SR Nl e= Y= Drug Screening Records : 29 CFR 162 ATV ENABLE COMPLIANCE.

EEO Compliance Records 10 Years Legal Calendar
EEQ-1, EEP-2 and annual affirmative action reports. o Consideration Year

Medical Files
Includes medical records, doctor notes, authorization for 29 CFR 1904 Terminated
treat

Payroll Records

State Payroll Calendar Year

Terminated

ggreements, non-Ccompete reco
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BRONZE

MEMBER

PRIVACY
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qo! privacy?
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Strategic Benefits

K

(L

Reduce Risk of
Litigation and
Fines

Reduce Storage
Costs

_g'i

»

Reduce Expected
Cost of aData
Breach

Reduce Cyber
Insurance Premiums
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Challenges

+ |ldentifying data that must be retained:
* Legal holds
« Retention requirements

 Business reasons
 Al'sdata needs




Roadmap for Addressing Challenges

=

|dentify high-risk systems
2. Classify and catalog high-risk systems
a) Leverage a datadiscovery solution
b) Build adata catalog
3. ldentify necessary data
a) ldentify data on legal hold
b) ldentify data that must be retained because of retention
regulations
c) ldentify data necessary for business reasons
Push delete/minimize data!
Throughout: Get buy-in by building processes and using tools that
meet each stakeholders’ unique needs

S
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Questions?

Fahad Diwan
JD, FIP, CIPP/C, CIPM
Director of Product Mktg & Mmgmt,
Privacy & Al Governance, Exterro

Michael Hellbusch
JD, CIPP/E, CIPP/US, CIPM
Partner
Ruten & Tucker LLP

Daniel K. Christensen
JD, MBA, FIP, CIPP/US CIPP/E, CIPM
VP Global Privacy & DPO
Verra Mobility
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iapp

Web Conference
Participant Feedback Survey

Please take this quick (2 minute) survey to let us know how
satisfied you were with this program and to provide us with
suggestions for future improvement.

Click here: https://iapp.questionpro.com/t/AOhP6Z2UWP

Thank you in advance!

For more information: www.iapp.org



https://iapp.questionpro.com/t/AOhP6Z2UWP
http://www.iapp.org/

lapp

Attention IAPP Certified Privacy Professionals:
This IAPP web conference may be applied toward the continuing privacy education
(CPE) requirements of your CIPP/US, CIPP/E, CIPP/A, CIPP/C, CIPT or CIPM
credential worth 1.0 credit hour. IAPP-certified professionals who are the named
participant of the registration will automatically receive credit. If another certified
professional has participated in the program but is not the named participant then
the individual may submit for credit by submitting the continuing education
application form here: submit for CPE credits.

Continuing Legal Education Credits:
The IAPP provides certificates of attendance to web conference attendees.
Certificates must be self-submitted to the appropriate jurisdiction for
continuing education credits. Please consult your specific governing body’s
rules and regulations to confirm if a web conference is an eligible format
for attaining credits. Each IAPP web conference offers either 60 or 90 minutes of
programming.

iapp.org



https://my.iapp.org/prog__submitcomponent

For questions on this or other

|APP Web Conferences or recordings

or to obtain a copy of the slide presentation please
contact:

livewebconteam®iapp.org



mailto:dave@iapp.org
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