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he intersection of privacy and Al governance reveals numerous similarities and

differences, providing valuable insights about each area's impact on the other.
To better understand such insights, a comparative analysis illustrates that privacy
influences Al and vice versa, while highlighting existing gaps or tensions. One notable
observation from this analysis is the "shared" terminology between privacy and Al
governance. However, disparities and conflicts in term usage demonstrate varied
interpretations and meanings. Therefore, focusing on this intersection is crucial not
only for comprehending the gaps between terms, e.g., data minimization versus
democratization, but also for grasping the convergence of these two fields.

The accompanying Venn diagram is a nonexhaustive illustration of the more
important domains shared by and distinct to privacy and Al governance. The
center of the diagram does not fully elaborate on all concepts but presents broader,
overarching ideas as the concepts are a blend of principles, harms, risks and types
of technology. The associated resource table provides a deeper understanding of
this intersection by further exploring these specific domains and dissecting them
into nuanced principles. Specifically, the table provides a nonexhaustive inventory
of IAPP and other relevant resources that deliver valuable insights and knowledge
to professionals. For further elaboration on specific terms found within the Venn
diagram and resource table, please refer to the IAPP's Key Terms for Al Governance
and Glossary of Privacy Terms.

Last updated May 2024.


https://iapp.org/resources/article/key-terms-for-ai-governance/
https://iapp.org/resources/glossary/

The Intersection of Privacy and Al Governance

PRIVACY Al GOVERNANCE

( By design and default >
(Supervision and enforcement> CData genoeratization >

(Data minimizati0n> < Data governance > < Data generation (aggregation

effect/inference economy)

Data/development I|fe> < Individual rights
cycle management
< Data sharing/transfers > Clntellectual property>

< Impact assessments ) C Risk management )
<Compute governance >
<Personal data only> C Data collection > C Incident response >

‘ Al systems and machine learning
Data processing

(including other algorithms) knowledge

*The concepts that intersect privacy and Al governance are expanded on in the resource table on the following pages and can be clicked to navigate to its location.
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Navigate to: Venn diagram | By design and default | Data governance | Consumer protection | Relating to data and security

Principle

BY DESIGN AND DEFAULT

IAPP resources

Regulatory guidance and other resources

— "Ethical Al by design: How responsible Al yields a brighter
tomorrow" web conference recording
- "R ible Al: Putting data ethics int tion"
esponsible y mg ata ethics info action European Commission's Ethics By Design and Ethics
web conference recording .
Ethics by design of Use Approaches for Al guidance
— "Al and ethics: New devel ts, lat iderati . .
an .e s . evy e\‘/'e OPMEN's, regliatory c9n5| erations UNESCO's Recommendation on the Ethics of Al
and ethical obligations" web conference recording B —
— "Building ethics into privacy frameworks for big data
and Al" white paper
National Institute of Standards and Technology's Al Risk
Management Framework Section 3.6 on privacy-enhanced Al
— Privacy tech and privacy by design topic page
UNESCO's Recommendation on the Ethics of Al, Principle 34
—> "Strategic Privacy by Design, Second Edition" _ o
by R. Jason Cronk, CIPP/US, CIPM, CIPT, FIP European Data Protection Board Guidelines 4/2019
on Article 25 Data Protection by Design and by Default
— "Cybersecurity Law Fundamentals, Second Edition" | | I g I
; EU General Data Protection Regulation Article 25 and Recital 78
Privacy by design/data protection by James X. Dempsey and John P. Carlin . o ‘ . .
by design (default) — |APP-EY Privacy Governance Report 2023 U.K. Information Commissioner's Office guidance
on data protection by design and default
— Privacy engineering domains chart series
) . . . . Privacy by design guide from Spain's data protection authority,
- "How to operationalize privacy by design" article the Agencia Espafiola de Proteccion de Datos
— "Privacy by design to evolve beyond compliance and enforce

responsible use of data" web conference recording

Secure Controls Framework's guide to cybersecurity
and data privacy by design principles

ICO's "Privacy in the product design lifecycle" article
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https://iapp.org/resources/article/web-conference-ethical-ai-by-design-how-responsible-ai-yields-a-brighter-tomorrow/
https://iapp.org/resources/article/responsible-ai-putting-data-ethics-into-action/
https://iapp.org/resources/article/ai-ethics-regulatory-considerations/
https://iapp.org/resources/article/building-ethics-into-privacy-frameworks-for-big-data-and-ai/
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/ethics-by-design-and-ethics-of-use-approaches-for-artificial-intelligence_he_en.pdf
https://unesdoc.unesco.org/ark:/48223/pf0000381137
https://iapp.org/resources/topics/privacy-tech-and-privacy-by-design/
https://iapp.org/resources/article/strategic-privacy-by-design/
https://iapp.org/resources/article/cybersecurity-law-fundamentals/
https://iapp.org/media/pdf/resource_center/IAPP_EY_Annual_Privacy_Governance_Report_2023.pdf
https://iapp.org/resources/article/privacy-engineering-domains/
https://iapp.org/news/a/how-to-operationalize-privacy-by-design/
https://iapp.org/resources/article/web-conference-privacy-by-design-to-evolve-beyond-compliance-enforce-responsible-use-of-data/
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf
https://unesdoc.unesco.org/in/documentViewer.xhtml?v=2.1.196&id=p::usmarcdef_0000381137&file=/in/rest/annotationSVC/DownloadWatermarkedAttachment/attach_import_e86c4b5d-5af9-4e15-be60-82f1a09956fd%3F_%3D381137eng.pdf&locale=en&multi=true&ark=/ark:/48223/pf0000381137/PDF/381137eng.pdf#1517_21_EN_SHS_int.indd%3A.8926%3A6
https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-42019-article-25-data-protection-design-and_en
https://gdpr-info.eu/art-25-gdpr/
https://gdpr-info.eu/recitals/no-78/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/guide-to-accountability-and-governance/accountability-and-governance/data-protection-by-design-and-default/
https://www.aepd.es/guides/guide-to-privacy-by-design.pdf
https://iapp.org/resources/article/security-privacy-by-design-principles-sp/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/designing-products-that-protect-privacy/privacy-in-the-product-design-lifecycle/
https://iapp.org

Principle

Nondiscrimination,
bias and fairness

Navigate to: Venn diagram | By design and default | Data governance | Consumer protection | Relating to data and security

-

-

-

-

DATA GOVERNANCE

IAPP resources

Privacy and Al Governance Report

"Privacy and responsible Al" article

"The Al Act's debiasing exception to the GDPR" article

"Well-intentioned debiasing methods that hamper Al
governance tools" article

"Data bias: Al fairness and the need for diversity in
privacy/data/Al governance" web conference recording

"What is the role of privacy professionals in preventing
discrimination and ensuring equal treatment?" article

"Utilizing PIAs to limit institutional discrimination
and bias" article

"The Al Act's debiasing exception to the GDPR" article

"Antidiscriminatory algorithmic accountability: Transparency

by design in Al-powered decision-making" article

"Biased Al systems face the music: Analyzing the
FTC's Rite Aid enforcement" article

"Well-intentioned debiasing methods that hamper
Al governance tools" article

"Using sensitive data to prevent Al discrimination:
Does the EU GDPR need a new exception?" article

-

-

Regulatory guidance and other resources

ICO's guide to U.K. GDPR Article 5

ICO's "How do we ensure fairness in AlI?" article

U.S. Federal Trade Commission's decision that Al developers
and companies are accountable for Al being transparent, fair
and empirically sound

EU GDPR Article 5, Recital 39 and Recital 60

NIST's Special Publication 1270

— Joint statement on enforcement efforts against discrimination

N

and bias in automated systems by U.S. federal agencies, namely
the Department of Justice, FTC, Equal Employment Opportunity
Commission and Consumer Financial Protection Bureau

Organisation for Economic Co-operation and
Development's Al Principle 1.2

UNESCO's Recommendation on the Ethics of Al,
Principles 28, 29 and 30

Singapore's Al Verify principle of ensuring fairness
EU GDPR Article 9 and Recital 51

ICO's "What about fairness, bias and discrimination?" article

U.S. Executive Order on the Safe, Secure, and Trustworthy
Development and Use of Al
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https://iapp.org/media/pdf/resource_center/privacy_ai_governance_report.pdf
https://iapp.org/news/a/privacy-and-responsible-ai/
https://iapp.org/news/a/the-ai-acts-debiasing-exception-to-the-gdpr/
https://iapp.org/news/a/the-well-intentioned-debiasing-methods-that-hamper-ai-governance-tools/
https://iapp.org/resources/article/data-bias-ai-fairness-and-the-need-for-diversity-in-privacy-data-ai-governance/
https://iapp.org/news/a/what-is-the-role-of-privacy-professionals-in-preventing-discrimination-and-ensuring-equal-treatment/
https://iapp.org/news/a/utilizing-pias-to-limit-institutional-discrimination-and-bias/
https://iapp.org/news/a/the-ai-acts-debiasing-exception-to-the-gdpr/
https://iapp.org/news/a/anti-discriminatory-algorithmic-accountability-transparency-by-design-in-ai-powered-decision-making/
https://iapp.org/news/a/biased-ai-systems-face-the-music-analyzing-the-ftcs-rite-aid-enforcement/
https://iapp.org/news/a/the-well-intentioned-debiasing-methods-that-hamper-ai-governance-tools/
https://iapp.org/news/a/using-sensitive-data-to-prevent-ai-discrimination-does-the-eu-gdpr-need-a-new-exception/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-protection-principles/a-guide-to-the-data-protection-principles/the-principles/lawfulness-fairness-and-transparency/#fairness
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/guidance-on-ai-and-data-protection/how-do-we-ensure-fairness-in-ai/
https://www.ftc.gov/business-guidance/blog/2021/04/aiming-truth-fairness-equity-your-companys-use-ai
https://gdpr-info.eu/art-5-gdpr/
https://gdpr-info.eu/recitals/no-39/
https://gdpr-info.eu/recitals/no-60/
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1270.pdf
https://www.ftc.gov/system/files/ftc_gov/pdf/EEOC-CRT-FTC-CFPB-AI-Joint-Statement%28final%29.pdf
https://oecd.ai/en/dashboards/ai-principles/P6
https://unesdoc.unesco.org/in/documentViewer.xhtml?v=2.1.196&id=p::usmarcdef_0000381137&file=/in/rest/annotationSVC/DownloadWatermarkedAttachment/attach_import_e86c4b5d-5af9-4e15-be60-82f1a09956fd%3F_%3D381137eng.pdf&locale=en&multi=true&ark=/ark:/48223/pf0000381137/PDF/381137eng.pdf#1517_21_EN_SHS_int.indd%3A.8926%3A6
https://fpf.org/blog/ai-verify-singapores-ai-governance-testing-initiative-explained/
https://gdpr-info.eu/art-9-gdpr/
https://gdpr-info.eu/recitals/no-51/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/guidance-on-ai-and-data-protection/how-do-we-ensure-fairness-in-ai/what-about-fairness-bias-and-discrimination/
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/
https://iapp.org

Navigate to: Venn diagram | By design and default | Data governance | Consumer protection | Relating to data and security

DATA GOVERNANCE

Principle ‘ IAPP resources ‘ Regulatory guidance and other resources

EU GDPR Article 5, Article 12, Recital 39, Recital 58 and Recital 60
ICO's guide to U.K. GDPR Article 5

ICO's "How do we ensure transparency in Al?" article

N

FTC decision that Al developers and companies are accountable

) . . for Al being transparent, fair and empirically sound
- "Privacy and responsible Al" article & P P y

{

Transparency EU Al Act Chapter 3 and Article 50

— "Consumers say trust depends on transparency" article

{

NIST's Al RMF Section 3.4 on accountable and transparent Al

- China's Interim Measures for the Management of Generative
Al Services, Articles 10 and 11

— Singapore's Al Verify principles of transparency
and explainability

— Centre for Information Policy Leadership's organizational
accountability resources

— CIPL's Al and Data Protection: Delivering Sustainable
Al Accountability in Practice report

—> Accountability topic page — 1CO's Accountability Framework
—> Privacy and Al Governance Report - National Telecommunications and Information Administration's
Human oversight/accountability — "Privacy and responsible Al" article Al Accountability Policy Report
— "Why demonstrable accountability matters" article — UNESCO's Recommendation on the Ethics of Al
. ) Principles 35 and 36
- "CIPL report explores 'the age of accountability™ article

— OECD's Al Principle 1.5

— Singapore's Al Verify principle of ensuring proper (human)
management and oversight of the Al system

- European Commission's Guidelines on the Ethics of Al
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https://iapp.org/news/a/privacy-and-responsible-ai/
https://iapp.org/news/a/consumers-say-trust-depends-on-transparency/
https://gdpr-info.eu/art-5-gdpr/
https://gdpr-info.eu/art-12-gdpr/
https://gdpr-info.eu/recitals/no-39/
https://gdpr-info.eu/recitals/no-58/
https://gdpr-info.eu/recitals/no-60/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-protection-principles/a-guide-to-the-data-protection-principles/the-principles/lawfulness-fairness-and-transparency/#fairness
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/guidance-on-ai-and-data-protection/how-do-we-ensure-transparency-in-ai/
https://www.ftc.gov/business-guidance/blog/2021/04/aiming-truth-fairness-equity-your-companys-use-ai
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0138-FNL-COR01_EN.pdf
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf
https://www.chinalawtranslate.com/en/generative-ai-interim/
https://fpf.org/blog/ai-verify-singapores-ai-governance-testing-initiative-explained/
https://iapp.org/resources/topics/accountability-2/
https://iapp.org/media/pdf/resource_center/privacy_ai_governance_report.pdf
https://iapp.org/news/a/privacy-and-responsible-ai/
https://iapp.org/news/a/why-demonstrable-accountability-matters/
https://iapp.org/news/a/the-age-of-accountability-cipl-report-explores-accountabilitys-importance-in-data-privacy/
https://www.informationpolicycentre.com/organizational-accountability.html
https://iapp.org/resources/article/artificial-intelligence-and-data-protection-delivering-sustainable-ai-accountability-in-practice/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-governance/accountability-framework/
https://www.ntia.doc.gov/sites/default/files/publications/ntia_ai_report_final-3-27-24.pdf
https://unesdoc.unesco.org/in/documentViewer.xhtml?v=2.1.196&id=p::usmarcdef_0000381137&file=/in/rest/annotationSVC/DownloadWatermarkedAttachment/attach_import_e86c4b5d-5af9-4e15-be60-82f1a09956fd%3F_%3D381137eng.pdf&locale=en&multi=true&ark=/ark:/48223/pf0000381137/PDF/381137eng.pdf#1517_21_EN_SHS_int.indd%3A.8926%3A6
https://oecd.ai/en/dashboards/ai-principles/P9
https://fpf.org/blog/ai-verify-singapores-ai-governance-testing-initiative-explained/
https://www.europarl.europa.eu/RegData/etudes/BRIE/2019/640163/EPRS_BRI(2019)640163_EN.pdf
https://iapp.org
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Principle

DATA GOVERNANCE

IAPP resources

Regulatory guidance and other resources

- .The prlyacy pro S gwde'to explainability — Royal Society's policy briefing on explainable Al
in machine learning" article
Explainability/interpretability "5 things to know about Al model cards” article — ICO's "Explaining decisions made with Al" white paper
" . . — = NIST's Four Principles of Explainable Al assessment
— "Al governance: What is being governed?" article —
" - ) R - NIST's Al RMF Section 3.5 on explainable and interpretable Al
— "Explaining model disgorgement" article I
Principle IAPP resources Regulatory guidance and other resources
— Definitions of the right of access, right to object, right

Individual rights

NN

2

{

to rectification, right to be forgotten, right to restriction
and right to data portability

"Data portability in the EU: An obscure data subject right" article

"Regulating for Al success" article

"The Al Act's debiasing exception to the GDPR" article

"Top 10 operational responses to the GDPR Part 7:
Accommodating data subjects' rights" article

"How to comply with the right to erasure" article

"The right to be forgotten: Managing GDPR risk of data erasure
for businesses" web conference recording

— GDPR Articles 12-23 and Recital 59

— ICO's "How do we ensure individual rights in our
Al systems?" article

— Bird & Bird's guide to subject access, rectification and
portability under the GDPR

— CIPL's "Data subject rights under the GDPR in a global data
driven and connected world" white paper

— Ireland's Data Protection Commission guide to access rights
and responsibilities under the GDPR
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https://iapp.org/news/a/the-privacy-pros-guide-to-explainability-in-machine-learning/
https://iapp.org/news/a/5-things-to-know-about-ai-model-cards/
https://iapp.org/news/a/ai-governance-what-is-being-governed/
https://iapp.org/news/a/explaining-model-disgorgement/
https://royalsociety.org/-/media/policy/projects/explainable-ai/AI-and-interpretability-policy-briefing.pdf
https://iapp.org/resources/article/ico-explaining-decisions-made-with-ai/
https://nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8312.pdf
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf
https://iapp.org/resources/article/right-of-access/
https://iapp.org/resources/article/right-to-object-2/
https://iapp.org/resources/article/rectification-2/
https://iapp.org/resources/article/rectification-2/
https://iapp.org/resources/article/right-to-be-forgotten/
https://iapp.org/resources/article/right-to-restriction/
https://iapp.org/resources/article/data-portability/
https://iapp.org/news/a/data-portability-in-the-eu-an-obscure-data-subject-right/
https://iapp.org/news/a/regulating-for-ai-success/
https://iapp.org/news/a/the-ai-acts-debiasing-exception-to-the-gdpr/
https://iapp.org/news/a/top-10-operational-responses-to-the-gdpr-part-7-accommodating-data-subjects-rights/
https://iapp.org/news/a/how-to-comply-with-the-right-to-erasure-if-you-havent-already/
https://iapp.org/resources/topics/web-conferences/a0l1P00000EXXsAQAX/
https://gdpr-info.eu/chapter-3/
https://gdpr-info.eu/recitals/no-59/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/guidance-on-ai-and-data-protection/how-do-we-ensure-individual-rights-in-our-ai-systems/
https://iapp.org/resources/article/guide-to-the-gdpr-subject-access-rectification-and-portability/
https://www.informationpolicycentre.com/uploads/5/7/1/0/57104281/cipl_white_paper_on_data_subject_rights_under_the_gdpr_in_a_global_data_driven_and_connected_world__8_july_2020_.pdf
https://iapp.org/resources/article/access-rights-and-responsibilities-a-guide-for-individuals-and-organisations/
https://iapp.org
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Principle

Supervision and enforcement

N

{

{

CONSUMER PROTECTION
IAPP resources

Enforcement topic page
Global privacy and data protection enforcement database
"Al regulatory enforcement around the world" article

"EDPB coordinated enforcement sheds light
on DPO compliance" article

"Evaluating the use of Al in privacy program operations" article

"Practical considerations from EU enforcement" article series,
Part 1 and Part 2

GDPR enforcement priorities infographic

Regulatory guidance and other resources

— GDPR Article 51 and Articles 77-84

— FTC's "Al (and other) companies: Quietly changing your terms
of service could be unfair or deceptive" article

— European Commission's Al Office

- Joint statement on enforcement efforts against discrimination
and bias in automated systems by U.S. federal agencies, namely
the DOJ, FTC, EEOC and CFPB

Principle

Data/Development life
cycle management

RELATING TO DATA AND SECURITY

IAPP resources

"Establishing governance for Al systems" article

"Evaluating the use of Al in privacy program operations" article

"Data life cycle: The privacy path less chosen"
web conference recording

"Practical privacy: operationalizing the data governance
life cycle" web conference recording

"Privacy Program Management, Third Edition" by Russell
Densmore, CIPP/E, CIPP/US, CIPM, CIPT, FIP

Regulatory guidance and other resources

IBM's overview of Al model life cycle management
NIST's Al RMF Al life cycle
OECD's framework for classifying Al systems

OECD's guidance on the Al system life cycle

N

U.S. General Services Administration's guide to understanding
and managing the Al life cycle
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https://iapp.org/resources/topics/enforcement/
https://iapp.org/resources/global-privacy-and-data-protection-enforcement-database/
https://iapp.org/news/a/ai-regulatory-enforcement-around-the-world/
https://iapp.org/news/a/edpb-coordinated-enforcement-sheds-light-on-dpo-compliance/
https://iapp.org/news/a/evaluating-the-use-of-ai-in-privacy-program-operations/
https://iapp.org/resources/article/practical-considerations-eu-enforcement/
https://iapp.org/resources/article/practical-considerations-eu-enforcement-pt2/
https://iapp.org/resources/article/gdpr-enforcement-priorities/
https://gdpr-info.eu/art-51-gdpr/
https://gdpr-info.eu/chapter-8/
https://www.ftc.gov/policy/advocacy-research/tech-at-ftc/2024/02/ai-other-companies-quietly-changing-your-terms-service-could-be-unfair-or-deceptive?utm_source=govdelivery
https://digital-strategy.ec.europa.eu/en/policies/ai-office
https://www.ftc.gov/system/files/ftc_gov/pdf/EEOC-CRT-FTC-CFPB-AI-Joint-Statement%28final%29.pdf
https://iapp.org/news/a/establishing-governance-for-ai-systems/
https://iapp.org/news/a/evaluating-the-use-of-ai-in-privacy-program-operations/
https://iapp.org/resources/article/web-conference-data-lifecycle-the-privacy-path-less-chosen/
https://iapp.org/resources/article/web-conference-practical-privacy-operationalizing-the-data-governance-life-cycle/
https://iapp.org/resources/article/privacy-program-management/
https://www.ibm.com/blog/ai-model-lifecycle-management-overview/
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf
https://www.oecd.org/publications/oecd-framework-for-the-classification-of-ai-systems-cb6d9eca-en.htm
https://www.oecd-ilibrary.org/sites/8b303b6f-en/index.html?itemId=/content/component/8b303b6f-en
https://coe.gsa.gov/coe/ai-guide-for-government/understanding-managing-ai-lifecycle/#:~:text=The%20AI%20lifecycle%20is%20the,%2C%20development%2C%20and%20deployment%20phases
https://iapp.org
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RELATING TO DATA AND SECURITY

Principle ‘ IAPP resources ‘ Regulatory guidance and other resources

— Training overview

— "IAPP releases Al Governance Professional
training course" article

- "Building a privacy layer for Al" article

- "Proposed data provenance standards aim to enhance
trustworthiness of Al training data" article

Training — "Privacy attacks on Al systems: A current concern —> EU GDPR Article 39 and Recital 97
for organizations" article

— "Al beyond the hype: Focus on the data" article

- "Training Al on personal data scraped from the web" article

- "6 ways privacy awareness training will transform your
staff" white paper
— "Must-have privacy training features for your team" white paper

Privacy and Consumer Trust Report

Training Al on personal data scraped from the web" article s EU GDPR Article 13, Article 14 and Article 22

"Privacy and responsible Al" article

— IBM's report on data quality, Al performance and trust

N

"How existing data privacy laws may already regulate
data-related aspects of Al" article

Data collection — ICO's joint statement on web scraping in conjunction with

other international data protection and privacy authorities

— "Most consumers want data privacy and will act

. . — International Organization for Standardization's ISO 8000
to defend it" article 1oL oUUY

— "No Al without IP" video conference recording

— EU GDPR Article 5, Article 6, Recital 39 and Recital 40

— "How existing data privacy laws may already regulate - Harvard Kennedy School Carr Center for Human Rights Policy's
data-related aspects of Al" article "The Ethical Use of Personal Data to Build Al Technologies"

discussion paper

Data processing
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https://iapp.org/train/
https://iapp.org/news/a/iapp-releases-ai-governance-professional-training-course/
https://iapp.org/news/a/building-a-privacy-layer-for-ai/
https://iapp.org/news/a/leading-corporations-proposed-data-provenance-standards-aims-to-enhance-quality-of-ai-training-data/
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RELATING TO DATA AND SECURITY

Principle ‘ IAPP resources ‘ Regulatory guidance and other resources
. EU GDPR Article 35, Recital 76, Recital 77, Recital 84 and Recital 90
— Privacy and Al Governance Report
. . . ) U.S. Chief Information Officers Council's algorithmic impact
— Data protection and privacy impact assessment topic page
— assessment tool
— Privacy impact assessments definition ) )
Impact assessments y1mp - U.S. Department of Health and Human Services Office of the
P — "How privacy professionals can assess risks in Al, algorithms National Coordinator for Health Information Technology's and
and automated decision-making systems" article Office for Civil Rights' security risk assessment tool
— "Assessing risk: Determining the appropriate risk flags EU Al Act Chapter 3 on high-risk Al systems
for your privacy risk assessments" article
yourp y UNESCO's policy area on ethical impact assessments
— Incident and breach management topic page
— "Benchmarking your privacy incident management
) program"” article series EU GDPR Article 33, Article 34 and Recital 86
Incident response N . o A
— "How to evaluate a privacy-incident response program" article EU Al Act Article 73
— "Alincident response plans: Not just for security anymore" article
— "Beyond data breach: Why every incident matters" article
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https://iapp.org/media/pdf/resource_center/privacy_ai_governance_report.pdf
https://iapp.org/resources/topics/privacy-impact-assessment-2/
https://iapp.org/resources/article/privacy-impact-assessment/
https://iapp.org/news/a/how-privacy-professionals-can-assess-risks-in-ai-algorithms-and-automated-decision-making-systems/
https://iapp.org/news/a/assessing-risk-determining-the-appropriate-risk-flags-for-your-privacy-risk-assessments/
https://gdpr-info.eu/art-35-gdpr/
https://gdpr-info.eu/recitals/no-76/
https://gdpr-info.eu/recitals/no-77/
https://gdpr-info.eu/recitals/no-84/
https://gdpr-info.eu/recitals/no-90/
https://www.cio.gov/aia-eia-js/#/
https://www.healthit.gov/topic/privacy-security-and-hipaa/security-risk-assessment-tool
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0138-FNL-COR01_EN.pdf
https://unesdoc.unesco.org/in/documentViewer.xhtml?v=2.1.196&id=p::usmarcdef_0000381137&file=/in/rest/annotationSVC/DownloadWatermarkedAttachment/attach_import_e86c4b5d-5af9-4e15-be60-82f1a09956fd%3F_%3D381137eng.pdf&locale=en&multi=true&ark=/ark:/48223/pf0000381137/PDF/381137eng.pdf#1517_21_EN_SHS_int.indd%3A.8934%3A8
https://iapp.org/resources/topics/incident-breach-management/
https://iapp.org/resources/article/series-benchmarking-your-privacy-incident-management-program/
https://iapp.org/news/a/how-to-evaluate-your-privacy-incident-response-program/
https://iapp.org/news/a/ai-incident-response-plans-not-just-for-security-anymore/
https://iapp.org/news/a/beyond-data-breach-why-every-incident-matters/
https://gdpr-info.eu/art-33-gdpr/
https://gdpr-info.eu/art-34-gdpr/
https://gdpr-info.eu/recitals/no-86/
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0138-FNL-COR01_EN.pdf
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RELATING TO DATA AND SECURITY

IAPP resources

Incident and breach management topic page
Privacy Risk Study 2023

"The skill set needed to implement a privacy risk management
framework" white paper

"Shaping the future: A dynamic taxonomy
for Al privacy risks" article

"Third-party liability and product liability for Al systems" article

"Performant risk mitigation for Al and LLMs" article

"What Al can learn from privacy: Recommendations
for Al governance" web conference recording

"3 steps to elevating your third-party risk management process"
web conference recording

"Managing privacy in the era of generative Al"
web conference recording

NN

2

Regulatory guidance and other resources

EU GDPR Article 35, Article 36 and Recital 78

Deloitte's survey on global risk management
NIST's Al RMF

NTIA's press release on audits and auditors
for high-risk Al systems

Canada's Bill C-27

EU Al Act
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https://iapp.org/resources/topics/incident-breach-management/
https://iapp.org/resources/article/privacy-risk-study-summary/
https://iapp.org/media/pdf/resource_center/white_paper_implement_privacy_risk_management_framework.pdf
https://iapp.org/news/a/shaping-the-future-a-dynamic-taxonomy-for-ai-privacy-risks/
https://iapp.org/news/a/third-party-liability-and-product-liability-for-ai-systems/
https://iapp.org/news/a/performant-risk-mitigation-for-ai-and-llms/
https://iapp.org/resources/topics/web-conferences/a0l1P00000ErQptQAF/
https://iapp.org/resources/topics/web-conferences/a0lKW00000FYg9yYAD/
https://iapp.org/resources/article/web-conference-managing-privacy-in-the-era-of-generative-ai/
https://gdpr-info.eu/art-35-gdpr/
https://gdpr-info.eu/art-36-gdpr/
https://gdpr-info.eu/recitals/no-78/
https://iapp.org/resources/article/deloitte-global-risk-management-survey/
https://www.nist.gov/itl/ai-risk-management-framework
https://www.ntia.gov/press-release/2024/ntia-calls-audits-and-investments-trustworthy-ai-systems
https://www.parl.ca/legisinfo/en/bill/44-1/c-27
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0138-FNL-COR01_EN.pdf
https://iapp.org
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RELATING TO DATA AND SECURITY

IAPP resources

Incident and breach management topic page

Privacy and Consumer Trust Report

"From silo to synergy between cybersecurity and
privacy in Europe" web conference recording

"Building the next generation of security and privacy
professionals" white paper

Regulatory guidance and other resources

— EU GDPR Article 32, Recital 83, Recital 85 and Recital 86

— BakerMcKenzie's Global Privacy and Security Handbook

— 1CO's "How should we assess security and data minimisation
in AI?" article

— U.S. Executive Order on the Safe, Secure and Trustworthy
Development and Use of Al

— Joint guidelines for secure Al system development by the
U.S. Department of Homeland Security, Cybersecurity and
Infrastructure Security Agency, U.K. National Cyber Security
Centre, and other international partners

— CISA's "Software must be secure by design, and Al is no
exception" article

- U.K. Department for Digital, Culture, Media and Sport's
"Exploring organisational experiences of cyber security
breaches" white paper

— EU NIS2 Directive

— EU Al Act's specific security requirements for high-risk Al systems
and general-purpose Al models

— NIST's Al RMF Section 3.3 on secure and resilient Al

— NIST's Cybersecurity Framework

— Singapore's Al Verify principle of ensuring safety and resilience
of the Al system
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https://iapp.org/resources/topics/incident-breach-management/
https://iapp.org/media/pdf/resource_center/privacy_and_consumer_trust_report.pdf
https://iapp.org/resources/article/web-conference-from-silo-to-synergy-between-cybersecurity-and-privacy-in-europe/
https://iapp.org/media/pdf/resource_center/iapp_isc2_white_paper_next_generation_security_privacy_professional.pdf
https://gdpr-info.eu/art-32-gdpr/
https://gdpr-info.eu/recitals/no-83/
https://gdpr-info.eu/recitals/no-85/
https://gdpr-info.eu/recitals/no-86/
https://iapp.org/resources/article/bakermckenzie-global-privacy-security-handbook/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/guidance-on-ai-and-data-protection/how-should-we-assess-security-and-data-minimisation-in-ai/
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence/
https://www.ncsc.gov.uk/files/Guidelines-for-secure-AI-system-development.pdf
https://www.cisa.gov/news-events/news/software-must-be-secure-design-and-artificial-intelligence-no-exception
https://www.gov.uk/government/publications/exploring-organisational-experiences-of-cyber-security-breaches
https://eur-lex.europa.eu/eli/dir/2022/2555
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0138-FNL-COR01_EN.pdf
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf
https://www.nist.gov/cyberframework
https://fpf.org/blog/ai-verify-singapores-ai-governance-testing-initiative-explained/
https://iapp.org
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