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From Fear to Control: 5-Step Approach to Al Security & Governance

©

STEP 1

Discover
Al Models

Discover and catalog
sanctioned and
unsanctioned Al models
across public clouds, private
environments, and SaaS
applications.

@

STEP 2

Assess
Al Model Risks

Evaluate risks related to data
and Al models from IaaS
and Saas, and classify Al
models as per global
requlatory requirements.
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STEP 3

Map
Data+Al Flows

Connect models to data

SOurces, processes, vendors,

potential risks, and
compliance obligations.
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STEP 4

Implement
Data+Al Controls

Establish data controls on

model inputs and outputs,

securing Al systems from
unauthorized access or
manipulation.
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STEP 5

Comply
with Confidence

Conduct assessments to
comply with standards such
as NIST Al RMF, the EU Al
Act, and more.

iapp.org



The Regulatory Response to Al

Examples of Al Laws

EU Al Act

Bill C-27 (AIDA) in Canada
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Local Law No.144 in New
York

California Senate Bill 313
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Draft Al Law in Brazil

Shanghai Al Regulation

Executive Order 14110 (USA)
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Guidelines and Compliance Frameworks

NIST Al Risk Management
Framework

UK ICO’s Al and Data
Protection Risk Toolkit

Singapore’s Al Testing
Toolkit

NSW AI Assurance
Framework

European Commission’s
Ethical Al Guidelines in
Education

11 French and Spanish DPAs’
Al Guides

China’s draft policy on
Generative AI Management

India’s Guidelines on Al in
Biomedical Research and
Healthcare

Vietnam’s Draft National
Standard on Al and Big Data

g~ 2 approaches towards Al regulation: A comprehensive approach (such as the EU) or a
hybrid/sectoral approach (such as the United States).



Application of Existing Laws

Data Protection Laws

Common obligations

o Privacy notice
Lawful basis
Data subject rights
Personal data breach notification
Cross-border data transfer
requirements
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Data protection authorities have taken
enforcement actions against companies
developing and using Al
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Sectoral Laws

Examples of applicable existing legal
frameworks

e USA

o Section 5 of the Federal Trade
Commission Act

o Canada
o The Canada Consumer Product Safety Act
The Food and Drugs Act
The Motor Vehicle Safety Act
The Bank Act
The Canadian Human Rights Act and
provincial human rights laws
o The Criminal Code
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iapp Al Regulatory Compliance: Key Obligations

Transparency & Explainability Safety & Accountability
Human Oversight Privacy
Security Risk Management
Governance
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Smarter Approach to Automating Compliance
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Your Command Center for PrivacyOps
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WEBSITE
Securiti’s Compliance

Management Solution

Navigating Al Compliance:
An Infegrated Approach fo

the NIST Al RMF & EU Al Act

WHITEPAPER
Navigating Al
Compliance

WHITEPAPER
Mastering PCI DSS 4.0

Compliance

WEBSITE
Al Governance.Center
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Learn More

WHITEPAPER

How the EU Al Act
Shapes Al Governance

0

Al
Governance

CERTIFIED

COURSE
Al Governance

Certification

Scan here for more information
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https://securiti.ai/products/compliance-management/
https://securiti.ai/products/compliance-management/
https://securiti.ai/whitepapers/pci-dss-compliance-checklist-v4-0/
https://securiti.ai/whitepapers/pci-dss-compliance-checklist-v4-0/
https://securiti.ai/whitepapers/how-eu-ai-act-shapes-ai-governance/
https://securiti.ai/whitepapers/how-eu-ai-act-shapes-ai-governance/
https://securiti.ai/whitepapers/an-approach-to-nist-ai-rmf-and-eu-ai-act/
https://securiti.ai/whitepapers/an-approach-to-nist-ai-rmf-and-eu-ai-act/
https://securiti.ai/ai-governance/
https://education.securiti.ai/certifications/ai-governance/
https://education.securiti.ai/certifications/ai-governance/
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Web Conference
Participant Feedback Survey

Please take this quick (2 minute) survey to let us know how satisfied you
were with this program and to provide us with suggestions for future
improvement.

Click here: https://iapp.questionpro.com/t/AOhP6Z2BHf

Thank you in advance!

For more information: www.iapp.org



https://iapp.questionpro.com/t/AOhP6Z2BHf
http://www.iapp.org/
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Attention IAPP Certified Privacy Professionals:
This IAPP web conference may be applied toward the continuing privacy education
(CPE) requirements of your CIPP/US, CIPP/E, CIPP/A, CIPP/C, CIPT or CIPM
credential worth 1.0 credit hour. IAPP-certified professionals who are the named
participant of the registration will automatically receive credit. If another certified
professional has participated in the program but is not the named participant then
the individual may submit for credit by submitting the continuing education
application form here: submit for CPE credits.

Continuing Legal Education Credits:
The IAPP provides certificates of attendance to web conference attendees.
Certificates must be self-submitted to the appropriate jurisdiction for
continuing education credits. Please consult your specific governing body’s
rules and regulations to confirm if a web conference is an eligible format
for attaining credits. Each IAPP web conference offers either 60 or 90 minutes of
programming.
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https://my.iapp.org/prog__submitcomponent

For questions on this or other
|APP Web Conferences or recordings

or to obtain a copy of the slide presentation please
contact:

livewebconteam@iapp.or
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