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Demonstrating 
AI Accountability 
and 
Transparency 



Demonstrating Accountability



AI Governance Privacy Governance

What it is How AI systems are managed, kept safe  and deliver value.
How personal data is collected, used, shared and protected.

Demonstrating compliance

Accountability
End goal

Ensure decision are fair and reliable
Trusted AI that is safe, ethical, effective.

Ensure data is handled lawfully and safely
Responsible data use that protects privacy and trust.

Main questions

- Should we deploy this AI?
- Is it fair, explainable  and robust?
- How do we handle bias and risk?

- Who is accountable?

- Do we have lawful basis?
- Are we minimizing data?

- Are individuals informed?
- Are risks mitigated?

Transparency

“Explain the Brain”
Explaining model behavior (e.g., why a decision was made)

Documenting:
Training data sources

Model design and limitations

Monitoring for:
Bias and fairness issues

Model drift or unintended outcomes

Providing:
Human oversight mechanisms

Appeal or review processes for automate decisions

“Explain how the data through its life cycle”
Clear Rules: Collection, use, disclosure, retention of personal data

Implementing:
Consent management

Access controls and safeguards

Enabling:
Individual rights (access, correction, withdrawal of consent)

What's it  About



How they are similar and different

Similar
Both aim to build trust, reduce harm, and 
demonstrate responsible governance.
Shared principles:
• Explainability→ helping people 

understand what’s happening 
• Documentation → policies, processes, and 

decisions are recorded 
• Oversight & governance→ clear roles, 

audits, and controls 
• Risk management→ identifying and 

mitigating harms 
• User rights/stakeholder awareness→

people should not be “in the dark”

Differences



Where They Overlap (and Often Intersect)

Why is especially relevant to your PHIPA
AI systems often rely on personal data

• privacy + AI governance must be integrated 

A lack of transparency in AI
• can undermine privacy rights (e.g., unclear profiling) 

Privacy laws increasingly require explanations of automated 
decisions

Risk assessments are converging: 
• Privacy Impact Assessment (PIA) 

• Algorithmic Impact Assessment (AIA)



Demonstrating AI Accountability and 
Transparency 

ICES Use Case



About ICES









• “walk the talk, and show it”
— “Demonstrable accountability does not add to the regulatory burdens on organizations; rather, it helps 

ensure effective compliance with existing ones. And what are the benefits ? Greater flexibility for 
organizations to develop scalable and proportionate programs tailored to specific realities; re-
allocation of scarce compliance resources towards higher risk areas; more effective data protection 
on the ground; more constructive and transparent discourse with regulators;…and most importantly, 
enhanced trust and confidence of consumers.” (Patricia Kosseim, 2012)

• Demonstrable accountability is the guiding principle 
throughout ICES re Data Governance 
• Triennial Review - IPC Manual 
• Privacy and security audit program
• Controls such as: pen tests, vulnerability scans, PIAs, education and training

Demonstrable Accountability at ICES



• A Table of Controls was created to identify a vision for 
Responsible AI that is anchored on data. 

• Stewardship principles related to demonstrable 
accountability - meaning actions across ICES are rooted in 
controls that can be implemented, monitored, and 
evaluated. 

How Do We Approach Demonstrable 
Accountability in respect of AI?



Summary of controls primarily drawn from: 
— ISO/IEC 42001; 
— NIST AI Risk Management Framework; and 
— ISED Voluntary Code of Conduct on Responsible Development and 

Management of Advanced Generative AI System. 

• By leveraging global standards, ICES will have a clear and 
responsible way of incorporating AI. 

• Controls will be systematically integrated across the organization.
• The Table of Controls will also serve as the implementation roadmap 

for Responsible AI at ICES. 
• Will be reviewed regularly with tracking mechanisms

Background to Table of Controls 



Table of Controls 

Focus Areas 
1. Accountability
2. Policies related to AI
3. Resources for AI systems
4. Assessing impacts of AI 

systems
5. AI system lifecycle 

a) Management guidance for AI 
system development

b) System life cycle
6. Data for AI systems
7. Information for interested 
parties of AI systems
8. Use of AI systems
9. Third-party and stakeholder 
relationships 



Demonstrating AI Accountability and 
Transparency 

CIHI Use Case



About CIHI

• Established in 1994 to provide comparable health system data across Canada
▪ 820 staff across Canada; multi-disciplinary expertise

• Led by a 17-person Board of Directors with representation from across the 
country

• Independent, not-for –profit organization, working with federal, provincial and 
territorial governments

• Core mandate: deliver comparable, actionable health information to improve care, 
policy and outcomes

• Acts as a pan-Canadian data steward and convenor, enabling collaboration across 
jurisdictions

• Trusted national source of health system data for over 30 years

CIHI is NOT a research body



Governance and Trust

Provincial and 

Territorial Legislation

Authorizes disclosures:

(a) to CIHI by name; or

(b) for health system 
management or to a service 
provider; or

(c ) for statistical or 

analytical purposes

ON: Prescribed Entity

Bilateral or Data 

Sharing Agreements

Authority and restrictions 
for dataflows

Privacy Framework

Suite of policies and 
procedures: published

Triennial IPC review

Stakeholders and 
Partners
Strong partnerships with 
stakeholders: 

TRUST IS FOUNDATIONAL TO CIHI’S ROLE



Types of Care Health Spending Health Workforce
• Hospital and emergency
• Mental health
• Home care
• Long-term care
• Rehabilitation
• Pharmaceuticals
• Clinical registries: 

organ transplant/renal, hip and 
knee replacements; trauma

• More

• Patient costing data
• Hospital and regional 

health authority financial accounts
• Physician billing
• System-wide health expenditures

• Physicians
• Nurses
• Occupational therapists
• Pharmacists
• Physiotherapists
• Allied health professionals
• More

➢ CIHI supports research and data access through a secure access environment
Neutral broker across jurisdictions

➢ Standard-setter for health data in Canada

Pan-Canadian Data Holdings
across the continuum of care



• DA program, DA champions embedded at the 
business/program level

• Established practices:
• PIAs; TRAs, Data sharing agreements with use limitations
• De-identification and minimization standards

• Oversight mechanisms:
• Internal governance committees; Executive accountability
• Independent review bodies and commissioners

• Consistent; explainable; auditable; accountable

Demonstrable Accountability at CIHI



Foundation

• Privacy & Security
• Data Governance
• Health data ethics 

framework
• Risk Management 

& policies

AI Components
 

• Principles-based 
approach (NIST)

• Risk-based 
assessments

• AI impact 
assessments

Governance

• Executive oversight
• Cross-functional 

roles
• Accountability 

structures

CIHI Approach to AI D.A



• Responsible AI Framework developed
• Generative AI Usage Policy
• Acceptable Use Policy
• Terms of Use and guardrails
• Training
• Alignment with existing frameworks
• Risk-based use cases
• Ongoing oversight of AI use

Demonstrable Accountability-AI



Extending Privacy 
and Data 
Governance into 
Effective AI 
Governance



Start with what you have



AI Life Cycle
The AI lifecycle is central to understanding 

and implementing CHAI’s Responsible AI 

Guidance in healthcare. The six-step lifecycle

outlines the essential stages and processes

involved in developing, deploying, and

maintaining AI systems.

By systematically addressing each phase of the

lifecycle, the framework ensures that AI 

systems adhere to the highest standards of 

safety, efficacy, fairness, transparency, and 

security. This structured approach supports risk

mitigation, managing biases, and promotes

accountability and trustworthiness in AI

applications.

CHAI

https://www.chai.org/


• Started with existing governance frameworks:
o Privacy, Security, Ethics; IPC Manual

• Take List of Controls (NIST, ISO)
▪ Mapping and gapping: don't dilute or duplicate existing 

mature processes
• Identify and address gaps
• Use AI Impact Assessments to operationalize risk managment
• Applied risk-based, iterative process

CIHI Approach



• Board: strategic oversight and risk
• Executive: alignment and risk acceptance
• Committee: approve uses cases
• AI Impact Assessment Team: evaluates risk:

o Cross-functional sme's =Demonstrable Accountability
• Use Case Owner: accountable for implementation

CIHI Governance Approach to Responsible AI



ICES Use Case



1. Internal Interviews/Surveys/Focus Groups
2. External Interviews
3. Findings/Recommendations for Governance 

• AI Governance
• Information and Technology Management

o Corporate information
o ICES Data
o AI Technology Management

• People, Development, Training and Resourcing
4. Board of Directors – KPIs

Findings / Report 



1. Table of Controls = Demonstrably Accountable = IPC Manual

2. Framework / Policies = Demonstrably Accountable = IPC Manual

3. Roadmap for Recommendations = Demonstrably Accountable = 
Social License

4. Engagement = Demonstrably Accountable = Social License 

Approach / Solution for 
Trustworthy Stewardship 



Practical 
Steps to 
Identify and 
Manage AI 
Risks in 
Health Data



Identify and Manage AI Risk in Healthcare 

Leo Espindle
Chief Compliance and Privacy Officer
League



When Deploying Generative AI 
Technology Software

• Lock down what data be entered
• Use DLA tool
• Offer safe alternatives
• Choose the right deployment 

model
• Add guiderails at the Prompt and 

Output Level
• Monitor and Log Usage
• Train Staff on real world failures



Additional Risk Strategies

Appendix 



Mitigating AI Risk – Privacy Protective

Ensure lawful authority to collect, process, retain, and use personal data and use personal date in 
relation to the AI system, including training data.

Systems should have build in measures to ensure the accuracy of AI outputs and protect all 
inference about individuals resulting from these outputs that are about individuals' PI 

AI system must be designed to protect the security of the personal information from unauthorized 
access or cyber threats

Individual must be informed of the AI technology to process their PI.

Leverage or use frameworks like NIST, CHAI, ISO for providing you a roadmap for implementing 
responsible AI.



Why is risk identification and management 
important?

https://theconversation.com/eat-a-rock-a-day-put-glue-on-your-pizza-how-googles-ai-is-losing-touch-with-reality-230953
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• https://theonion.com/geologists-recommend-eating-at-least-one-small-rock-per-1846655112/

• New Risks:
• Hallucinations
• Bias
• Unreliable outputs

• Amplified Risks:
• Data quality
• Bias at scale
• Misuse and over-reliance

AI Risk In Practice
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• Assess across
• Data
• Use case
• Users
• Decisions

• Apply guardrails and controls
• Require human oversight
• Use structured AI Impact Assessments
• Align with risk tolerance

Steps to Identify and Manage AI Risk



Did you enjoy this session? Is there any way we could make it better? Let 
us know by filling out a speaker evaluation. 

1. Open the IAPP Events app.

2. Select IAPP Symposium 2026. 

3. Tap "Schedule" on the bottom navigation bar.

4. Find this session. Click "Rate this Session" within the description. 

5. Once you’ve answered all three questions, tap "Done".

Thank you!

How Did Things Go?
(We Really Want To Know)
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