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WELCOME AND INTRODUCTIONS

Rosario Cartagena Ashley Dent Robin Gould-Soil
Chief Privacy & Legal Officer / Corporate Executive Director-Chief Privacy Officer RGS Management Consulting - Founder
Board Secretary [ICES] & General Counsel [CIHI] and Principle
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AGENDA OUTLINE

l.  Session Outline
Il. Welcome and Introductions
I1l. Demonstrating Accountability and Transparency

IV. Extending Privacy and Data Governance into Effective Al
Governance

V. Practical Steps to Identify and Manage Al risks in Health Data
VI. Questions and Answers
VII. Closing Remarks
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Demonstrating
Al Accountability
and
Transparency
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Demonstrating Accountability

Al in Governance Demonstrating Accountability

Building Smarter, Transparent, and

Inclusive Systems Show that it's working JE— y— Say what you do

e Audits e Policies, Procedures,
e Monitoring Compliance P Standards
e Metrics / KPI Show Say what e Frameworks, Governance

e Reports that it's ~ youdo
working ‘

Do what you
say

Do what you say ‘

Do what you say |

® Processes ® Processes
e Operationalizing activities e Operationalizing activities
e Training and Awareness e Training and Awareness
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What's it About
" | AlGovermance | PrivacyGovernance

How personal data is collected, used, shared and protected.

What it is How Al systems are managed, kept safe and deliver value. Demonstrating compliance
Accountability Ensure decision are fair and reliable Ensure data is handled lawfully and safely
End goal Trusted Al that is safe, ethical, effective. Responsible data use that protects privacy and trust.
- Should we deploy this Al? - Do we have lawful basis?
Main questions - Is it fair, explainable and robust? - Are we minimizing data?
a - How do we handle bias and risk? - Are individuals informed?
- Who is accountable? - Are risks mitigated?

“Explain the Brain”
Explaining model behavior (e.g., why a decision was made)
“Explain how the data through its life cycle”

Documenting: Clear Rules: Collection, use, disclosure, retention of personal data
Training data sources
Model design and limitations Implementing:
R - Consent management
Monitoring for: Access controls and safeguards
Bias and fairness issues
Model drift or unintended outcomes Enabling:
Individual rights (access, correction, withdrawal of consent)
Providing:
Human oversight mechanisms
Appeal or review processes for automate decisions
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How they are similar and different

Similar Differences
Both aim to build trust, reduce harm, and » Privacy Accountability &
demonstrate responsible governance. Al Accountabilty & Transparency Tiansparency

Shared principles: Primaryfocus Decision-making logic and outcomes Personal data hanling practices
’ E)rgglearlsr':gr?:il '\f% ;E’,Shﬁ gp ! n% r?islo ple Unauthorized use, hreaches,
PP & Main risk Bias, unfairmess, lack of explainability misuse of data
- Documentation — policies, processes, and Individuals’ rights not honoured
decisions are recorded _ , ——
] Key question “Why did the system make this decision?” | “Whathappenedto my data?”
- Oversight & governance — clear roles, T
audits, and controls Regulatoryroots | Emerging Al governance frameworks pSHfPA|SP|;Egzvacy awsfeg,
 Risk management — identifying and —
mitigating harms Stakeholder Faimess, explainability, automation risk Qo;tﬂdentmhty, control, ata
- User rights/stakeholder awareness — coneem Ments

people should not be “in the dark”
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Where They Overlap (and Often Intersect)

Why is especially relevant to your PHIPA

Al systems often rely on personal data
privacy + Al governance must be integrated

A lack of transparency in Al
can undermine privacy rights (e.g., unclear profiling)

Privacy laws increasingly require explanations of automated
decisions

Risk assessments are converging:
* Privacy Impact Assessment (PIA)
« Algorithmic Impact Assessment (AlA)

‘ #IAPPSymposium26
O




|CES Use Case

Demonstrating Al Accountability and
Transparency
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About ICES

.Who we a?re 3 0 1

Since 1992:

Scientists
¢ An independent not-for-profit health research e [University/hospital affiliated]

and data analytics institute
e Our mission: | .
* Translate data into trusted evidence that makes

policy and health care better and people healthier
Staff

OLT YL (o] N oW 1] IV L e L L Ko 1R e Ve ryone through world-leading research and analytics

‘ #IAPPSymposium26
L]




8 Cutting Edge Scientific Programs

Data Powerhouse

1. Cancer

5 Cardiovascular 5. Kidney, Dialysis & Transplantation

3. Chronic Disease & 6. Mental Health & Addictions
Pharmacotherapy 7. Populations & Public Health

4. Life Stage 8.__Primary Care & Health Systems

Our Impact Knows No Limits*

1187 548 147

accessing

Ongoing Peer- Public and private sector
accessing investigator- reviewed requests to Data &
driven projects publications Analytic Services (DAS)

*2023-2024 fiscal year
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Governance and Independence

* ICES is governed by a Board of Directors
* ICES is a registered charity

* ICES is guided by a Scientific Advisory Committee whose members
come from across Ontario, Canada (and internationally)

* ICES is guided by a Public Advisory Council whose members come
from diverse regions and communities across Ontario
* Provide their thoughts, perspectives, and values to inform ICES activities and
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Accountability and Transparency

Accountable to Ontarians
Trusted Data Steward
Three Levels of Compliance

Legislation Data Sharing Agreements Mature Privacy, Security, Risk
i Policies and Procedures
. Prescribed entity under the Thousands of agreements with
Personal Health Information « Health information custodians ||+ Reviewed every 3 years by
Protection Act - Provincial/federal/corporations the IPC
» Prescribed entity under the » Posted on the public website
Coroners Act
» Prescribed entity under the
Child Youth Family Services Act
(approval forthcoming)
a—
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Demonstrable Accountability at ICES

o "walk the talk, and show it”

—  “Demonstrable accountability does not add to the regulatory burdens on organizations; rather, it helps
ensure effective compliance with existing ones. And what are the benefits? Greater flexibility for
organizations to develop scalable and proportionate programs tailored to specific realities; re-
allocation of scarce compliance resources towards higher risk areas; more effective data protection
on the ground,; more constructive and transparent discourse with regulators,...and most importantly,
enhanced trust and confidence of consumers.” (Patricia Kosseim, 2012)

« Demonstrable accountability is the guiding principle

throughout ICES re Data Governance

« Triennial Review - IPC Manual
« Privacy and security audit program
« Controls such as: pen tests, vulnerability scans, PIAs, education and training
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How Do We Approach Demonstrable
Accountability in respect of Al?

« A Table of Controls was created to identify a vision for
Responsible Al that is anchored on data.

» Stewardship principles related to demonstrable
accountability - meaning actions across ICES are rooted in
controls that can be implemented, monitored, and
evaluated.

‘ #IAPPSymposium26
O




Background to Table of Controls

Summary of controls primarily drawn from:

— ISO/IEC 42001;
— NIST Al Risk Management Framework; and

— ISED Voluntary Code of Conduct on Responsible Development and
Management of Advanced Generative Al System.

» By leveraging global standards, ICES will have a clear and
responsible way of incorporating Al.

«  Controls will be systematically integrated across the organization.

« The Table of Controls will also serve as the implementation roadmap
for Responsible Al at ICES.

»  Will be reviewed regularly with tracking mechanisms
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Relevant Principles in ICES
Responsible Al Framework

Priority
(High/Med/Low)

Approx. Timeline
(FY 2026/2027)

Table of Controls

ICES Responsible Al Program
Table of Controls
This document sets out a proposed table of controls for the responsible development, deployment, and use of artificial intelligence and machine learning tools at ICES. These controls are guided by the principles articulated in ICES’ Responsible Al Framework and are
mapped to controls in existing national and international standards, policies, and guidelines. These include ISO/IEC standards, the NIST Al RMF Framework, ISED Canada’s Voluntary Code of Conduct on Responsible Development and Management of Advanced Generative
F A Al Systems, and Canadian privacy regulatory guidance.
o c u s re a s Relevant Principles in ICES

Control _
Responsible Al Framework

Section

Implementation

Topic

1. Accountability

Accountability

11 Alroles and responsibilities  [Roles and responsibilities for Al shall be defined and allocated according to the needs of ICES. To be set out in the Al Policy.
. . 12 Reporting of concerns ICES shall define and putin place a process to report concerns about ICES' role with respect to an Al system Include in the Al Policy. Leverage existing policies & procedures e.g., by
2 P O | I C I e S r e I a te d to A | throughoutits life cycle. directing users to the Whistleblower Policy or the Privacy Inquiries & (2) Privacy Compliant
° Complaints Policy . (6) Accountability and Risk-based
13 Processes for responsible use (ICES shall define and document the processes for the responsible use of Al systems. ICES shall define and put in Include inthe Al Policy. Decision-making
3 R e S O u rc e S fo r A | Syst e m S of Al systems place processes for addressing and correcting non-compliance. (7) Oversight Mechanisms
* 1.4 Objectives for responsible ICES shall identify and document objectives to guide the responsible use of Al systems. Refine ICES Responsible Al Framework as needed to address requirements.
. M design and use of Al
4. Assessing impacts of Al > bt

2.1 Al policy ICES shall document a policy for the development, procurement, operation, or use of Al systems. Creation of an Al Policy
Syst e I I I S Identification of existing ICES policies, standards, and procedures that will
. require amendments to incorporate Al-related information.
5 . } \ I SySt e I I I | I fe Cyc I e Identification of new standards and procedures required to support the Al
. Policy.
a ) M a n a g e ' ' I e n t g u I d a n C e fo r A I 2.2 Alignment with other ICES shall determine where other policies can be affected by or apply to, ICES' objectives with respect to Al systems. |Revise existing ICES policies, standards, and procedures to incorporate Al-
organizational policies and related information, as needed. For example, the System Acquisition,
business values ICES’ missions and relevant goals for Al are assessed, d, and documented. Development, and Application Security Standard will need to be amended to
Syste I I I eve O p I I I e n t the and 107 Al systems. Further discussion  |(1) Reliability and Safety
will need to be had on how to capture this during the procurement phase. (2) Privacy Compliant
b S t I 'f | (7) Oversight Mechanisms
) yS e I I I I e Cyc e Draft new standards and procedures required to support the Al Policy, as
f needed.
6 . D a ta O r I\ | sySt e I I I S 2.3 Review and audit of the Al The Al policy shall be reviewed at planned intervals or additionally as needed to ensure its continuing suitability, Review the Al Policy in 2027 as part of ICES' routine ongoing review of

7. Information for interested
parties of Al systems

8 I | f A I t m 3.1 Resource documentation ICES shall identify and document relevant resources required for the activities at given Al system life cycle stages
. S e O SyS e S and other Al-related activities relevant for ICES.
. 3.2 Data resources As part of resource identification, ICES shall document information about the data resources utilized for the Al
9. Third-party and stakeholder -
. 3.3 Tooling resources As part of resource identification, ICES shall document information about the tooling resources utilized for the Al (2) Privacy Compliant
. . system. (4) Understanding and Managing
r e | a t I O n S h I S 3.4 System and computing As part of resource identification, ICES shall document information about the system and computing resources Biases in Data
resources utilized for the Al system. (5) Transparency and
Empowerment
3.5 Human resources As part of resource identification, ICES shall document information about the human resources and their Incorporate into upcoming training frameworks & modules.

policy

3. Resources for Al systems

adequacy and effectiveness.
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part of review process.

[Assess suitability of auditing the Al Policy and/or supporting standards and
procedures as part of 2028 privacy and security audit activities.




CIHI Use Case

Demonstrating Al Accountability and
Transparency
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About CIHI

. Established in 1994 to provide comparable health system data across Canada
= 820 staff across Canada; multi-disciplinary expertise

. Led by a 17-person Board of Directors with representation from across the
country

. Independent, not-for —profit organization, working with federal, provincial and
territorial governments

«  Core mandate: deliver comparable, actionable health information to improve care,
policy and outcomes

« Acts as a pan-Canadian data steward and convenor, enabling collaboration across
jurisdictions

- Trusted national source of health system data for over 30 years

CIHI is NOT a research body
‘ #IAPPSymposium26
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ala

Provincial and
Territorial Legislation
Authorizes disclosures:
(a) to CIHI by name; or

(b) for health system
management or to a service
provider; or

(c) for statistical or
analytical purposes

ON: Prescribed Entity

Governance and Trust

o

Bilateral or Data Privacy Framework
Sharing Agreements

Authority and restrictions Suite of policies and
for dataflows procedures: published

Triennial IPC review

TRUST IS FOUNDATIONAL TO CIHI'S ROLE

N

I','

Stakeholders and
Partners

Strong partnerships with
stakeholders:
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Pan-Canadian Data Holdings
across the continuum of care

 Hospital and emergency * Patient costing data * Physicians

 Mental health + Hospital and regional * Nurses

« Homecare health authority financial accounts *  Occupational therapists

« Long-termcare * Physician billing « Pharmacists

* Rehabilitation + System-wide health expenditures  Physiotherapists
 Pharmaceuticals « Allied health professionals
* Clinical registries: « More

organ transplant/renal, hip and
knee replacements; trauma
« More

» CIHI supports research and data access through a secure access environment
Neutral broker across jurisdictions
» Standard-setter for health data in Canada
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Demonstrable Accountability at CIHI

» DA program, DA champions embedded at the
business/program level

+ Established practices:

* PIAs; TRAs, Data sharing agreements with use limitations
* De-identification and minimization standards

» Qversight mechanisms:

* Internal governance committees; Executive accountability
 Independent review bodies and commissioners

» (Consistent; explainable; auditable; accountable
‘ #IAPPSymposium26
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CIHI Approach to Al D.A

Foundation Al Components Governance
* Privacy & Security * Principles-based  Executive oversight
» Data Governance approach (NIST) » Cross-functional
+ Health data ethics * Risk-based roles
framework assessments - Accountability
» Risk Management » Al impact structures
& po|icie5 assessments
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Demonstrable Accountability-Al

» Responsible Al Framework developed
» Generative Al Usage Policy

» Acceptable Use Policy

» Terms of Use and guardrails

* Training

+ Alignment with existing frameworks

» Risk-based use cases

‘- Ongoing oversight of Al use #IAPPSymposium26
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e

Health Care EXtending Privacy

3 ‘}{’ ‘mACCOUNTABILIW and Data
=S e Governance into
N Effective Al
Governance
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Start with what you have

Extending Privacy Law Principles to Al Governance

m— e

{53 " — <
Al Governance Extension

‘ !nclutvie Al Governance = Responsible Data Collection
in Privacy Law
Privacy Law-Compliant 512 Algorithm Fairness
Al Impact Assessments -
Ox

% Explainability & Transparenc
. Q Strengthen Al Data B o — | 5 % 5 ...X'

) Governance Under b |
Privacy Laws

@ Strengthen Audit
& Documentation

E i
Introduce Al-Specifi
moduce. Al SRe i @ Ethical & Safe Al

Safeguards

—@ Risk-Tiering Based on
. Sensitivity :

-1 Implement Al Life Cycle _ )
vf Governance




Al Life Cycle

The Al lifecycle is central to understanding
and implementing CHAI's Responsible Al Define

Problem Design the

Guidance in healthcare. The six-step lifecycle &Plan Al System
outlines the essential stages and processes

involved in developing, deploying, and Deploy & B\ gy Engineerthe
Monitor Al Solution

maintaining Al systems.

By systematically addressing each phase of the
lifecycle, the framework ensures that Al
systems adhere to the highest standards of
safety, efficacy, fairness, transparency, and ! o :

. . . E Engages:lal:ehnldels?m e Selegmnderslmdn1uﬂ! = Accessdaia = Conduct insiallation E Irrlplemmlsm\ks(ﬂe = Dw\uyala\arge(meun
security. This structured approach supports risk e - o | awpen | e fiaimes . Hasesess
58 5iS requirements or determine management ptan = Validate local system * BExecute and update risk whether to maintain,
.. . . . - ify soluior best solution fo meet = Train &fune model performance (when management plan refine or sunset
business requi nis licable) * Educate & i = Conduct jing risk
m|t|gat|on managing biases. and promotes - Gather s - Doy schion applcoton - P prspectve Naicatonreporng menagomenl
J I [ & systemworkflow silent evaluation +  Assessusefuiness
@ sibili E ding to h - = Eslabiish risk and adopfi
L . 4 pulenlidiclr i‘nr:yp}icl.& i:ﬁ(t]err:igd:sigll‘w";izcbles mna;ellrsmuan owion
accountability and trustworthiness in Al bioizon + Do dmormit e + Tanonduen
+ Make procure/ with end users = Test usefulness

build/pariner dedision = Design risk management, = Ensure compliance with
monitoring & reporting plan applicable healthcare

a ppl ications . regulations & standards
CHAI

N == CHAL #IAPPSymposium26
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https://www.chai.org/

CIHI Approach

+ Started with existing governance frameworks:
o Privacy, Security, Ethics; IPC Manual

« Take List of Controls (NIST, 1SO)
= Mapping and gapping: don't dilute or duplicate existing
mature processes

 |ldentify and address gaps
« Use Al Impact Assessments to operationalize risk managment
» Applied risk-based, iterative process

‘ #IAPPSymposium26
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CIHI Governance Approach to Responsible Al

» Board: strategic oversight and risk
« Executive: alignment and risk acceptance

Committee: approve uses cases

Al Impact Assessment Team: evaluates risk:
o Cross-functional sme's =Demonstrable Accountability

Use Case Owner: accountable for implementation

‘ #IAPPSymposium26
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|CES Use Case
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Findings / Report

1. Internal Interviews/Surveys/Focus Groups
2. External Interviews

3. Findings/Recommendations for Governance
Al Governance

« Information and Technology Management

o Corporate information
o ICES Data
o Al Technology Management

« People, Development, Training and Resourcing
4, Board of Directors - KPIs

‘ #IAPPSymposium26
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Approach / Solution for
Trustworthy Stewardship

1. Table of Controls = Demonstrably Accountable = IPC Manual
2. Framework / Policies = Demonstrably Accountable = IPC Manual

3. Roadmap for Recommendations = Demonstrably Accountable =
Social License

4. Engagement = Demonstrably Accountable = Social License

‘ #IAPPSymposium26
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Identifying & Managing P ra Ct i ca I

Al Risks in Health Data

Steps to
Identify and
Manage Al
Risks in
Health Data

#1APPSymposium26



ldentify and Manage Al Risk in Healthcare

Leo Espindle
Chief Compliance and Privacy Officer
League

‘ #IAPPSymposium26
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When Deploying Generative Al
Technology Software

 Lock down what data be entered
 Use DLA tool
« Offer safe alternatives

* Choose the right deployment
mode]

« Add guiderails at the Prompt and
Output Level

« Monitor and Log Usage
e Train Staff on real world failures
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Appendix

Additional Risk Strategies
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Mitigating Al Risk - Privacy Protective

Ensure lawful authority to collect, process, retain, and use personal data and use personal date in
relation to the Al system, including training data.

Systems should have build in measures to ensure the accuracy of Al outputs and protect all
inference about individuals resulting from these outputs that are about individuals' P!

Al system must be designed to protect the security of the personal information from unauthorized
access or cyber threats

Individual must be informed of the Al technology to process their PI.

Leverage or use frameworks like NIST, CHAI, ISO for providing you a roadmap for implementing
responsible Al.



Q. How many rocks shall i eat

All"' Images Forums Shopping Videos

Showing results for How many rocks should i

eat
Search instead for How many rocks shall i eat

. Al Overview Learn more :

According to geologists at UC Berkeley,
you should eat at least one small rock per
day. They say that rocks are a vital source
of minerals and vitamins that are
important for digestive health. Dr. Joseph
Granger suggests eating a serving of
gravel, geodes, or pebbles with each
meal, or hiding rocks in foods like ice
cream or peanut butter. »

important?

Google is dead beyond comparison

Q. cheese not sticking to pizza

All| Images Videos Forums Shopping News W

4 Al Overview Learn more

Cheese can slide off pizza for a number of
reasons, including too much sauce, too much
cheese, or thickened sauce. Here are some
things you can try:

¢ Mix in sauce: Mixing cheese into the sauce helps

add moisture to the.checseanddrpcutthe sauce.

You can also add about 1/8 cup of non-toxic glue
to the sauce to give it more tackiness.

e Let the pizza cool: The cheese will settle and bond

Why is risk identification and management

https://theconversation.com/eat-a-rock-a-day-put-glue-on-your-pizza-how-googles-ai-is-losing-touch-with-reality-230953
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Al Risk In Practice

https://theonion.com/geologists-recommend-eating-at-least-one-small-rock-per-1846655112/

* New Risks:

 Hallucinations

* Bias

» Unreliable outputs
»  Amplified Risks:

» Data quality

* Bias at scale
* Misuse and over-reliance
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Steps to Identify and Manage Al Risk

ASsSess across

+ Data

« Use case
« Users

« Decisions

Apply guardrails and controls

Require human oversight

Use structured Al Impact Assessments
Align with risk tolerance
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How Did Things Go?
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let
us know by filling out a speaker evaluation.

1. Open the IAPP Events app.
2. Select IAPP Symposium 2026.
3. Tap "Schedule" on the bottom navigation bar.
4. Find this session. Click "Rate this Session" within the description.
5. Once you've answered all three questions, tap "Done".
Thank you!
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