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- Have you limited access to the data? - Is the data anonymized, aggregated,

- Where is the testing
deidentified and/or encrypted?

or health monitoring
being conducted?

- Do your policies limit use of the data to the purposes
of collection? - Are there stringent security measures

- Do you have rules for sharing test results internally, and confidentiality policies in place?

specifically or anonymously?

- Who is conducting
the testing or health
monitoring?

SECURITY

- Is the data stored securely, separately
and with access controls?

- Do you have rules for sharing the data with third parties?
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- What is the purpose
of the testing or
health monitoring
(and is it mandated by o
government authorities PRIVACY QUESTIONS 1app

or employers)? COVID.19 TeSting and Health Monitoring

As economies reopen, the scope and scale of health data collection, use and sharing will only increase. Employers
and businesses are conducting testing, temperature checks and health screenings. This data collection raises novel
privacy issues because of its scale, the non-traditional methods and reasons for its collection, and the benefits and
- What privacy or data risks to sharing the data widely. If you are collecting or controlling this data, these are questions worth asking.

protection laws apply?

- Are there applicable
exceptions or COVID-19-
specific guidelines from
authorities?

- s data recorded, stored or shared necessary for the

intended purposes? - What information are you sharing

about your COVID-19-specific
data processing?

- Do anti-discrimination
laws apply to the data
collection, use or
sharing?

- Is certain data retention mandated by law or otherwise
necessary (including for the immediate purpose, contact
tracing or insurance)?

LEGAL REQUIREMENTS

- Do individuals understand your data

) : o
- Do you have a data deletion schedule? use, sharing and retention policies?
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Read full article


https://iapp.org/news/a/privacy-questions-for-covid-19-testing-and-health-monitoring/

