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WELCOME AND INTRODUCTIONS

Rita Heimes; CIPP/E,
CIPP/US, CIPM; Senior
Counsel; Akin Gump Strauss
Hauer & Feld

Ruth Boardman, Partner, Co-
head, International Data
Protection Practice, Bird & Bird
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Simon McDougaII; AIGP, David Vladeck, Co-Director, Institute
L for Public Representation, Professor
CIPP/E, CIPM, CIPT; Chief of Law, Georgetown University Law
Strategist, Privacy and Al; Center
Zoomlnfo
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AGENDA OUTLINE

Private vs. Public: Cultural Distinctions and Legal Frameworks
l. “Publicly Available Information” Carve-out in US Laws

Il. Using and Monetizing Publicly Available Data
i. Private Sector
ii. Public Sector
V. Modern Use Cases: Does the public/private distinction hold?
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Being Seen in Public: Two Legal Starting Points

T
U.S. (common law tradition): EU (rights-based tradition):
+ Rooted in torts and harms between *  Rooted in dignity and fundamental

individuals human rights

o Privacy treated as part of personhood

Privacy developed as protection against

specific injury *  Applies even in public contexts: Being

visible # losing privacy interests

Strong presumption: What is exposed .+ Developed through constitutional and
in public has reduced legal protection human-rights frameworks

Law evolves case-by-case through
courts
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Paul Weller children win
damages from the Mail Online

® 16 April 2014

The officer jumped in front of the camera and the President strode forward almost on a

run. Coming up to the boy he shook his finger menacingly at at him and declared: “You g
ought to be ashamed of yourself. Trying to take a man’s picture as he leaves a house of

worship. It’s a disgrace. You ought to be ashamed of yourself.”

Published June 21, 2013 The judge agreed the images could have been published legally in California,
but said their appearance in the UK violated the right to privacy enshrined in

Teddy Roosevelt B erates d Child for the European Convention on Human Rights.
Taking His Picture After Church
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POLL QUESTION: When Does “Public” Mean Fair Game?

The Scenario: two people are seated at a small table in the corner of a busy coffee shop.

One of them is the CFO of a major tech company. She is speaking quietly about a sensitive topic -

her recent diagnosis with a mental health condition and her concerns about how disclosure might
aifect heriuture at her corpany. . Another patron nearby overhears the

conversation and later posts what they
heard on social media.

Was it acceptable to post this on social media?

Was it lawful?
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Gramm-Leach-Bliley Act (GLBA)

(1) Publicly available information means any
information that you have a reasonable basis to

believe is lawfully made available to the general

«  Excludes “publicly available public from:

information” from definition of
“nonpublic personal information”
subject to GLBA privacy
requirements.

(i) Federal, State, or local government records;
(ii) Widely distributed media; or

(iii) Disclosures to the general public that are

required to be made by Federal, State, or
local law.
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EU GDPR (Article 4) vs. CCPA

(2) (A) "Personal information” does not include publicly available

For the purposes of this Regulation: information or lawfully obtained, truthful information that is a matter

(1)

of public concern.

personal data’ means any inforrmation relating to an identified (B) (i) For purposes of this paragraph, “publicly available” means

or identifiable natural person ('data subject’); an identifiable any of the following:
natural person is one who can be identified, directly or
indirectly, in particular by reference 1o an identifier such as a
name, an identification number, location data, an online

identifier or 1o one or more factors specific to the physical, (II) Information that a business has a reasonable basis to
believe is lawfully made available to the general public by

the consumer or from widely distributed media.

(I) Information that is lawfully made available from federal,
state, or local government records.

physiological, genetic, mental, economic, cultural or social

identity of that natural person;
(III) Information made available by a person to whom the
consumer has disclosed the information if the consumer has
not restricted the information to a specific audience.

(ii) “Publicly available” does not mean biometric information
collected by a business about a consumer without the
consumer’s knowledge.
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Data Becoming “Public” Because It’s in The Hands of the

Government
Scale and Growth of Government-Held Data and Public Records :
* Property ownership &
- 315,000+ federal datasets maintained across agencies tax records
covering nearly every domain of U.S. life (education, health, . Courtdand criminal
.. . . . . recoras
criminal justice, economic and demographic data) : o
Business registrations &
«  The U.S. government manages hundreds of thousands of licenses
datasets and massive volumes of information and is 7 VD FEEETE e R
: . . : « Birth, death, and
required by law to maintain inventories of that data marriage records
- 1,501,432 FOIA requests received in FY24 (highest ever - Professional licenses
recorded and =25% increase over FY23). * FOlA-releasable agency

records

. Record-request volume up ~94% since 2018 across many
agencies, while file sizes up 322%

Hundreds of federal agencies maintain data systems/records,
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Daniel’s Law: When “Public” Data Is No Longer Fair Game

Origin & Scope

Enacted in 2020 after the murder of Daniel
Anderl, the son of U.S. District Judge Esther
Salas, whose home address was located using
online data sources.

Legislative response to the data broker

ecosystem, rather than government disclosure.

Prohibits websites, data brokers, and private
entities from disclosing home addresses and
unpublished home telephone numbers of
certain protected individuals (current and
former federal/state judicial officers, law
enforcement officers).

Entities must remove the protected information
within 10 days of receiving a written request.

Impact on “Publicly Available Data”

Information may be: Lawfully obtained, truthful,
previously public, yet still illegal to republish
or maintain once notice is given.

Public availability does not override statutory
privacy protections

New Jersey Supreme Court (2025) upheld
Daniel’'s Law as constitutional

Applies equally to journalists, platforms, and
data brokers

Once legislatures act, “publicly available” data
can become legally untouchable.
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Questions?

MR BEAN'S GUIDE TO GETTING
CHANGED AT THE BEACH
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How Did Things Go?
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let us
know by filling out a speaker evaluation.

Open the IAPP Events app.
Select IAPP Summit 2026.
Tap "Schedule" on the bottom navigation bar.

Find this session. Click "Rate this Session" within the description.

A o

Once you've answered all three questions, tap "Done".

Thank you!
. #APPSummit26
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