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AGENDA OUTLINE

. Welcome and Introductions

1. Update on the data protection frameworks in India and China
I. Evolution of the privacy framework in India
. Current data protection framework in India and China
iii.  Alignment with EU-GDPR
iv.  Impact for local and global businesses

lIl.  How to build a global data protection framework? The experience of Colt.
I From GDPR to Indian and Chinese Laws
i. Challenges and lessons learnt

IV.  Questions and Answers

V.  Closing Remarks
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Data Privacy in India

L m e jJ */\"/ \/\\-..«- -\ ..j\/ ....,/\ e

= .., .;-.--w- \ o SN At L A deed
o g e s e " I - .".‘.‘..o % .;.,.. -'-m: ¢ ,‘,"(_ At o e,

-:*“r., e e
‘.“ Ly oy “02.\
-y * e LR
p’ -

Seidebar,  o- P - ~-“..,,‘-, A

#DPC25




Evolution of Privacy in India

Before the Digital Personal Data Protection (DPDP) Act (which is very recent),

India addressed privacy through a mix of

1. Constitutional right to privacy

2. IT Act & related rules (limited and partial protection)
3. Sectoral regulations

4. Judicial safeguards and interpretations
But there was no comprehensive, standalone data protection law governing

personal data privacy in India until recently.
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Evolution of Privacy in India

The IT (Reasonable Security Practices and Procedures and Sensitive Personal
Data or Information) Rules, 2011 were framed under the IT Act, laying down rules

about protection of sensitive personal data by corporate entities. These rules
mandated:

-Consent before collection of sensitive personal data
*Privacy policies by companies

*Reasonable security practices

Limited disclosure of personal data

However, these rules were limited in scope and not comprehensive data protection
laws.
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Evolution of Privacy in India

Sector-Specific Laws

Some sectors had their own privacy and data protection provisions, e.g.:
The Telecom Regulatory Authority of India (TRAI) had rules for telecom data
confidentiality.

The Credit Information Companies (Regulation) Act for credit information.
Health, banking, and financial sectors had sectoral norms related to data.

Right to Privacy as a Fundamental Right:

In 2017, the Supreme Court of India declared privacy a fundamental right under
Article 21 (Right to Life and Personal Liberty) of the Constitution in the landmark
case Justice K.S. Puttaswamy (Retd.) vs Union of India.

This judgment provided a strong constitutional basis for privacy, but it did not
create specific data protection laws.
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Journey of India’s First Comprehensive Privacy Law

The journey of the India DPDP Act began with recognition of the need to address privacy concerns in the digital age,

leading to the drafting and introduction of the law to establish a comprehensive framework for data protection and
privacy in India.

The PDP Bill 2019 Ministry of
. _ . - : ; l )
c Right to Privacy BT i e e e i JPC releases a new ectronics and India's Digital MeitY releases the
yr recognized as a committee iiciEeldabilaii version of the bill Information Personal Dat Draft Rules 2025
a'-s Al it submits draft PDP was referred to ersion ortne £ Technology ersonal Lata art Ru'es .
Ly undamenta (Ij’lg tin bill Joint as Data Protection o — Protection Act, for publ.lc
£ Puttaswamy judgement 2018 Parliamentary Bill (DPB) draft (DPDPB) 2023 consultation
Committee (JPC) 2023 for public

consultation

August 2017 July 2018 December 2019 December 2021 November 2022 August 2023 January 2025

Applicability

a

v

Within India Territory Outside the India Territory

Where personal data is collected in
x Law does not apply to

Digital Form
Processing for domestic or
personal purposes by

.- individuals
Non digital form and .
digitised subsequently Personal data made public by

Data Principal

*Details on timelines for compliance shall be notified by the govt in the
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India Digital Personal Data Protection Act

The Digital Personal Data Protection Act (DPDP Act) received President’s assent and was notified in the gazette on 11t August, 2023

X

Key Parties

Data Fiduciary
Data Processor

Data Principal

1.

Significant Data Fiduciary )

Data Protection Board 3.
Penalties

4.

Noncompliance to the provisions by Data Fiduciaries up
to X250 crore

Breach in observance of duty of Data Principal up to
%10,000

Breach in not giving notice of personal breach up to
%200 crore

Breach in observance of additional obligation in relatio
to children up to X200 crore

Q it

Shall be clear, itemised and in simple language Organizations shall seek a consent, which is

Any data about an individual who is
identifiable by or in relation to such data.

Purpose of processing

Manner for accessing rights
Manner to make complaint

The option to access Notice in English or any
language specified in the Eighth Schedule.

freely given, specific, informed and
unambiguous indication of the Data Principal's
wishes, by a clear affirmative action.

Data Principal should have the option to
withdraw consent provided.

e Children's Data eTransfer s pe;‘:ginaal CETE) G @ Consent Manager

The data fiduciary shall obtain verifiable The Central Government to notify such

parental consent before processing any
personal data related to children. Behavioral
monitoring of children is prohibited.

The Data Principal may give, manage, review

countries or territories outside India to which a or withdraw her consent to the Data
Data Fiduciary may not transfer personal data. Fiduciary through a Consent Manager.
Exemptions are available such as legal right or Consent manager shall be registered with
claim, processing by court and tribunal, etc. the Data Protection Board of India.

Legitimate Uses

Data Principal has
@ Voluntarily provided her

personal
I data

Pll collected for employment 0
purposes required for

safeguarding the employer _GA

Data Principal Rights

1.Right to information

2.Right to correction and erasure
3.Right to grievance redressal
4.Right to nominate

Significant Data Fiduciary

SDF parameters include volume
and sensitivity of personal data
processed and risk associated.
Specific obligations include -

* Appoint a DPO based in India
» Appoint a Data Auditor

» Conduct Data Protection
Impact Assessment (DPIA)




Data Privacy and Security Framework in China
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Data Privacy and Security Framework in China

Personal Information

Cybersecurity Law Data Security Law Protection Law

Effective June 1, 2017 Effective September 1, 2021 Effective November 1, 2021

Fundamental law in Protection of “data security” of
cybersecurity and data privacy both personal and non- Overarching privacy law
areas personal data

Implementing Regulations and Rules
« Network Data Security Management Regulation

« Regulations governing cross-border data transfers (security assessment, SCCs and

certification)
« Administrative Measures for Personal Information Protection Compliance Audits

« Sectoral rules and national standards
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Key Obligations and Considerations Under
Chinese Laws

Territorial Scope

Extra-territorial scope of the Personal Information Protection Law

Controller/Processor . . "
Personal information handler and entrusted entities

Privacy notice, specific notice regarding sensitive personal data, data

Transparenc .
P y sharing and cross-border data transfer

Legal Bases s . .
8 Consent and other non-consent bases; “legitimate interest” is unavailable

Cross-border data
transfer Security assessment, standard contract, certification

Organizational and technical measures, China representative and DPO,

Accountabilit ) . .
y impact assessment, compliance audit

D ject righ : . o .
ata subject rights Access, correction, deletion, portability, withdrawal of consent, etc.

Penal . o .
enalty Fines, civil litigation, other penalties
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Alignment with EU-GDPR (India)

Scope

Consent

Data Subject/
Principal Rights

Purpose
Limitation

Data
Minimization

Accountability

Children’s Data

0

O
S
A
8

Applies to processing of personal
data of EU residents

Must be freely given, specific,
informed & unambiguous

Access, correction, erasure,
portability, restriction, withdrawal

Data collected for specified, explicit
and legitimate purposes

Collect only data necessary for the
purpose

Controllers responsible for
compliance & demonstrating it

Parental consent required under 16
(can vary by country)

DPDPA Common Principle

Applies to digital personal data of
individuals in India

Must be free, specific, informed,
unconditional & unambiguous

Access, correction, nomination,
grievance redressal

Data processed for specific and
lawful purposes

Collect only necessary personal
data

Data fiduciaries responsible for
ensuring compliance

Parental consent required for <18

years

Protection of personal data of
individuals

Lawful basis for processing
relies on valid consent

Empower individuals to control
their data

No processing beyond stated
purpose

Avoid excessive data collection

Emphasis on accountability of
data handlers

Protection of minors’ personal

data
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Alignment with EU-GDPR (China)

Scope
Consent

Data Subject/
Principal Rights

Purpose
Limitation

Data
Minimization

Accountability

Children’s Data

0

O
S
A
8

Applies to processing of personal
data of EU residents

Must be freely given, specific,
informed & unambiguous

Access, correction, erasure,
portability, restriction, withdrawal

Data collected for specified, explicit
and legitimate purposes

Collect only data necessary for the
purpose

Controllers responsible for
compliance & demonstrating it

Parental consent required under 16
(can vary by country)

Applies to processing of personal
data collected in China

Must be free, specific, informed,
unconditional & unambiguous

Access, correction, erasure,

portability, restriction, withdrawal

Data processed for specific and
lawful purposes

Collect only necessary personal
data

Personal information handler
responsible for ensuring
compliance

Parental consent required for <14

years

-G PIPL Common Principle

Protection of personal data of
individuals

Lawful basis for processing
relies on valid consent

Empower individuals to control
their data

No processing beyond stated
purpose

Avoid excessive data collection

Emphasis on accountability of
data handlers

Protection of minors’ personal
data
M wlad



Impact of India Privacy Law for Indian Businesses

Compliance Requirements:
Businesses will need to implement stronger data protection and privacy frameworks to comply with the DPDP Act.

Data Localization:
The Act may require certain categories of sensitive personal data to be stored and processed within India, impacting cloud
strategies and IT infrastructure.

Penalties and Fines:
Non-compliance can lead to substantial fines and penalties, incentivizing businesses to upgrade their data protection systems

Impact on Startups and SMEs:
While compliance costs may be high initially, the framework also encourages startups to build trust with customers through
strong privacy practices.

Limitations on Data Usage:
Businesses relying on data analytics, targeted advertising, or profiling must reassess their practices to ensure lawful and
ethical use of personal data.

Innovation Impact
While stricter rules might increase compliance costs, they can also foster innovation in privacy-enhancing technologies, data
security, and ethical Al.
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Impact of India Privacy Law for Global Businesses

Expanded Jurisdiction
The DPDP Act applies to any business processing personal data of individuals in India, regardless of where the business is
located. This means global companies must comply when handling Indian citizens' data.

Penalties and Fines:
Non-compliance can lead to substantial fines and penalties, incentivizing businesses to upgrade their data protection systems

Cross Border Data Transfer

The Act regulates how personal data can be transferred outside India, often requiring:
Adequate data protection safeguards in the destination country

Possibly government approvals or adherence to certain standards

Increased Compliance Complexity:
Global companies already subject to GDPR, CCPA, or other frameworks will need to navigate the Indian law alongside other
regulations, increasing compliance overhead.

Competitive Advantage
Companies that align early with Indian data protection standards can build trust with Indian customers and regulators,
improving market access and brand reputation.
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Impact of Chinese Privacy and Security Laws

Extra-territorial Effect

The Personal Information Protection Law imposes extraterritorial jurisdiction on personal information handlers whose
processing is to provide products or services to individuals in China, to analyze or evaluate the behavior of individuals in
China, or for other purposes specified by laws and regulations.

Special notice and “separate consent”
For the processing of sensitive personal data, data sharing between “personal information handlers” and cross-border
data transfer, notify data subjects of certain specific information and obtain “separate consent.”

Personal information protection impact assessment (PIPIA)

Conduct a PIPIA and keep the PIPIA report and relevant processing records for three years when processing sensitive
personal data, using personal data for automated decision-making, disclosing personal data to third parties, and
transferring personal data internationally.

Cross-border data protection compliance

+ Exemptions for transfers in certain scenarios (e.g., necessary for HR management or for the conclusion or performance
of contracts with data subjects).

» Adopt an applicable transfer mechanism (security assessment, SCCs or certification) if certain threshold is met.

 Different obligations of exporters and importers.

Appointment of local representative and DPO

#DPC25
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COLT INDIA’s COMPLIANCE JOURNEY SO FAR
Started in 2023

February 2023 April 2023 August 2023

Conducted a detailed gap assessment Created a roadmap for compliance basis Digital Personal Data Protection Act
against the GAPP (Globally Accepted the risks identified during the assessment (DPDP Act) received President’s assent
Privacy Principles) and the clauses of that includes updates in processes and was notified in the gazette on 11t
India DPDP Act. around people, process and technology. August 2023.
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COLT INDIA’s COMPLIANCE JOURNEY SO FAR

Compliance Roadmap

Approve and Upload Privacy Implement privacy notices Identify and finalize Data
Policy on Colt websites and and disclaimers for identified Privacy Governance
notify employees, customers, touchpoints across webpages, Structure across all roles
vendors and other business forms, and emails

partners

Roll out the data privacy
framework comprising
policies and procedures,

Enforce data discovery
through data maps,

ROPA, Pl inventories -Q

and system breach management,
questionnaires data principal rights,

consents, etc.
/‘_._

Draft and track privacy
monitoring KPIs across
business functions along with
# periodic assessments

Finalize DPDP contract
addendums and update
the contracts signed with
employees and vendors

Conduct privacy training and
conduct POC for consent tool
management tool

Create consent management Draft vendor management
process to collect and record process workflow along with I :

#ﬂ

DPDP Act

consent for applications and roles and responsibilities
information collecting systems

>

Compliant
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COLT INDIA’s COMPLIANCE JOURNEY SO FAR

Our journey in 2024 and 2025

To get an understanding of how personal
data is being collected and processed,
data mapping exercise was being
performed.

Alignment of Colt global privacy policies
and guidelines with India DPDP Act
requirements which includes revision of
notices, data principal rights etc.
Implementation of processes and
guidelines.

Established a consent management
process for Colt India to ensure legal
basis for processing of personal data
which is consent in this case is being
followed, records are being maintained
and withdrawal process is being followed
appropriately.
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COLT INDIA’s COMPLIANCE JOURNEY SO FAR

Our journey in 2025

Established vendor risk management
process for India procurement team
aligned with global practices. Data
Processing Addendum and DPDP Act
aligned controls were updated for
vendors processing personal data.

Defined business function level KPIs to
track privacy obligations and ensure
accountability. The KPIs will be tracked
and data privacy risks will be monitored
to closure as part of privacy risk
management.

Deliver role-based training sessions and
workshops for stakeholders processing
personal data. Align module 6 of the
annual training program in line with
requirements of the DPDP Act.
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COLT INDIA’s COMPLIANCE JOURNEY SO FAR

We set up a Data Privacy Office in India

Executive Leadership Team (ELT)

Colt Global Data Protection Office
| Group Data Protection Officer (DPO) |

| Global Data Protection Director (DPD) |

Head of Business Data Protection Consent Manager
India Country Head . Officer/Grievance
Functions/Product ! (Process and Tool)
n Officer
[ Goltnd bea Potecion Worg G|
Data Privacy . .
Information Legal & Information
Process/Eroduct Security Human Resources Compliance Technology %
Champions
A A A
Employees Suppliers Vendors

Why a Data Protection Office in India is Essential? The Vital Role of a DP Team in India a
o The DPDP Act, 2023 requires significant data fiduciaries to appoint a Data Protection Officer (DPO) in India, o Prepares for and manages data protection audits. gE

ensuring adherence to local laws. . .
o Manages requests for data access, correction and deletion.

o A dedicated office implements robust security measures, reducing data breach risks and protecting individual
o Ensures secure and compliant data transfers across borders.

privacy.

o Communicates data protection efforts to customers, partners and regulators.

(>
Regularly reviews and enhances data protection strategies. O
|| B || | B B | J

ilitates better communication with the Data Protection Board of India for compliance.




Data Mapping in China: Identifying Personal Data
Flows and Compliance

Key Steps:
Inventory Creation: Listing all systems and applications in use

«  Colt conducted a comprehensive Data in China. _ o
Mapping exercise in China to identify how Questionnaire: For each system, a detailed questionnaire was

personal data flows across all systems and ~ completed, covering:
applications used locally. «  Business/IT ownership

* The}[ processlinvglved Cadtalchum ev]g-‘-try «  Purpose and description of data processing
system, application, and external sortware .
t%/at processes personal data, detailing how Data controller/processor roles and locations |
datais collected, used, stored, transferred, *  Types of personal data processed and data subjects

Purpose and Approach:

and who has access at each stage. involved

« The mapping included both structured «  Dataretention periods and legal/regulatory requirements
(databases, online forms) and unstructured .  pata sharing, access rights, and transfer mechanisms
(hard copy forms) data, covering all formats (including cross-border transfers)

and transter methods (internal, external,
cloud, third parties). P —

S Ve

»  Storage locations (including backup and third-party data
centers)

*  Technical and Organizational Measures (TOMs) in place
(e.g., physical/logical access controls, encryption,

monitoring, disaster recovery)
#DPC25




Data Mapping in China: Identifying Personal
Data Flows and Compliance 2

Ongoing Activity: Data Mapping and the Record of
Processing Activities (RoPA) are maintained as ongoing, living
documents, integrated into regular business practices.

Benefits:

« Ensures compliance with Chinese and international data
protection regulations.

« Enables risk identification and mitigation from the outset.

 Provides a clear, auditable record of data flows and controls
for internal and external stakeholders.

‘- Supports Privacy by Design and continuous improvemppT25
O




Gap Analysis: Process and Detailed Results

Why a Gap Analysis?

After Data Mapping, Colt performed a Gap Analysis to assess the design and
Ioperation of key controls supporting compliance with GDPR and Chinese privacy
aws.

The analysis aimed to identify any deficiencies or areas for improvement in
documentation, governance, reporting, data retention, and supplier contracts.

Process:

Audit of Controls: Review of existing governance and monitoring controls
operated by the Data Protection Officer and business areas.

Comparison with Regulatory Requirements: Benchmarked current practices
against mandatory requirements (e.g., Article 30 GDPR, PIPL in China).

Detailed Review: Each system’s compliance with privacy principles (lawfulness,
transparency, purpose limitation, data minimization, accuracy, storage limitation,
integrity/confidentiality, accountability, privacy by design, breach notification)

was assessed.
#DPC25



Gap Analysis: Process and Detailed Results

Remediation Actions:

— Updated Data Mapping and RoPA processes.
— Strengthening of governance and reporting mechanisms.
— Enhanced data retention and deletion procedures.
— Improved supplier contract reviews to ensure privacy compliance.
« Audit and Follow-Up:
— Actions tracked and reported to Internal Audit.
— Timelines and Single Points of Contact (SPOCs) established for accountability.
— Regular reviews and updates scheduled to maintain compliance.

e QOutcome:

*Colt has taken steps to develop and maintain a Data Mapping and compliance
framework in China.

Efforts have been made to align systems and processes with both local and
international privacy requirements, though this is an ongoing process.

*The company aims to be prepared to respond to regulatory audits and customer
requests tor data protection transparency, and continues to monitor and improve

‘ its practices #DPC25
O




How Did Things Go?
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let us
know by filling out a speaker evaluation.

1. Open the IAPP Events app.
. Select IAPP Europe Data Protection Congress 2025.
. Tap "Schedule" on the bottom navigation bar.

2
3
4. Find this session. Click "Rate this Session" within the description.
5

. Once you've answered all three questions, tap "Done".
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