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Last year...

You decided to jump on that fast moving Al train
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Last year...

Great!!

You made it!!

and now what?




This year...




This year...

........

This is more like it —»  TES=E=tN
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AGENDA OUTLINE

l. Welcome and Introductions

Il.  APAC Al Development and Landscape

IIl. Al Testing Frameworks

IV.  Why Al Governance is Crucial

V.  Practical Approaches & Emerging Technologies
VI. Al Governance in Practice: Lessons from Lytx
VIl. Takeaway

VIII. Questions and Answers

IX.  Closing Remarks
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LET’S DO IT, GUYS
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Al Regulations Across APAC

AoIoVERlFY

Building trust through ethical Al

The Foundation aims to harness the collective power and
contributions of the global open-source community to
develop Al testing tools to enable responsible Al. The
Foundation promotes best practices and standards for Al.

The not-for-profit Foundation is a wholly owned subsidiary
of the Infocommunications Media Development Authority of
Singapore (IMDA).

Mission

01 Foster a community to contribute to the use
and development of Al testing frameworks, code
base, standards, and best practices.

02 Create a neutral platform for open
collaboration and idea-sharing on testing and
governing Al.

03 Nurture a network of advocates for Al and
drive broad adoption of Al testing through
education, outreach, and marketing.

‘ Source:https://www.imda.gov.sg/resources/blog/blog-articles/2024/04/responsible-ai-boosts-consumer-trust-and-business-growth-in-singapore # A P F 2 5
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AIE Regulations Across APAC

Y THE STATE COUNCIL INFORMATION OFFICE
%= THE PEOPLE'S REPUBLIC OF CHINA

China requires labeling of Al-generated online content

Xinhua | March 17, 2025

hina has released a set of guidelines on labeling internet content that is generated or composed by artificial
intelligence (Al) technology, which are set to take effect on Sept. 1.

he guidelines, issued by authorities including the Cyberspace Administration of China (CAC), are aimed at promoting
he healthy development of the Al sector and helping intemet users spot false information |

With the rapid development of Al technology in recent years, a vast amount of online content has been produced or
composed in various forms through the assistance of Al, before being spread in cyberspace.

Simultaneously, the abuse of Al technology and the distribution of fake information have emerged and aroused social
concemn, prompting the need to standardize how such content is identified, according to the CAC.

The misuse of Al technology has sparked widespread discussions about improving the regulation of the sector. In one
example, Al-generated images of a famous Chinese actor were used to defraud members of his fan base last year.

In response, the guidelines regulate the labeling of Al-generated online content throughout its production and
dissemination processes, requinng providers to add visible marks to their content in appropnate locations.

They also stipulate that no organization or individual is permitted to delete, tamper with, fabricate or conceal such
identifying labels, the CAC said.

Source: http://english.scio.gov.cn/pressroom/2025-03/17/content_117769570.html
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Al Regulations Across APAC

Vision, goals, detailed strategies of trustworthy artificial intelligence

Trustworthy Al for Everyone

Goal Responsible use of Al Trustworthy society Safe cyber nation
( 2025) Global no.5 Global no.10 Global no.3

Create anenvironment Lay the foundation Spread Al ethics
for trustworthy Al for safe use of Al across soclety

1) Put in olace a systematic 1) Make Al learning data more 1) Provide strengthened education
Strategies process for securing trust for trustworthy programs on Al ethics
Al products and services 2) Promote securing trsut for 2) Create and distribute checklists
2) Support players in the private high-risk Al for each stakeholder
sector with securing trust for 3) Conduct assessment on 3) Operate a platform for policies
influence of Al on ethics
3) Developlng source technology  4) Improve regulations for

for trustworthy Al increased trust for Al

Source:https://www.msit.go.kr/eng/bbs/view.do?sCode=eng&mld=4&mPid=2&pagelndex=&bbsSeqNo=42&nttSeqNo=509

December

2024
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Al Regulations Across APAC

thejapantimes Fe 23,2025

Japan may ease privacy rules to aid Al
development

Japan's Personal Information Protection Commission is considering

nixing a prior consent requirement when obtaining sensitive personal Under the law, information such as race, social status, medical history

information for the development of artificial intelligence. and any criminal record is designated as sensitive personal
information, and obtaining such information requires prior consent

The move by the government agency is intended to make it easier for ... the individuals concerned

Al-related businesses to utilize personal information. The personal

information protection law is reviewed every three years Al development relies on such systems absorbing vast volumes of data

to increase the accuracy of projections and analyses. If the data
Inlight of the creation and development of new industries, astudyis  ¢,ntain sensitive information, the developer must take measures such

being made while balancing the protection of personal rights and as gaining consent or removing such information from the data.

interests and the utilization of personal information,” Chief Cabinet

Secretary Yoshimasa Hayashi said at a news conference on Friday.

‘ Source:https://www.japantimes.co.jp/news/2025/02/23/japan/crime-legal/personal-info-law-revision-ai/ #AP F25
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Al regulations across APAC
@ Al Guidelines
~
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Al Verify Testing Framework

Al Verify is an Al governance testing framework to help companies assess the responsible implementation of their
Al system against 11 internationally recognised Al governance principles.

Transparency on use of Al

‘ Source: https://aiverifyfoundation.sg/what-is-ai-verify/ # AP F 2 5
O




Al Verify Testing Framework

v WEFSI(A:OMM VERIFY
“ DEVELOPMENT NN coGinirion

AUTHORITY

Al Veri

Testin
Framewor

For Traditional
and Generative Al

Get started

The process and evidence are practices that are common to a typical Al deployment.
The scope of the desired outcomes may overlap and could reinforce concepts and
principles that are important in ensuring the trustworthy and transparent deployment of
Al

For the Process Checklist, organisations need to fill up only two fields for each principle
— “Process Checks Completed” (column G) and “Elaboration” (column H).

For the “Process Checks Completed” field (column G), there are three options - “yes /
no / not applicable”. For certain process checks that are only applicable in certain
scenarios/use cases/Al models, they have been marked with the label “where
applicable/feasible.” Organisations need to assess whether these criteria and
considerations are relevant and feasible to the specific Al deployment. If they are not
applicable, organisations can indicate “not applicable”.

For the Elaboration (column H), organisations can provide the following responses:

- If Yes, describe how the process checks is implemented and/or how the evidence has
been documented (where applicable).

- If No, state the reason(s) for not implementing the process checks or not documenting
evidence.

- If Not applicable, state the reason(s).

#APF25




Al Audit

A-Al MODELS, CONSIDERATIONS, AND REQUIREMENTS B—Al GOVERNANCE AND PROGRAM MANAGEMENT

1. Types of Al 1. Al Strategy

2. Machine Learning/Al Models 2. Al-Related Roles and Responsibilities
Al 3. Algorithms 3. Al-Related Policies and Procedures

4. Al Life Cycle 4. Al Training and Awareness
GOVERNANCE 5. Business Considerations 5. Program Metrics
AND RISK

C —Al RISK MANAGEMENT D-PRIVACY AND DATA GOVERNANCE PROGRAMS
1. Al-Related Risk Identification 1. Data Governance
2. Risk Assessment 2. Privacy Considerations

3. Risk Monitoring

E-LEADING PRACTICES, ETHICS, REGULATIONS, AND STANDARDS FOR Al

1. Standards, Frameworks, and Regulations Related 1o Al
2. Ethical Considerations

‘ Source: https://www.isaca.org/credentialing/aaia/aaia-exam-content-outline#1 # A P F 25




Al Audit

A-DATA MANAGEMENT SPECIFICTO Al E-TESTING TECHNIQUES FOR Al SOLUTIONS

AI 1. bata CO”E‘(I:'[IOH ) 1. Conventional Software Testing Techniques Applied to
2. Data Classification Al Solutions
OPERAT'ONS 3. Data Confidentiality

2. Al-Specific Testing Techniques
4. Data Quality

5. Data Balancing

. F-THREATS AND VULNERABILITIES SPECIFIC TO Al
6. Data Scarcity

7. Data Security 1. Types of Al-Related Threats

2. Controls for Al-Related Threats
B—Al SOLUTION DEVELOPMENT METHODOLOGIES AND

LIFECYCLE G-INCIDENT RESPONSE MANAGEMENT SPECIFIC TO Al
1. Al Solution Development Life Cycle 1. Prepare
2. Privacy and Security by Design 2. ldentify and Report
3. Assess

C-CHANGE MANAGEMENT SPECIFIC TO Al
4 Respond

1. Change Management Considerations 5 Post-Incident Review

D-SUPERVISION OF Al SOLUTIONS
1. Al Agency

i ‘ #APF25
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Al Audit

A-AUDIT PLANNING AND DESIGN
D-AUDIT DATA QUALITY AND DATA ANALYTICS

1. Identification of Al Assets .
Al 1. Data Quality

2. Types of Al Controls .
yP 2. Data Analytics

AUDITING 3. Al Audit Us? Qases 3. Data Reporting
4, Internal Training for Al Use

TOOLS

AND B—AUDIT TESTING AND SAMPLING METHODOLOGIES  E_a| AUDIT OUTPUTS AND REPORTS
1. Designing an Al Audit 1. Reports

TECHNI QU ES 2. Al Audit Testing Methodologies 2. Audit Follow-up
3. Al Sampling 3. Quality Assurance

4. Testing Al Outcomes
5. Sample Al Audit Process
C—-AUDIT EVIDENCE COLLECTION TECHNIQUES

1. Data Collection
2. Walkthroughs and Interviews
3. Al Collection Tools

_ ‘ #APF25




Parting thoughts... ...

Privacy Al governance
Data Bias
minimisation (lack of data)

#APF25



Smart people on every side are close to panicking.



The Al Principles, Laws and Frameworks

Al Principles
- The first intergovernmental standard
onAl.
- Today, there are 47 countries
adherent to the Principles.

Inclusive growth, sustainable
development and well-being

Human rights and democratic
values, including fairness and

privacy

Transparency and explainability

Robustness, security and safety

Accountability

Image Source: OECD

N N A A
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Al Laws and regulations
EU Al Act
EU Product Liability Directive
EU General Data Protection Regulation (GDPR)
EU Data Governance Act (DGA)
EU NIS2 Directive

California’s AB 2013 - Generative Artificial
Intelligence Training Data Transparency Act

EU Cyber Resilience Act
Canada - Al and Data Act, proposed

Sectoral U.S. legislation for employment, housing and
consumer finance

U.S. state laws (Colorado, California, Utah)

China's Interim Measures for the Management of
Generative Al Services

The United Arab Emirates Amendment to Regulation
on processing of personal data via autonomous and
semi-autonomous systems, such as Al

Digital India Act

Al Frameworks and standards
NIST Al RMF
NIST Special Publication 1270:
Towards a Standard for Identifying
and Managing Bias in Al
Singapore Al Verify

The Council of Europe's Human
Rights, Democracy, and the Rule of
Law Assurance Framework for Al
systems

ISO/IEC 42001:2023

#APF25



https://oecd.ai/en/ai-principles

Why?
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Image Source: Al Incident database

Color by incident
classifications from
taxonomies

CSETvi:Sector of Deploymentv

® accommodation and food
service activities

® administrative and support
service activities

© Arts, entertainment and
recreation

@ defense
Education

© financial and insurance
activities

® human health and social
work activities
information and
communication

@ law enforcement

® manufacturing

@ other

@ professional, scientific and
technical activities

® public administration

@ real estate activities

@ transportation and storage
Unclassified

@ wholesale and retail trade

+

Known Al Technical Failure

M Generalization Failure ™ Unsafe Exposure or Access M Distributional Bias
B Lack of Transparency M Misinformation Generation Hazard M Context Misidentification
 Harmful Application M Limited Dataset ™ Lack of Safety Protocols ™ All Others
Image Source: Al Incident database

Effective Al governance is more
crucial than ever to address the
critical issues at hand.

#APF25


https://incidentdatabase.ai/summaries/spatial/
https://incidentdatabase.ai/summaries/spatial/

What is Al Governance

A practice that integrates a set of principles, laws, policies, processes, standards, frameworks,
industry best practices and tools, applied throughout the lifecycle of Al systems - from design
to implementation and usage.

Test,

Collect and Build and/or
evaluate,

process adapt
LELE model(s)

Make
available for

Operate and Retire /
verify & monitor decommission

validate e

Image Source: OECD

A component-based framework that can be integrated with various workflows, tools and services.

e Alotof synergyis needed among frameworks, people, processes, systems, and agentic Al.

i ‘ #APF25



https://oecd.ai/en/ai-principles

Synergy of the Frameworks

Leverage the combined power of established frameworks to achieve comprehensive compliance goals.

Holistic Approach: Move beyond siloed efforts by recognizing the interconnectedness of regulations
and standards.

GDPR: Emphasize data privacy, consent, and data protection principles.

. ISO 27001: Build on robust information security management practices.

. EU Al Act: Focus on risk-based regulation and accountability for Al systems.
. NIST Al RMF: Utilize a flexible framework for managing Al risks throughout the lifecycle.

. 1SO 42001: Adopt a management system standard for Al, focusing on ethical considerations and
responsible development.

Avoid Reinventing the Wheel: Identify commonalities and overlapping requirements across these
frameworks to streamline efforts and maximize efficiency.

i ‘ #APF25




Synergy of People and Process

The Human Element in Responsible Al

° Cross-Functional Collaboration
° Accountability & Oversight
° Training & Awareness

Integrating Al into Existing SDLC
° Plug-in Al Requirements

° Leverage Existing Foundations: Utilize familiar tools, methodologies, and
governance structures already in place.

Requirements & Design: Incorporate Al ethics, fairness, and
transparency upfront.

Development & Testing: Implement Al-specific testing for performance,
security, and responsible Al principles.

Deployment & Monitoring: Utilize existing Cl/CD pipelines and
integrate Al model monitoring.

#APF25




The Synergy of Systems & AgentAI

Agentic Al and Emerging Technology:

° Empowering Proactive Governance, “Al giving feedback to itself”.
° Intelligent systems capable of autonomous action and decision-making, but very hard to monitor.
° Necessary to understand What an LLM produced and Why - the brain of the agent.

Agentic Al complements human oversight, providing scalable, real-time governance functions that amplify
observability and feedback loops.

Application Observability: Gain deep, real-time insights into Al system behavior, performance, and
569% 0516 3278 compliance (e.g., detecting bias, monitoring data drift, tracking ethical metrics).

X 45% Y 529 10.809 B .
& A Logging Metadata: Trace alone isn’t enough, metadata adds context, and helps to evaluate
quality, latency and failures.

Application Performance

: |III|II'-:IllII“lI""II
Application Servers

08.4 141% =

Feedback Loops: Establish automated and human-in-the-loop mechanisms to collect insights
from observability, analyze deviations, and trigger corrective actions or policy adjustments.

Synergy: Observability and metadata provides the critical data and context, while feedback loops

* ensure that these insights translate into actionable improvements, creating a self-reinforcing

cycle for responsible Al. #AP F25
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This can't all be true.




| NEED YOU TO TRUST ME
- —
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Al Governance: Our Journey at Lytx

Manish Kumar
Staff Product Manager Compliance
and Al Governance Lytx

#APF25




Who We Are at Lytx

e We specialize in Al-driven video telematics and driver
safety

e Powered by over 300 billion miles of commercial
driving data

e Our Al flags risky driving events like distracted driving
or near collisions

Protecting a World In Motion : People, Equipment, and
Reputation

‘ #APF25




Why Al Governance Is a Team Sport

Governance is not just legal—it's Product + Tech +
Compliance

Governance council to embed safety by design

Cross-functional collaboration ensures ethical Al from
the ground up

#APF25




Governance in Practice - Key Elements

Model Inventory and Risk Assessments

Policies and documentation: Al Whitepaper, Responsible Al
Policy

Human Oversight Protocols embedded in workflows

Responsible Al training and SDLC integration

LYTX

Responsible Al

PROTECTING A

#APF25
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Al Risk Assessments at Lytx

Lytx Al Risk framework
e Risks identified, categorized, and mitigation strategies
defined pre-deployment.

e  Post-deployment monitoring for fairness, performance,
and transparency.

e Framework aligns with OECD Al Principles, EU Al Act,
NIST Al RMF

‘ #APF25




Lessons & Takeaways

e Build ethically and ahead of regulation
e Governance must be cross-functional
e Documentation is the foundation of trust and compliance

Overall, Responsible Al drives innovation and customer trust.

N



Mission Accomplished

#APF25



http://drive.google.com/file/d/11P5CU2_5b5Qtigbr47FM9MeWcEry-zQH/view

Resources

NIST Al Risk Management Framework (Al RMF 1.0)
https://www.nist.gov/itl/ai-risk-management-framework

ISO/IEC 42001:2023 - Information technology — Artificial intelligence —
Management system

https://www.bsigroup.com/en-US/products-and-services/standards/iso-

42001-ai-management-system/

EU Al Act
https://artificialintelligenceact.eu/ai-act-explorer/
ISACA Advanced in Al Audit (AAIA)

https://www.isaca.org/credentialing/aaia

Singapore Model Al Governance Framework for Generative Al 2024

https://aiverifyfoundation.sg/wp-content/uploads/2024/05/Model-Al-
Governance-Framework-for-Generative-Al-May-2024-1-1.pdf

#APF25



https://www.nist.gov/itl/ai-risk-management-framework
https://www.bsigroup.com/en-US/products-and-services/standards/iso-42001-ai-management-system/
https://www.bsigroup.com/en-US/products-and-services/standards/iso-42001-ai-management-system/
https://artificialintelligenceact.eu/ai-act-explorer/
https://www.isaca.org/credentialing/aaia
https://aiverifyfoundation.sg/wp-content/uploads/2024/05/Model-AI-Governance-Framework-for-Generative-AI-May-2024-1-1.pdf
https://aiverifyfoundation.sg/wp-content/uploads/2024/05/Model-AI-Governance-Framework-for-Generative-AI-May-2024-1-1.pdf

How Did Things Go?
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let us
know by filling out a speaker evaluation.

1. Open the Cvent Events app.
Enter IAPP APF25 (case and space sensitive) in search bar.
Tap "Schedule" on the bottom navigation bar.

Find this session. Click "Rate this Session" within the description.

A

Once you've answered all three questions, tap "Done".

#APF25
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