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WELCOME AND INTRODUCTIONS



Last year…

You decided to jump on that fast moving AI train



Last year…

Great!! 

You made it!!

and now what? 



This year…



This year…

This is more like it →





I. Welcome and Introductions 
II. APAC AI Development and Landscape 
III. AI Testing Frameworks
IV. Why AI Governance is Crucial  
V. Practical Approaches & Emerging Technologies
VI. AI Governance in Practice: Lessons from Lytx
VII. Takeaway 
VIII. Questions and Answers 
IX. Closing Remarks

AGENDA OUTLINE





AI Regulations Across APAC

Source:https://www.imda.gov.sg/resources/blog/blog-articles/2024/04/responsible-ai-boosts-consumer-trust-and-business-growth-in-singapore

Building trust through ethical AI

The Foundation aims to harness the collective power and

contributions of the global open-source community to

develop AI testing tools to enable responsible AI. The

Foundation promotes best practices and standards for AI.

The not-for-profit Foundation is a wholly owned subsidiary

of the Infocommunications Media Development Authority of

Singapore (IMDA).

Mission

01 Foster a community to contribute to the use

and development of AI testing frameworks, code

base, standards, and best practices.

02 Create a neutral platform for open

collaboration and idea-sharing on testing and

governing AI.

03 Nurture a network of advocates for AI and

drive broad adoption of AI testing through

education, outreach, and marketing.



AI Regulations Across APAC

Source: http://english.scio.gov.cn/pressroom/2025-03/17/content_117769570.html



AI Regulations Across APAC

Source:https://www.msit.go.kr/eng/bbs/view.do?sCode=eng&mId=4&mPid=2&pageIndex=&bbsSeqNo=42&nttSeqNo=509
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AI Regulations Across APAC

Source:https://www.japantimes.co.jp/news/2025/02/23/japan/crime-legal/personal-info-law-revision-ai/



AI regulations across APAC



AI Verify Testing Framework

AI Verify is an AI governance testing framework to help companies assess the responsible implementation of their 
AI system against 11 internationally recognised AI governance principles.

Source: https://aiverifyfoundation.sg/what-is-ai-verify/



AI Verify Testing Framework



AI Audit

AI 

GOVERNANCE 

AND RISK

Source: https://www.isaca.org/credentialing/aaia/aaia-exam-content-outline#1



AI Audit

AI 

OPERATIONS



AI Audit

AI 

AUDITING 

TOOLS 

AND 

TECHNIQUES



Parting thoughts… …

Privacy
Data 

minimisation

AI governance
Bias 

(lack of data)





➔ NIST AI RMF

➔ NIST Special Publication 1270: 

Towards a Standard for Identifying 

and Managing Bias in AI

➔ Singapore AI Verify

➔ The Council of Europe's Human 

Rights, Democracy, and the Rule of 

Law Assurance Framework for AI 

systems

➔ ISO/IEC 42001:2023 

23

➔ The first intergovernmental standard 
on AI.

➔ Today, there are 47 countries 
adherent to the Principles.

AI Laws and regulationsAI Principles
➔ EU AI Act 

➔ EU Product Liability Directive

➔ EU General Data Protection Regulation (GDPR)

➔ EU Data Governance Act (DGA)

➔ EU NIS2 Directive

➔ California’s AB 2013 - Generative Artificial 
Intelligence Training Data Transparency Act

➔ EU  Cyber Resilience Act

➔ Canada – AI and Data Act, proposed 

➔ Sectoral U.S. legislation for employment, housing and 
consumer finance

➔ U.S. state laws (Colorado, California, Utah)

➔ China's Interim Measures for the Management of 
Generative AI Services

➔ The United Arab Emirates Amendment to Regulation 
on processing of personal data via autonomous and 
semi-autonomous systems, such as AI

➔ Digital India Act 

AI Frameworks and standards

Image Source: OECD

The AI Principles, Laws and Frameworks

https://oecd.ai/en/ai-principles


Why?

Effective AI governance is more 
crucial than ever to address the 
critical issues at hand.
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Image Source: AI Incident database

Image Source: AI Incident database

https://incidentdatabase.ai/summaries/spatial/
https://incidentdatabase.ai/summaries/spatial/


What is AI Governance

A practice that integrates a set of principles, laws, policies, processes, standards, frameworks, 
industry best practices and tools, applied throughout the lifecycle of AI systems - from design 
to implementation and usage.

A component-based framework that can be integrated with various workflows, tools and services.

● A lot of synergy is needed among frameworks, people, processes, systems, and agentic AI.

Image Source: OECD

https://oecd.ai/en/ai-principles


Synergy of the Frameworks

Leverage the combined power of established frameworks to achieve comprehensive compliance goals.

Holistic Approach: Move beyond siloed efforts by recognizing the interconnectedness of regulations 
and standards.

• GDPR: Emphasize data privacy, consent, and data protection principles.

• ISO 27001: Build on robust information security management practices.

• EU AI Act: Focus on risk-based regulation and accountability for AI systems.

• NIST AI RMF: Utilize a flexible framework for managing AI risks throughout the lifecycle.

• ISO 42001: Adopt a management system standard for AI, focusing on ethical considerations and 
responsible development.

Avoid Reinventing the Wheel: Identify commonalities and overlapping requirements across these 
frameworks to streamline efforts and maximize efficiency.



Synergy of People and Process

The Human Element in Responsible AI

• Cross-Functional Collaboration

• Accountability & Oversight

• Training & Awareness

Integrating AI into Existing SDLC

• Plug-in AI Requirements

• Leverage Existing Foundations: Utilize familiar tools, methodologies, and 

governance structures already in place.

– Requirements & Design: Incorporate AI ethics, fairness, and 

transparency upfront.

– Development & Testing: Implement AI-specific testing for performance, 

security, and responsible AI principles.

– Deployment & Monitoring: Utilize existing CI/CD pipelines and 

integrate AI model monitoring.



The Synergy of Systems & Agentic AI

Agentic AI and Emerging Technology: 

● Empowering Proactive Governance, “AI giving feedback to itself”.

● Intelligent systems capable of autonomous action and decision-making, but very hard to monitor.

● Necessary to understand What an LLM produced and Why - the brain of the agent.

Agentic AI complements human oversight, providing scalable, real-time governance functions that amplify 

observability and feedback loops. 

Observability: Gain deep, real-time insights into AI system behavior, performance, and 

compliance (e.g., detecting bias, monitoring data drift, tracking ethical metrics).

Logging Metadata: Trace alone isn’t enough, metadata adds context, and helps to evaluate 

quality, latency and failures.

Feedback Loops: Establish automated and human-in-the-loop mechanisms to collect insights 

from observability, analyze deviations, and trigger corrective actions or policy adjustments.

Synergy: Observability and metadata provides the critical data and context, while feedback loops 

ensure that these insights translate into actionable improvements, creating a self-reinforcing 

cycle for responsible AI.







AI Governance: Our Journey at Lytx

Manish Kumar
Staff Product Manager Compliance 

and AI Governance Lytx



Who We Are at Lytx

● We specialize in AI-driven video telematics and driver 

safety

● Powered by over 300 billion miles of commercial 

driving data 

● Our AI flags risky driving events like distracted driving 

or near collisions

Protecting a World In Motion : People, Equipment, and 
Reputation



Why AI Governance Is a Team Sport

● Governance is not just legal—it's Product + Tech + 

Compliance

● Governance council to embed safety by design

● Cross-functional collaboration ensures ethical AI from 

the ground up



Governance in Practice – Key Elements

● Model Inventory and Risk Assessments

● Policies and documentation: AI Whitepaper, Responsible AI 

Policy

● Human Oversight Protocols embedded in workflows

● Responsible AI training and SDLC integration



AI Risk Assessments at Lytx

Lytx AI Risk framework

● Risks identified, categorized, and mitigation strategies 

defined pre-deployment.

● Post-deployment monitoring for fairness, performance, 

and transparency.

● Framework aligns with OECD AI Principles, EU AI Act, 

NIST AI RMF



Lessons & Takeaways

● Build ethically and ahead of regulation

● Governance must be cross-functional

● Documentation is the foundation of trust and compliance

Overall, Responsible AI drives innovation and customer trust.



MI 8 - AIG-6/12/2025, 1:08 PM.mp4

Mission Accomplished

http://drive.google.com/file/d/11P5CU2_5b5Qtigbr47FM9MeWcEry-zQH/view


Resources

● NIST AI Risk Management Framework (AI RMF 1.0)

https://www.nist.gov/itl/ai-risk-management-framework

● ISO/IEC 42001:2023 - Information technology — Artificial intelligence —

Management system

https://www.bsigroup.com/en-US/products-and-services/standards/iso-

42001-ai-management-system/

● EU AI Act

https://artificialintelligenceact.eu/ai-act-explorer/

● ISACA Advanced in AI Audit (AAIA)

https://www.isaca.org/credentialing/aaia

● Singapore Model AI Governance Framework for Generative AI 2024

https://aiverifyfoundation.sg/wp-content/uploads/2024/05/Model-AI-

Governance-Framework-for-Generative-AI-May-2024-1-1.pdf

https://www.nist.gov/itl/ai-risk-management-framework
https://www.bsigroup.com/en-US/products-and-services/standards/iso-42001-ai-management-system/
https://www.bsigroup.com/en-US/products-and-services/standards/iso-42001-ai-management-system/
https://artificialintelligenceact.eu/ai-act-explorer/
https://www.isaca.org/credentialing/aaia
https://aiverifyfoundation.sg/wp-content/uploads/2024/05/Model-AI-Governance-Framework-for-Generative-AI-May-2024-1-1.pdf
https://aiverifyfoundation.sg/wp-content/uploads/2024/05/Model-AI-Governance-Framework-for-Generative-AI-May-2024-1-1.pdf


How Did Things Go?
(We Really Want To Know)

Did you enjoy this session? Is there any way we could make it better? Let us 
know by filling out a speaker evaluation. 

1. Open the Cvent Events app.

2. Enter IAPP APF25 (case and space sensitive) in search bar. 

3. Tap "Schedule" on the bottom navigation bar.

4. Find this session. Click "Rate this Session" within the description. 

5. Once you’ve answered all three questions, tap "Done".
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