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Overview

The Managed Cloud Enterprise service (“MCE” or “MCE Service”) is a Software-as-a-
service (“SaaS”) offering that Strategy manages on its customers’ behalf in a StackIT
environment that includes access to, collectively, (a) the “Cloud Platform” version of
Strategy software products (an optimized version of the Strategy software platform built
specifically for deployment in Stack IT environment) licensed by the customer; (b)
Cloud Support, as described below; and (c) Cloud Architecture, as described below.
Strategy’s SaaS delivery model is designed to allow businesses to consume the
Strategy Analytics and Mobility platform in a single tenant architecture without the need
to deploy and manage the underlying infrastructure.

MCE offers a distributed compute architecture using cloud-native services provided by
StacklT. As this technology evolves, Strategy continually incorporates new services that
allow for increased availability, security, or performance to ensure the latest
architecture is available to our customers. At the core of the solution are Strategy
Analytics and Mobility, a secure, scalable, and resilient business intelligence enterprise
application platform.

MCE also includes the elements needed to operate, access, and manage the
intelligence architecture. Users are provisioned with their own dedicated intelligence
architecture based on a reference architecture. Once provisioned, users can develop,
tailor, and manage the application components to meet their respective needs. Based
on this operating model, customers administer and control the Analytics and Mobility
solution while Strategy maintains the supporting cloud-based infrastructure.

Cloud Support

As an MCE Service customer, you will receive “Cloud Application Support” (“Cloud
Support”) in which our Cloud Support engineers will provide ongoing support over your
MCE Service term to assist in maximizing the performance and agility—and minimizing
the cost— of your Strategy Cloud Platform deployment. Cloud Support includes
environment configuration (setting up customer accounts in a selected region and
CIDR for VPC), enterprise data warehouse integration (including modifying the Strategy
configuration for data warehouse connections and opening any connectivity for external
data warehouses), authentication (SSO/OIDC), and application integration. Additionally,
Standard Support for the Cloud Platform version of

Strategy Products is provided with the licenses for such Products pursuant to your
contract with Strategy and our Technical Support Policies and Procedures, except that
all MCE customers are entitled to four Support Liaisons (as defined in the Technical
Support Policies and Procedures). Strategy Cloud Elite Support is sold to MCE Service
customers as an add-on offering to standard Cloud Support. A subscription to Cloud
Elite Support provides MCE Service customers, among other benefits, with enhanced
initial response times for P1 and P2 issues, four additional Support Liaisons (eight
total), weekly case management meetings, and customizable system alerts. Strategy’s
Cloud Support Offerings are detailed below in Appendix A.
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If a production outage issue occurs, Strategy reserves the right to fix the issue on
behalf of the customer without pre-authorization. If a support issue is logged and
determined through the diagnosis that the Root Cause Analysis (RCA) that the stated
issue is due to a customer-specific customization of the Strategy application, the Cloud
Support team will provide the customer with available options to resolve the issue.
These solutions may require the purchase of Strategy Professional Services for
additional assistance depending on the complexity of the issue.

Cloud Architecture

The Cloud Architecture offered as part of the MCE Service is an optimized reference
architecture providing enterprise-grade data design and governance, and consists of
(a) the Cloud Architecture components required to run your SaaS environment,
configured through either the Single-Instance

Architecture, or a cluster High-Availability MCE Architecture constructs detailed below,
and (b) Cloud Environment Support, the support services and components needed to
successfully run the infrastructure and architecture components of the MCE Service
offering.

Cloud Infrastructure

Our MCE Service offers single tenant platform architectures built based on industry
best practices for security, compliance, and availability. All offerings are fully managed
cloud environments with 24 x 7 availability and separate metadata servers, load
balancers, firewalls, data egress, and other services to ensure ease of use. This cloud
infrastructure (“Additional SaaS Components”) is available in several configurations, as
described below:

A. The cloud infrastructure provided with the Cloud Architecture - Tier 1 operating
environment (designated on an order as “StacklT— Tier 1 — MCE”) includes the following
components:

« one (1) production instance with up to 256 GB RAM,;

« one (1) non-production instance with up to 128 GB RAM; and

« one (1) non-production Windows instance (Utility Box) with up to 32 GB RAM
B. The cloud infrastructure provided with the Cloud Architecture - Tier 2 operating
environment (designated on an order as “StacklT — Tier 2 — MCE”) includes the following
components:

« two (2) production instances (highly available) with up to 512 GB RAM each;
« one (1) non-production instance with up to 256 GB RAM; and
« one (1) non-production Windows instance (Utility Box) with up to 32 GB RAM.

C. The cloud infrastructure provided with the Cloud Architecture - Tier 3 operating
environment (designated on an order as “StacklT — Tier 3 — MCE”) includes the following
components:

« two (2) production instances (highly available) with up to 1 TB RAM each;
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« one (1) non-production instance with up to 512GB RAM; and
« one (1) non-production instance with up to 256GB RAM; and

« two (2) non-production Windows instances (Utility Box) with up to 64 GB RAM
each.

D. The cloud infrastructure provided with the Cloud Architecture - Tier 4 operating
environment (designated on an order as “StacklT — Tier 4 — MCE”) includes the following
components:

« two (2) production instances (highly available) with up to 2TB RAM each;
« one (1) non-production instance with up to 1TB RAM; and
« one (1) non-production instance with up to 512GB RAM; and

« two (2) non-production Windows instances (Utility Box) with up to 64 GB RAM
each.

These offerings are procured on your behalf from StacklIT to host the Strategy Cloud
Platform in a Strategy Cloud Environment and will be operated out of a mutually
determined data center location. As part of these additional SaaS components, we will
also provide you Cloud Environment Support for your instances, as further described in
this Guide, which includes support of your Strategy Cloud Platform managed by
Strategy experts in the Strategy Cloud Environment. Such support also includes
24x7x365 system monitoring and alerting, daily backups, updates and quarterly system
reviews, and annual compliance checks and security certifications. Additionally, all
MCE customers will receive up to 1 TB per month of data egress at no additional
charge. As part of the MCE quarterly service review, we will advise you if your monthly
data egress usage is close to or exceeds 1 TB for each MCE environment.

MCE Architecture

Customers who purchase StacklIT Architecture — Cloud Architecture — Tier 1 offering of
Strategy’s MCE Architecture will receive one Production instance, one non-Production
instance, and one Windows instance from StacklIT, as demonstrated in the diagram
below. Each instance consists of a single server for Strategy Intelligence Server, Web,
Library, Mobile, and Collaboration. There is also a database for the Strategy metadata,
statistics, insights, and collaboration services. The MCE Architecture is built to scale to
thousands of end users.
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High-Availability MCE Architecture

Strategy’s High-Availability MCE Architecture consists of a highly available Cloud
Architecture spanned across multiple Availability Zones. Strategy Metadata database is
also highly available through a multi-Availability Zone architecture offered by StackIT.
The High-Availability MCE Architecture is included in the Cloud Architecture Tier 2, Tier
3, and Tier 4 offerings. MCE customers may move to the next available Tier if additional
non-production instances are required.

Cloud Environment Support

As part of the Cloud Architecture, Strategy will provide Cloud Environment Support to
you by maintaining your environments for the total number of instances purchased as
part of an MCE Service subscription, including the following:

Service Availability

Service availability for production instances is 24x7 and for non-production instances.
These parameters may be changed based upon mutual agreement.

Root Cause Analysis (RCA)

For production outages, an RCA can be requested by the customer. Customers will
receive the RCA report within ten (10) business days of the request.

Cloud Support will cover all aspects regarding diagnosis of the RCA. It may also cover
product defects, security updates, operating system updates, and changes. As noted in
Section 2, if an RCA determines an issue to be created by a customer-specific
customization, Strategy will provide options outside of Cloud Support, such as
Professional Services engagements, to remedy the issue.
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24/7 Cloud Support Hotline

For Production instance outages where system restoration is paramount, a global cloud
team is mobilized for prompt resolution. The Strategy Cloud team functions around the
clock to support customers and maintain service SLA’s.

24/7 Monitoring and Alerting

Key system parameters are monitored for all production and non-production instances.
Strategy has alerts on CPU utilization, RAM utilization, disk space, application-specific
performance counters, VPN Tunnel, and ODBC warehouse sources monitoring. As part
of Strategy’s Cloud Elite Support Offering, customers are eligible to receive system
alert notifications. System performance is logged over time to give the customer and
Cloud Support team the ability to maintain a performant cloud platform.

Backups

Daily backups are performed for all customer systems, including system state and
metadata. By default, MCE customers will have a seven (7) day backup retention
period, a thirty (30) day extended backup cycle encompassing metadata, and a
monthly backup archive for the preceding eleven (11) months. All backups are inclusive
of metadata, data storage services, cubes, caches, images, and plugins. Please reach
out to your Account Executive for additional cost estimates if you have any backup
requirements.

Platform Analytics

Strategy Platform Analytics is set up for all Strategy customers on MCE and maintained
to allow for instant access to system performance metrics. Strategy will monitor the
MCE Servicebased data repository and/or cube memory requirement of the Platform
Analytics database. In the event the space availability is less than 20% of the allocated
storage, after receiving the customer’s consent, Strategy will purge older data from the
MCE Service-based Platform Analytics database in 30day increments until the disk
availability is below the 80% capacity threshold. The amount of data that the customer
chooses to keep may have a corresponding cost to the customer. Contact your Account
team for a cost estimate to modify the MCE Service, including increases to the data
repository and/or cube memory requirements.

Maintenance

Maintenance windows are scheduled monthly to allow for third-party security updates
to be applied to the MCE platform. During these scheduled interruptions, the MCE
systems may be unable to transmit and receive data through the provided services.
Customers should plan to create a process that includes the pause and restart of
applications, rescheduling subscriptions, and including but not limited to, related data
load routines. When it is necessary to execute emergency maintenance procedures,
Strategy will notify customer-specific support liaisons via email as early as possible—
identifying the nature of the emergency and the planned date and time of execution.
Customers will normally receive a minimum of two weeks’ advance notification for
planned maintenance windows. However, if emergency maintenance work is required,
we will use commercially reasonable efforts to give 24-to-48-hour notice before
applying a remedy. MCE customers are required to adhere to their monthly
maintenance window. If the assigned window is not suitable, please contact your
Customer Success Manager (CSM).
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Quarterly Service Reviews

The assigned Customer Success Manager (CSM) for your MCE will conduct the
Quarterly Service Reviews (QSR) with the business and technical contacts on a
quarterly cadence. This may include the overview of system resources and
recommendations based on observed trends.

Infrastructure Availability

The MCE Service is architected to withstand the failure of an individual service to
maintain availability. For highly available environments, this is achieved by utilizing
underlying application features and building on best practices. Strategy Cloud also
utilizes the advantages of Availability Zones (“AZ”) in StacklT.

Fail-Over

Standard fail-over routines allow for backups and system state data with storage
spanning AZs. The use of multiple AZs for highly available production environments
creates a physical separation of data between the machines storing production and
backup environments. Strategy provides an RPO (Recovery Point Objective) of 24
hours with an RTO (Recovery Time Objective) of 48 hours upon an Availability Zone
failure.

Disaster Recovery

Strategy’s MCE offering does not provide region failover in its standard offering for
StackIT.

Updates and Upgrades

Strategy is committed to providing the latest updates with security fixes, therefore all
customers are required to take advantage of the fixes and new features. For each
Product license, we will deliver to you every Quarter, at no charge and at your request,
an Update and or Upgrade as part of the Technical Support Services subscription.
Major upgrades are completed in a free parallel environment for up to 30 days to allow
for customer testing. Updates may not include new separately marketed products.
Customers requiring longer than 30 days to complete the upgrade should contact their
Account Executive.

Your Customer Success Manager (CSM) will work with you each quarter to schedule
the updates. These updates are seamless and carry over all customizations in your
Strategy environment. The customer is responsible for ensuring SDK Mobile apps are
recompiled to comply with newer versions of Strategy. Customers are also encouraged
to perform regression testing on the updated environment along with data validation
and testing other custom workflows.

Roles and Responsibilities

The RACI Table below in Appendix B highlights the roles and responsibilities of
customers and Strategy. Please note that some responsibility relies on Cloud service
providers and, therefore, Strategy will comply with cloud providers Service Level
Agreement for service availability.

Copyright © 2026 Strategy. All Rights Reserved.



Non-Migrated Strategy Components

Stated below are Strategy components that will not be hosted in cloud. Customers are
highly encouraged to move away from legacy components and leverage newer and
modern replacement of such tools:

- Strategy Narrowcast Server replaced with Distribution services
- Strategy Enterprise Manager replaced with Platform Analytics

The following items below are supported only for connectivity to MCE. Strategy will not
host them in the Cloud. These solutions may require additional assistance from
Strategy Professional Services.

« |IS web server to support MDX
« Customizations not in plugin form

Distribution Services

All Strategy Cloud customers are required to use their own SMTP server for delivery of
email and history list subscriptions. File subscriptions are pushed to Object Cloud
Storage provided to the customer as part of the MCE infrastructure to all customers.
Customers may pull file subscriptions from the storage locations provided during the
onboarding process with their Customer Success Manager (CSM). Our Professional
Services team is available to assist with any customizations that may be required to
move File subscriptions from Object Cloud Storage to the desired location.

MCE Migration Licensing

Two additional licenses are provided for Cloud operations and maintenance. These
accounts are the ‘mstr’ and ‘Sxx-administrator’. MSTR User should always be disabled,
not deleted. Strategy Cloud Team will enable MSTR user when necessary, i.e. Updates
and Upgrades.

MCE Security Scans

Strategy will conduct a security review on all custom components provided by the
customers such as plugins, drivers, etc. Customer is responsible for remediation of all
security findings.

Cloud Shared Services Components

As part of the MCE Service’s platform architecture and in support of the Cloud
Environment, we incorporate third-party solutions to assist in the management,
deployment, and security of the infrastructure, and to complete operational tasks.
These include management and detection response solutions, cloud security posture
management solutions, application/infrastructure monitoring, alerting and on call
management solutions, and workflow and continuous integration tools

Al Capabilities

The “Al Power User,” “Al Consumer User,” “Al Architect User,” “Strategy Al,” and
“Strategy Al User” SKUs provide artificial intelligence capabilities as a part of your
MCE Service (“Al Capabilities”).
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Al Capabilities are designed to accommodate various user roles, and provide Al-
assisted data exploration, automated dashboard design processes, SQL generation
tools, and ML-based visualization methods. The Al Capabilities within the framework
of the Strategy analytics platform augment the platform's data processing and
presentation capabilities. The use of Al Capabilities may have limitations which impact
the effectiveness, quality and/or accuracy of output from your MCE Service and
should not replace human decision-making.

You remain responsible for judgments, decisions, and actions you make or take based
on the output of your MCE Service.

Notwithstanding anything to the contrary, we may provide Al Capabilities to you from
an environment that is different from the operating environment specified on your
MCE Service order. You may not perform any penetration testing on the artificial
intelligence service powering the Al Capabilities.

Consumption-Based Licensing and Auto-Replenishment of the Strategy Al SKU

For each Strategy Al SKU quantity you license, you may consume up to twenty
thousand (20,000) Questions (as defined below) for a period of up to twelve (12)
months beginning on the order effective date and, in the case of a replenishment, from
the beginning of the replenishment effective date (each period, a “Use Period”).
Unconsumed Questions are automatically forfeited at the earlier of (a) the end of the
Use Period, or (b) termination or expiry of the MCE Service term, and do not carry
over to any subsequent Use Periods. Upon the earlier of the expiration of the Use
Period or the full consumption of 20,000 Questions, we will automatically replenish
your right to consume an additional 20,000 Questions for each licensed Strategy Al
SKU quantity for a subsequent Use Period, each at the then current list price for such
Strategy, unless you provide written notice to us that you desire not to auto-replenish
(a) at least ninety (90) days before the expiration of the then current Use Period, or (b)
before 18,000 Questions have been consumed, whichever occurs first. Strategy Al is
otherwise non- cancelable by you, and non-refundable.

For the avoidance of doubt, the foregoing does not apply to the licensing of the other
Al Capability SKUs, which are licensed on a named user basis, with no limit on the
number of questions. Customers purchasing the Strategy Al SKU will have access to
Platform Analytics, which will include your usage in its reporting.

One “Question” is defined as any input action taken while using the Strategy Al SKU.
Below are examples of a Question:
 Auto Answers (multiple consumption options):
0 one action submitted to Strategy’s Auto chatbot that returns
a response constitutes consumption of one Question.
0 one click on auto-populated suggestions below Strategy’s
Auto chatbot input box constitutes consumption of one
Question. = any subsequent selection(s) of the recommended
data analysis constitutes consumption of an additional
Question.
- Auto SQL:
0 one action submitted to Strategy’s Auto chatbot that returns
a response constitutes consumption of one Question.
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 Auto Dashboard (multiple consumption options):
0 one action submitted to Strategy’s Auto chatbot that returns
a response constitutes consumption of one Question.
0 one click on auto-populated suggestions below Strategy’s
Auto chatbot input box constitutes consumption of one
Question.
0 any subsequent selection(s) of the recommended data
analysis constitutes consumption of an additional Question.

Service Availability

MCE offers a service level agreement of 99.9% for highly available production
environments and 99% service level for single instance non-highly available production
environments. Availability is calculated per calendar month as follows:

Total Minutes x # of Instances - Unavailability
X100 = Total Unavailability
Total Minutes x # of Instances

Service Definition
“Total Minutes”: the total number of minutes in a calendar month.

“Production Instance”: an MCE Intelligence Architecture that users are running in
production, in support of an operational business process.

“Unavailability”: for each Production Instance, the total number of minutes in a calendar
month during which (1) the Production Instance(s) has no external connectivity; (2) the
Production Instance(s) has external connectivity but is unable to process requests (i.e.,
has attached volumes that perform zero read- write 10, with pending IO in the queue);
or (3) all connection requests made by any component of the Production Instance(s)
fail for at least five consecutive minutes. “Unavailability” does not include minutes when
the MCE is unavailable due to issues related to applications built on the Strategy
software platform, including project, report, and document issues; migration problems
related to user design; ETL application problems; improper database logical design and
code issues; downtime related to scheduled maintenance; downtime experienced as a
result of user activity; general internet unavailability; and other factors out of Strategy’s
reasonable control.

“Total Unavailability”: the aggregate unavailability across all Production Instances.

For any partial calendar month during which customers subscribe to the MCE,
availability will be calculated based on the entire calendar month, not just the portion for
which they subscribed.

Copyright © 2026 Strategy. All Rights Reserved. 12



Service Remedies

If the availability standard of 99.9% (for highly available Production Instances) and 99%
(for nonhighly available Production Instance) is not met in any given calendar month,
customers may be eligible for a Service Credit, according to the definitions below. Each
Service Credit will be calculated as a percentage of the total fees paid by customers for
the MCE Service, managed by Strategy within the calendar month that a Service Credit
has been accrued. This is the exclusive remedy available to customers in the event
Strategy fails to comply with the service level requirements set forth in the availability
designed in this section.

Service Credits

HA Service Level Credit Calculation

Monthly Availability Percentage Service Level Credit
Under 99.9% but greater than or equal to 99.0% 1 x Average Daily Service Credits
Under 99.0% but greater than or equal to 95.0% 3 x Average Daily Service Credits
Under 95.0% 7 x Average Daily Service Credits

Non-HA Service Level Credit Calculation

Monthly Availability Percentage Service Level Credit
Under 99.9% but greater than or equal to 98.8% 1 x Average Daily Service Credits
Under 98.8% but greater than or equal to 94% 3 x Average Daily Service Credits
Under 94% 7 x Average Daily Service Credits

Service Credits Procedure

To receive a Service Credit, customers must submit a Strategy case on or before the
15th day of the calendar month following the calendar month in which the Service
Credit allegedly accrues that includes the following information: (a)the words “SLA
Credit Request” in the “Case Summary/ Error Message” field; (b) a detailed description
of the event(s) that resulted in unavailability; (c) the dates, times, and duration of the
unavailability; (d) the affected system or component ID(s) provided to customers by
Strategy during onboarding and Intelligence Architecture delivery activities; and (e) a
detailed description of the actions taken by users to resolve the unavailability. Once
Strategy receives this claim, Strategy will evaluate the information provided and any
other information relevant to determining the cause of the Unavailability (including, for
example, information regarding the availability performance of the Intelligence
Architecture, third-party software or services, dependencies on customer-hosted or
subscribed software or services, operating system, and software components of the
MCE). Thereafter, Strategy will determine in good faith whether a Service Credit has
accrued and will notify customers of its decision. If Strategy determines that a Service
Credit has accrued, then at its discretion, it will either (1) apply the Service Credit to the
next MCE Service invoice sent or (2) extend the MCE Service Term for a period
commensurate to the Service Credit amount. Customers may not offset any fees owed
to Strategy with Service Credits.
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Terms Applicable to Processing Personal Data

This section will apply only to the extent there is no other executed agreement in place
regarding the same subject between Strategy and the customer (“Customer”), including
any order(s) and/or a master agreement between the customer and Strategy
(collectively, the “Governing Agreement”), and shall be considered a Data Processing
Addendum (DPA). Except as amended by this DPA, the Governing Agreement will
remain in full force and effect.

Definitions

“Customer Group” means Customer and any affiliate, subsidiary, subsidiary
undertaking and holding company of Customer (acting as a Controller) accessing or
using the MCE Service on Customer’s behalf or through Customer’s systems or any
other third party who is permitted to use the MCE Service pursuant to the Governing
Agreement between Customer and Strategy, but who has not signed its own Order
Form with Strategy.

‘Data Privacy Framework” means, as relevant, (i) the EU-US Data Privacy
Framework as administered by the US Department of Commerce and approved by the
European Commission as ensuring an adequate level of protection for Personal Data
for the purposes of Article 45 GDPR; (ii) the UK Extension to the EU-US Data Privacy
Framework approved by the competent authority of the United Kingdom as ensuring an
adequate level of protection for Personal Data for the purposes of Article 45 UK GDPR;
and (iii) the Swiss-US Data Privacy Framework as administered by the US Department
of Commerce and approved by the Swiss Federal Administration as ensuring an
adequate level of protection for Personal Data for the purposes of applicable Swiss
data protection laws, in each case as in force, amended, consolidated, re-enacted or
replaced from time to time.

‘EU/UK Privacy Laws” means, as applicable: (a) the General Data Protection
Regulation 2016/679 (the “GDPR”"); (b) the Privacy and Electronic Communications
Directive 2002/58/EC; (c) the UK Data Protection Act 2018, the UK General Data
Protection Regulation as defined by the UK Data Protection Act 2018 as amended by
the Data Protection, Privacy and Electronic Communications (Amendments etc.) (EU
Exit) Regulations 2019 (together with the UK Data Protection Act 2018, the “UK
GDPR”), and the Privacy and Electronic Communications Regulations 2003; and (d)
any relevant law, directive, order, rule, regulation or other binding instrument which
implements any of the above, in each case, as applicable and in force from time to
time, and as amended, consolidated, re-enacted or replaced from time to time.
“Personal Data” means any information Strategy processes on behalf of Customer to
provide the Services that is defined as “personal data” or “personal information” under
any Privacy Law.

“Privacy Laws” means, as applicable, EU/UK Privacy Laws, US Privacy Laws and any
similar law of any other jurisdiction which relates to data protection, privacy or the use
of Personal Data, in each case, as applicable and in force from time to time, and as
amended, consolidated, re-enacted or replaced from time to time.

“Security Incident” means the accidental or unlawful destruction, loss, alteration,
unauthorized disclosure of, or access to, any Personal Data. For the avoidance of
doubt, an unsuccessful attempt that does not result in the unauthorized access to
Personal Data or to any of Strategy’s or
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Strategy’s sub-processor’s equipment or facilities storing Personal Data including,
without limitation, pings and other broadcast attacks on firewalls or edge servers, port
scans, unsuccessful logon attempts, denial of service attacks, packet sniffing (or other
unauthorized access to traffic data that does not result in access beyond headers), or
similar incidents shall not be considered a Security Incident.

“Sub-Processor” means any third party appointed by Strategy to process personal
data. “Third Country” means any country or territory outside of the scope of the data
protection laws of the European Economic Area or the UK, as relevant; that has not
been approved as providing adequate protection for Personal Data by the relevant
competent authority from time to time.

“US Privacy Laws” means, as applicable, the California Consumer Privacy Act,
Colorado Privacy Act, Connecticut Data Privacy Act, Delaware Personal Data Privacy
Act, Florida Digital Bill of Rights, Indiana Consumer Data Protection Act, lowa
Consumer Data Protection Act, Montana Consumer Data Privacy Act, Oregon
Consumer Privacy Act, Tennessee Information Protection Act, Texas Data Privacy and
Security Act, Utah Consumer Privacy Act, and Virginia Consumer Data Protection Act,
and any similar law of any other state related to the processing of Personal Data.

Data Processing

As a Processor, Strategy will process the Personal Data that is uploaded or transferred
to the MCE Service as instructed by Customer or provided by Customer as Controller
in accordance with Customer’s documented instructions. Customer authorizes
Strategy, on its own behalf and on behalf of the other members of its Customer Group,
to process Personal Data during the term of this DPA as a Processor for the purpose
set out in the table below.

Personal Data in relation to MCE Service

Subject matter of Storage of data, including without limitation Personal Data,

processing provided by Customer for its business purpose

Duration of processing [MCE Service Term and 90 days following expiry of such
term

Nature of processing Storage, back-up, recovery, and processing of Personal
Data in connection with the MCE Service.

Purpose of processing [Provision of the MCE Service

Type of personal data  |[The Personal Data uploaded or transferred for processing
through the MCE Service by the Customer

Categories of data Employees or agents of the Customer and Customer’s
subject customers, prospects, business partners and vendors, and
those individuals who have been authorized to use the
MCE Service by the Customer

Strategy may aggregate and/or anonymize Personal Data such that it no longer
constitutes Personal Data under Privacy Laws and process such data for its own
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purposes. To the extent Strategy receives de-identified data (as such term is defined
under applicable US Privacy Laws) from Customer, Strategy shall: (i) take commercially
reasonable measures to ensure that the data cannot be associated with an identified or
identifiable individual; (ii) publicly commit to maintain and use the data only in a de-
identified form and not attempt to re-identify the data; and (iii) otherwise comply with
applicable US Privacy Laws with respect to such de-identified data. Customer will take
all measures possible to avoid transferring or providing us any access to any Personal
Data to the extent possible while continuing using the MCE Service.

In processing Personal Data under the Agreement, Strategy will:

1. only process Personal Data on documented instructions from Customer
which the Parties agree that this DPA is Customer’s complete and final
documented instruction to Strategy in relation to Personal Data (which the
parties agree are reflected in full in this DPA), for the limited and specific
purpose described in the table above, and at all times in compliance with
Privacy Laws, unless required to process such Personal Data by applicable
law to which Strategy is subject; in such a case, Strategy shall inform
Customer of that legal requirement before processing, unless that law
prohibits such information on important grounds of public interest;

2. notify Customer without undue delay if it: (i) makes a determination that it
can no longer meet its obligations under applicable US Privacy Laws or (ii)
believes that instruction of Customer, infringes applicable Privacy Laws;

3. tothe extent required by Privacy Laws, and upon reasonable written notice
that Customer reasonably believes Strategy is using Personal Data in
violation of Privacy Laws or this DPA, grant Customer the right to take
reasonable and appropriate steps to help ensure that Strategy uses the
Personal Data in a manner consistent with Customer’s obligations under
Privacy Laws, and stop and remediate any unauthorized use of the
Personal Data; and

4. require that each employee or other person processing Personal Data is
subject to an appropriate duty of confidentiality with respect to such
Personal Data.

5. To the extent required by applicable Privacy Laws, Strategy will not:

1. sell the Personal Data or sharing the Personal Data for cross-context

behavioral advertising purposes;

2. retain, use, or disclose the Personal Data outside of the direct business

relationship between Strategy and Customer and for any purpose other than

for the specific purpose of performing the Services; and

3. combine the Personal Data received from, or on behalf of, Customer with

any Personal Data that may be collected from Strategy’s separate interactions

with the individual(s) to whom the Personal Data relates or from any other
sources, except to perform a business purpose or as otherwise permitted by

Privacy Laws.

Customer Obligations

Customer shall comply with all Privacy Laws in providing Personal Data to Strategy in
connection with the Services. Customer represents and warrants that: (a) the Privacy
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Laws applicable to Customer do not prevent Strategy from fulfilling the instructions
received from Customer and performing Strategy’s obligations under this DPA; (b) all
Personal Data was collected and at all times processed and maintained by or on behalf
of Customer in compliance with all Privacy Laws, including with respect to any
obligations to provide notice to and/or obtain consent from individuals; and (c)
Customer has a lawful basis for disclosing the Personal Data to Strategy and enabling
Strategy to process the Personal Data as set out in this DPA. Customer shall notify
Strategy without undue delay if Customer makes a determination that the processing of
Personal Data under the Agreement does not or will not comply with Privacy Laws, in
which case, Strategy shall not be required to continue processing such Personal Data.

Sub-Processing

To the extent Strategy engages any Sub-Processors to process Personal Data on its
behalf:

a. Customer hereby grants Strategy general written authorization to engage
the Sub-

Processors set out on the Strategy’s website, currently at:

https://community.Strategy.com/s/article/ GDPR-Cloud-Sub-Processors, (as

such website addresses may be amended or replaced from time to time),
subject to the requirements of this section.

b. If Strategy appoints a new Sub-Processor or intends to make any changes
concerning the addition or replacement of any Sub-Processor which will
process Personal Data that Strategy is processing on behalf of Customer,
Strategy shall update the websites set out in the section above and inform
Customer of such update via e-mail if the new or replacement Sub-
Processor will process any Personal Data. If Customer fails to object to
the appointment or replacement within thirty (30) days’ of its posting on
reasonable and documented grounds related to the confidentiality or
security of Personal Data or the subcontractor’'s compliance with Privacy
Laws, Strategy may proceed with the appointment or replacement. If
Customer reasonably objects to a new sub-processor, Customer shall
inform Strategy in writing within thirty (30) days following the update of the
applicable Sub-Processor list and such objection shall describe
Customer’s legitimate reasons for objection. Strategy shall have the right
to cure any objection by, in its sole discretion, either choosing to (i) take
any corrective steps requested by Customer in its objection (which steps
will be deemed to resolve Customer’s objection) and proceed to use the
Sub-Processor or (ii) suspend and/or terminate any product or service that
would involve the use of the sub-processor.

c. Strategy shall engage Sub-Processors only pursuant to a written
agreement that contains obligations on the subcontractor which are no less
onerous on the relevant subcontractor than the obligations on Strategy
under this DPA.

d. In the event Strategy engages a Sub-Processor to carry out specific
processing activities on behalf of Customer pursuant to EU/UK Privacy
Laws, where that SubProcessor fails to fulfil its obligations, Strategy shall
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remain fully liable under applicable EU/UK Privacy Laws to Customer for
the performance of that Sub-Processor’s obligations.

Transfers of Personal Data

Customer acknowledges and agrees that Strategy may appoint an affiliate or third-party
subprocessor to process the Personal Data in a Third Country, in which case, Strategy
shall ensure that any Personal Data transferred to such affiliate or third-party shall be
done so pursuant to a valid data transfer mechanism under EU/UK Privacy Laws, such
as the Data Privacy Framework (if applicable) or the standard contractual clauses for
the transfer of Personal Data to third countries.

Security of Data Processing

Strategy shall, taking into account the state-of-the-art, the costs of implementation and
the nature, scope, context and purpose of the processing, implement appropriate
technical and organizational measures designed to provide a level of security
appropriate to the risk.

Customer may also elect to implement appropriate technical and organizational
measures in relation to Customer Personal Data, directly from Strategy’s Sub-
Processor. Such appropriate technical and organizational measures include:

1. Pseudonymization and encryption to ensure an appropriate level of
security;

2. Measures to ensure the ongoing confidentiality, integrity, availability, and
resilience of the processing systems and services provided by Customer
to third parties;

3. Measures to allow Customer to backup and archive appropriately to restore
availability and access to Customer Personal Data in a timely manner in
the event of a physical or technical incident; and

4. Processes for regularly testing, assessing, and evaluating the
effectiveness of the technical and organizational measures implemented
by Customer.

Security Breach Notification

To the extent required by Privacy Laws, Strategy shall without undue delay notify
Customer of any Security Incident, with further information about the Security Incident
provided in phases as more details become available. For the avoidance of doubt,
Strategy’s obligation to report or respond to a Security Incident, including without
limitation, under this section is not and will not be construed as an acknowledgement
by Strategy of any fault or liability of Strategy with respect to the Security Incident.

Audit

Upon reasonable request of Customer, Strategy shall make available to Customer such
information in its possession as is reasonably necessary to demonstrate Strategy’s
compliance with its obligations under this DPA, and allow for and contribute to audits by
providing written responses to questionnaires and copies of relevant documents.-As an
alternative to an audit performed by the Customer, to the extent permitted by Privacy
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Laws, Strategy may arrange for a qualified and independent auditor to conduct, at
Customer’s expense, an assessment of Strategy’s policies and technical and
organizational measures in support of its obligations under Privacy Laws using an
appropriate and accepted control standard or framework and assessment procedure for
such assessment, and will provide a report of such assessment to Customer upon
reasonable request. Notwithstanding the foregoing, in no event shall Strategy be
required to give Customer access to information, facilities, documents or systems to the
extent doing so would cause Strategy to be in violation of confidentiality obligations
owed to other customers or its legal obligations.

Customer acknowledges and agrees that our rights to audit our Sub-Processors
referred to in Section Sub Processing above will be subject to the terms we have in
place with each such Sub-Processor and will likely involve: (i) using external auditors to
verify the adequacy of security measures including the security of the physical data
centers from which the Sub-Processor provides the Services; (i) ISO 27001 standards
or other such alternative standards that are substantially equivalent to ISO 27001; and
(iif) the generation of an audit report (“Report”), which will be the Sub-Processor’s
confidential information or otherwise be made available subject to a mutually agreed
upon non-disclosure agreement covering the Report (“NDA”). Strategy may not be able
to disclose such Report to Customer without permission from the Sub-Processor. At
Customer’s reasonable written request during the exercise of its audit rights, Strategy
will request the permission to provide Customer with a copy of such Report so that
Customer can reasonably verify the Sub-Processor’s compliance with its security
obligations, provided that Customer acknowledges that the Sub-Processor may require
Customer to enter into an NDA with such Sub-Processor before releasing the same.

Independent Determination

Customer is responsible for reviewing the information made available by Strategy and
its Sub- Processor relating to data security and making an independent determination
as to whether the MCE Service meets Customer’s requirements and legal obligations
as well as Customer’s obligations under this DPA.

Assistance

To the extent required by Privacy Laws, and taking into account the nature of the
processing, Strategy shall, in relation to the processing of Personal Data and to enable
Customer to comply with its obligations which arise as a result thereof, provide
reasonable assistance to Customer, through appropriate technical and organizational
measures, in:

a. responding to requests from individuals pursuant to their rights under Privacy
Laws, including by providing, deleting or correcting the relevant Personal Data, or
by enabling Customer to do the same, insofar as this is possible;

b. implementing reasonable security procedures and practices appropriate to the
nature of the Personal Data to protect the Personal Data from unauthorized or
illegal access, destruction, use, modification, or disclosure;

c. notifying relevant competent authorities and/or affected individuals of any Security
Incident;

d. conducting data protection impact assessments and, if required, prior consultation
with relevant competent authorities; and
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e. entering into this DPA.

Return or Deletion of Customer Data

Due to the nature of the MCE Service, Strategy’s Sub-Processor provides Customer
with controls that Customer may use to retrieve Customer Data in the format in which it
was stored as part of the MCE Service or delete Customer Data. Up to the termination
of the Governing Agreement between

Customer and Strategy, Customer will continue to have the ability to retrieve or delete
Customer Data in accordance with this section. For 90 days following that date,
Customer may retrieve or delete any remaining Customer Data from the MCE Service,
subject to the terms and conditions set out in the Governing Agreement, unless (i) it is
prohibited by law or the order of a governmental or regulatory body, (ii) it could subject
Strategy or its Sub-Processors to liability, or (iii)) Customer has not paid all amounts due
under the Governing Agreement. No later than the end of this 90-day period, Customer
will close all Strategy accounts. Strategy will delete Customer Data when requested by
Customer through the MCE Service controls provided for this purpose.
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Appendix A - Cloud Support Offerings

changes or daily

Cloud Support | Cloud Elite
Support

Designated Customer Success Manager (CSM) Yes Yes
Number of designated Support Liaisons 4 8
Architect Education Passes 0 8
Initial response times for P1 and P2 issues*® P1 < 2hr P1 < 15 minutes
*priority definitions as provided in the Technical P2 < 2hr P2 <1 hour
Support Policy and Procedures
P1 and P2 issues updates As status P1 every 1 hour

P2 as status
changes or twice a

day
Case management meetings No Weekly
System alert notifications No Yes
Quarterly service reporting Via email Via meeting
Location based 24x7 support No Yes
Appendix B - RACI Diagram
MCE
ACTIVITY DESCRIPTION STANDARD | CUSTOMER

Cloud Platform
Environment Automated build, security RA Cl
Build boundaries, etc.
Infrastructure Monthly/Emergency Maintenance RA I
Maintenance Windows, OS Updates
Environment Upsizing/Downsizing of the VMs RA Cl
Resizing
Infrastructure All cloud components such as VMs, | RA
Management Storage, DBMS (for MD/PA)
Backups Compute Instances, cache/cubes RA

files, MD Repository, ODBC and

Config files
Restores Compute Instances, cache/cubes RA Cl

files, MD Repository, ODBC and

Config files
24x7 Support RA

Security & Compliance
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(Availability of the
Services)

health/availability

1ISO27001 Certifications with 3rd party audit RA I

SOC2/Type 2 Certifications with 3rd party audit RA I

GDPR Certifications with internal audit RA I

PCI Certifications with internal audit RA I

HIPAA Certifications with 3rd party audit RA I

24x7 Security Security logs sent to SIEM for RA I

Incident Event automatic analyses

Management

Vulnerability Scanning, remediation following the | RA I

Management NIST standards

Penetration Quarterly environmental external RA I

Testing scanning

Data Encryption | AES 256 encryption on storage RA I

at Rest volumes and MD DB

Monitoring

Cloud VMs, Storage, DBMS (for MD/PA), RA

Infrastructure Network components

Components

Application Strategy Components like I-Server, | RA I

Services WebApps, etc.

Data Connectivity | VPN RA Cl

Intrusion SIEM RA I

Detection

Logging Load balancer logs, etc. RA

Data source and | Deployment/configuration of VPN RA RA

Databases Tunnels, Private Links, Express

connections route, etc.

Strategy Application Administration

Reference Strategy Cloud Environment RA

Architecture Architecture

Upgrades Platform Upgrades via parallel R ACI
environments

Updates Over the top Updates - no parallel R ACI
environment required

Post Upgrade QA | Testing and Validation of Services RA Cl
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Post Upgrade Customer Regression and functional | | RA
Regression tests/certifications
Testing
Customer Data Customer Data RA
Strategy Content building and delivery RA
Project
Development
Strategy Project and I-Server specific settings RA
Project and I-
Server
Configuration
Customizations Custom workflows, plugins/SDK Cl RA
Customizations, Strategy Webapps
Customizations
Strategy Customer controls who has access RA
Application User | to what reports
Permissions
Authentication set | SSO and OIDC Supported R ACI
up Authentication Methods
Metadata Building rules RA
Modelling
Platform Analytics | Initial configuration only + Monitoring | RA
of availability of the services
SMTP Server for | Your MCE'’s DS sent via your own Cl RA
Distribution SMTP server
Services
File Subscriptions | Customer configures to send content | RA Cl
to files on disk (Object Cloud
Storage)
Plugins Cl RA
Pre-Prods/POC
Project Aligning internal resources to RA Cl
Management complete activities. Highlighting
areas of customer responsibility (SE
led)
Build Based on the platform and region of | RA Cl
Environment choice
(Vanilla)
Strategy MD Restore MD and other artifacts RA Cl
Restore
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Environment [-Server Settings, URL RA Cl
Configuration customization,
Authentication setup, Webapps
Deploy, Custom ODBC Drivers
Networking On-Premise Connectivity for internal | RAC ACI
Connections access
Customizations Custom workflows, plugins/SDK Cl RAC
Customizations, Strategy Webapps
Customizations
Testing Testing to ensure success criteriais | Cl RA
met (SE led with customer)
Migrations
Project Aligning internal resources to R ACI
Management complete activities. Highlighting
areas of customer responsibility
Application Upgrade of MD and other artifacts to | RA Cl
Upgrade the latest version
Strategy MD Restore/Refresh MD and other RA Cl
Restore/Refresh | artifacts
Environment [-Server Settings, URL RA Cl
Configuration customization,
Authentication setup, Webapps
Deploy,
Custom ODBC Drivers
Networking On-Premise Connectivity for internal | RAC ACI
Connections access
Customizations Custom workflows, plugins/SDK Cl RAC
Customizations, Strategy Webapps
Customizations
Post Upgrade QA | Testing and Validation of Services RA Cl
(Availability of the | health/availability
Services)
Post Upgrade Customer Regression and functional | ClI RA
Regression tests/certifications
Testing
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