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Research objectives
Enterprises face a structural fracture in their data foundation. Agentic AI promises superhuman efficiency, but data integrity 
determines success or systemic failure. Every autonomous agent has machine-speed access to strategic assets, but a single 
flaw in data lineage or quality triggers untraceable, cascading risk events as agents act on compromised information. This 
fragmented governance creates new C-suite blind spots that threaten business success.

Unlike human errors that surface through review processes and organizational checks, agent errors propagate silently 
across systems at scale before detection. The velocity and autonomy that make agents valuable also make data governance 
failures exponentially more damaging, transforming minor data quality issues into enterprise-wide incidents that erode 
customer trust, regulatory standing, and competitive position. 

To gain further insights into these trends, Omdia surveyed 400 IT and data professionals in North America (US and Canada) 
involved with or responsible for evaluating, purchasing, managing, and building AI and data management infrastructure.

This study sought to: 

Determine the state of data governance in relation to AI 
deployments.

Identify the data governance challenges that inhibit moving 
agentic AI pilots to production.

Understand the risk, accountability, and compliance 
factors associated with AI-centric data governance.

Monitor the teams influencing decisions and 
assembling budgets.
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Key 
findings

Organizations must understand 
risk, accountability, and compliance 
readiness for AI to scale

PAGE 15

Investment in data governance and 
compliance for AI is strong

PAGE 21

Data governance continues to mature 
to support AI readiness

PAGE 4

Governance gaps and challenges affect 
the scale of agentic AI deployments
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Data governance continues to mature 
to support AI readiness
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Most organizations expect to achieve far more mature data governance in the near future, with 43% targeting the next six months. These are not aspirational timelines. 
Organizations are treating governance maturity as a prerequisite for AI scale, and purchasing decisions reflect that urgency. The architecture decisions being made right now 
will shape AI infrastructure for the next several years.

Governance maturity is considered an urgent business need

43%

2%

51%

4%

Timeline for achieving a significantly more mature data governance program.

Within the next 
six months

No defined timeline

Within 12 to 24 months

More than 24 months 
from now
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Agents are categorically different from static models; they act on data, make sequential decisions, and trigger workflows, 
often without human review. Governance frameworks designed for traditional AI are structurally misaligned with how 
agents operate. The organizations discovering this are doing so in production, not in planning.

Agentic AI has moved out of the lab and into production

Organization’s current engagement with agentic AI, meaning AI systems capable of autonomous decision making 
and actions with minimal human intervention.

41+59+T41%

Deployed in production

32+68+T32%

Running pilot programs

21+79+T21%

Actively evaluating 
and assessing

6+94+T6%

Aware and monitoring
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While most organizations apply governance policies to new data always or often, the critical group is the 18% applying 
them only sometimes. Inconsistency in policy application does not distribute randomly; it clusters around new data 
sources, unstructured content, and cloud-native pipelines. These are exactly the categories AI applications are most 
actively consuming. The effective governance rate for AI workloads is likely lower than the headline numbers suggest.

Governance policy is consistent, but gaps are where AI operates

Frequency with which AI (including training, grounding, or agent actions) is packaged with business context such 
as KPI and metric definitions, data ownership, approvals, and usage constraints. 

22+78+T22%

Always

59+41+T59%

Often

18+82+T18%

Sometimes

2+98+T2%

Rarely
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This burden of reconciling conflicting KPI or metric definitions is largely composed of manual review, policy audits, and remediation. Agentic AI does not reduce this 
workload; it multiplies it, as every agent interaction that touches data is a potential governance event. Organizations already stretched on governance capacity are facing a 
step-change increase in the governance surface area as agents scale.

Governance already consumes substantial operational capacity

9%

5%

55%

31%

Time spent per month reconciling conflicting KPI or metric definitions across teams, reports, or tools.

Less than 10 hours

More than 200 hours

10 to 50 hours

51 to 200 hours
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The most commonly cited factors that would most improve the quality and trustworthiness of data for AI applications reflects direct production experience. Poor data quality in 
agentic systems does not just produce bad outputs; it produces bad actions. The demand for AI-specific policy frameworks signals that organizations have given up on adapting 
traditional governance to AI use cases and are now seeking purpose-built approaches.

Data quality and AI-specific policy top the governance priority list

Factors that would most improve confidence in the quality and trustworthiness of data used to train, 
fine-tune, or ground AI applications.

41%
Improved data governance 
policies specifically aligned 
to AI use cases

34%
Better documentation 
and metadata for data 
sets used in AI workflows

44%
Stronger data quality controls 
(e.g., profiling, validation, 
anomaly detection, etc.)

36%
Clear data lineage and 
tracking for AI training and 
inference data

39%
Stronger security and access 
controls for AI training and 
grounding data

28%
Automated monitoring for 
data drift, bias, and model 
input changes

37%
Improved integration 
between data platforms 
and AI/ML tools

26%
Clear accountability for 
data ownership and 
stewardship

410+590=

340+660=

440+560=

360+640=

390+610=

280+720=

370+630=

260+740=
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Governance gaps and challenges affect 
the scale of agentic AI deployments
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Nearly seven in ten (69%) organizations describe the governance challenge posed by agentic AI as very or extremely significant. Only 4% say their governance is already 
designed for real-time autonomous processes. That means 96% are operating agents against a governance model that was not built for them. The shift from AI that 
responds to AI that acts is not an incremental governance adjustment. It is a structural one.

Agentic AI exposes the limits of existing governance models

Degree of the challenge of adapting governance for AI agents that operate at machine speed.

20+80+T20%

Extremely significant as 
our current governance 
model cannot support 

autonomous AI

Very significant, with major 
changes required in our 
governance approach

Slightly significant, with minor 
adjustments that will suffice

Not significant as our 
governance is already 
designed for real-time, 
automated processes

Moderately significant, with 
adaptations needed but 

processes being manageable

6+94+T6%49+51+T49% 4+96+T4%22+78+T22%
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A mere 13% of organizations report no significant data 
governance challenges inhibiting their ability to move AI 
and agentic AI initiatives from pilot to production. The 
breadth of challenges cited from real-time agent tracking 
to unstructured data governance and lineage visibility 
reflects that the pilot-to-production gap is not a single 
problem. It is a convergence of infrastructure, process, 
and talent gaps arriving simultaneously, creating a 
complex, interconnected web of barriers that cannot be 
solved through point solutions or isolated interventions.

Skill and compliance are the biggest 
blockers on the path to production

Data governance challenges most inhibiting ability to move AI and agentic AI initiatives 
from pilot to production.

13%

14%

19%

21%

21%

22%

22%

23%

26%

27%

28%

32%

35%

We have no significant challenges

No clear policies for AI training data usage rights

Lack of audit trails for AI-driven decisions

Inadequate metadata to provide context for AI consumption

Lack of end-to-end data lineage visibility

Inability to govern data across hybrid and multi-cloud environments

Insufficient access controls for AI and AI agent data consumption

Difficulty governing unstructured data such as documents and images

Inability to track what data AI agents are accessing in real time

Fragmented data sources that cannot be unified or consolidated

Inability to ensure consistent data quality across AI pipelines

Compliance requirements that slow down AI deployment

Skill gaps in data governance for AI
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Extent to which fragmented or siloed data limits the scope and trustworthiness of deployed AI systems.

Data fragmentation is a primary inhibitor to AI scaling
Nearly seven in ten organizations (68%) report that data fragmentation blocks or meaningfully limits their AI 
initiatives. Fragmented data sources were designed for siloed business functions, not for AI systems that need 
unified, consistent, high-quality data across domains. The organizations feeling this most acutely are not in early 
stages; they are in production and discovering that fragmentation does not become less relevant as AI scales. It 
becomes more so.

Very large (i.e., data fragmentation 
is a primary blocker)

23%
Somewhat large (i.e., 
fragmentation meaningfully 
limits AI scope)

45%
Moderate (i.e., some limitations 
but workarounds exist)

19%
Minor

10%
Not at all

3%
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How organizations manage AI agent access can mean an agent reaches data that a user would never intentionally share 
with an autonomous system. Users need broad permissions for their jobs; agents need narrow permissions for specific 
tasks. Inherited permissions conflate these fundamentally different requirements, creating unintended data exposure that 
compounds at scale. This is particularly concerning for the well over a third of organizations that enforce data permissions 
in this fashion.

Most organizations have defined agent permissions, 
but significant risk remains

How data permissions are enforced for AI assistants and agents relative to the requesting end user.

46+54+T46%

AI agents run under 
separate service roles 
with explicit policies

37+63+T37%

AI agents inherit end-
user permissions with 
additional guardrails

16+84+T16%

Permissions vary by 
use case and are not 

standardized

1+99+T1%

Not yet defined
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Organizations must understand risk, 
accountability, and compliance readiness 
for AI to scale
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Nearly half of organizations are extremely or very concerned about AI-related security and compliance incidents. Concern at this level, concentrated among the most senior 
technical decision makers in the survey, reflects direct operational experience. These are not theoretical risks being evaluated in planning documents; they are live concerns being 
managed by people who are already running AI in production.

AI-related security and compliance risk is a top concern across the market

Extremely concerned

Slightly concerned

Very concerned Moderately concerned

Not concerned Not applicable

15+85+U
17+83+U

31+69+U 25+75+U
11+89+U 1+99+U

15%

17%

31% 25%

11% 1%

Level of concern about the potential risks of AI agents autonomously accessing, 
using, or modifying enterprise data without human oversight.
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Have organizations experienced negative consequences from AI systems acting on incomplete, inaccurate, 
or improperly governed data?

Most organizations have already experienced consequences 
from poor AI data governance
Most organization have experienced negative consequences from poor AI data governance, including 17% 
with material business impact and 39% requiring active remediation. This is not a market anticipating a future 
problem. The majority have already paid a cost, and the organizations that have not are increasingly the 
exception. That experience is accelerating governance investment in ways that planning exercises alone rarely do.

Yes, significant consequences with 
material business impact

17%
Yes, moderate consequences 
that required remediation

39%
Yes, minor consequences 
with limited impact

15%
No, but we have had 
near-misses or close calls

11%
No, we have not experienced 
negative consequences

18%
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Most organizations report being fully or mostly ready to meet AI compliance requirements. But mostly ready is defined as compliance addressed with minor gaps remaining. 
In regulatory environments with strict audit and evidence requirements, such as financial services, healthcare, and critical infrastructure, minor gaps are not trivial. The 11% 
reporting significant work remaining are the most immediately exposed, but the mostly ready majority may be underestimating the documentation, auditability, and continuous 
monitoring requirements that regulators are beginning to specify for AI.

Despite confidence in compliance readiness, gaps persist

State of readiness to meet regulatory compliance requirements for AI systems, including agentic AI.

55%
Mostly ready (i.e., 
compliance addressed 
but minor gaps)

33%
Fully ready (i.e., comprehensive 
compliance controls in place 
and validated)

11%
Partially ready (i.e., some 
measures in place but 
significant work remaining)

1%
Minimally ready (i.e., early-stage 
or fragmented)

1%
Not ready

550+450=330+670= 110+890= 10+990= 10+990=
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Governance investment driven by compliance is reactive. 
Governance investment driven by competitive pressure 
is strategic. Organizations that view governed AI as a 
market differentiator, not just a compliance requirement, 
are building governance infrastructure with a different 
urgency and a different scope. They recognize that robust 
governance enables faster, safer scaling of AI agents, 
which translates directly into competitive advantage 
through accelerated innovation, enhanced customer 
trust, and the ability to deploy agents in high-value use 
cases that risk-averse competitors cannot pursue.

Competitive pressure drives AI 
governance investments

Factors most influencing prioritization of AI governance and compliance investments.

1%

22%

24%

24%

26%

26%

34%

34%

35%

38%

Don’t know

Customer or partner contractual requirements

Third-party assessment or certification requirements

Industry peer benchmarking

Prior incident or near-miss involving AI

Insurance or liability considerations

Internal audit or risk assessment findings

Board or executive mandate

Upcoming or recent regulatory requirements

Competitive pressure to deploy AI responsibly
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Level of agreement with statements about risk management, accountability, 
and compliance readiness for AI and agentic AI.

Strong majorities agree across all five compliance readiness dimensions, with the ability to demonstrate compliance through repeatable evidence being most agreed 
upon. The least agreed upon dimension—that liability and risk ownership are sufficiently clear across IT, data, security, legal, and the business—reveals a meaningful gap 
in ownership clarity. This represents the same structural accountability problem visible throughout this research: Technical compliance infrastructure is advancing, but 
organizational accountability is not keeping pace.

Clear ownership and processes are key  

43%

41%

40%

37%

35%

45%

52%

47%

50%

50%

10%

5%

11%

11%

11%

3%

2%

2%

3%

4%

1%

1%

My organization has a clear process to assess and approve which data AI
agents can access based on risk and sensitivity

My organization can demonstrate compliance readiness for AI through
repeatable evidence such as audit trails, policies, and controls

My organization can explain and justify AI-driven outcomes to auditors,
regulators, customers, or internal governance bodies

My organization can stop, override, or limit AI agent actions quickly when
risk thresholds are exceeded

Liability and risk ownership for AI-related incidents in my organization is
sufficiently clear across IT, data, security, legal, and the business

Strongly agree Agree Neutral Disagree Strongly disagree
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Investment in data governance 
and compliance for AI is strong
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Budget growth at this breadth and consistency reflects a market that has moved past the question of whether to invest in AI-supporting governance and is now focused on where 
to invest first. The urgency in supply-side governance infrastructure is visibly lagging behind AI deployment. Organizations are deploying AI agents faster than they can build the 
governance frameworks, observability platforms, and accountability structures needed to manage them safely at scale. This infrastructure deficit creates mounting risk: Every new 
agent deployment widens the gap between operational reality and governance capability. The budget increases signal recognition that this gap must close.

Data governance budgets are growing across the board

Increase more than 25%

Increase 5% to 9%

Increase 15% to 25% Increase 10% to 14%

Increase 1% to 4% Stay the same

5+95+U
25+75+U

24+76+U 35+65+U
7+93+U 5+95+U

5%

25%

24% 35%

7% 5%

Total spending change in the next 12 months for data governance solutions 
specifically designed to support AI initiatives.
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Strategy Inc (Nasdaq: STRF/STRC/STRK/STRD/MSTR; Euro MTF: STRE) is the world’s first and largest Bitcoin 
Treasury Company. We are a publicly traded company that has adopted Bitcoin as our primary treasury 
reserve asset. By using proceeds from equity and debt financings, as well as cash flows from our operations, 
we strategically accumulate Bitcoin and advocate for its role as digital capital. Our treasury strategy is 
designed to provide investors varying degrees of economic exposure to Bitcoin by offering a range of 
securities, including equity and fixed-income instruments. In addition, we provide industry-leading AI-
powered enterprise analytics software, advancing our vision of Intelligence Everywhere. We leverage our 
development capabilities to explore innovation in Bitcoin applications, integrating analytics expertise with 
our commitment to digital asset growth. We believe our combination of operational excellence, strategic 
Bitcoin reserve, and focus on technological innovation positions us as a leader in both the digital asset and 
enterprise analytics sectors, offering a unique opportunity for long-term value creation.

Strategy, Strategy Mosaic, and MicroStrategy are either trademarks or registered trademarks of MicroStrategy 
Incorporated in the United States and certain other countries. Other product and company names 
mentioned herein may be the trademarks of their respective owners. For more information about Strategy, 
visit www.strategy.com/software.

About

Download the Enterprise Semantic 
Layer Buyer’s Guide” Learn more

https://url.us.m.mimecastprotect.com/s/ESbtCxkVlDiB9NW9GFYi0TyIN07?domain=strategy.com
https://url.us.m.mimecastprotect.com/s/nWr5Cv2YjAf42Vk2BFQf4TQXkIN?domain=strategy.com
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Research methodology and demographics 
To gather data for this report, Omdia conducted a comprehensive online survey of IT and data professionals from organizations in North America between February 23, 2026 
and March 2, 2026. To qualify for this survey, IT and data professionals needed to be involved with or responsible for evaluating, purchasing, managing, and building AI and data 
management infrastructure. All respondents were provided an incentive to complete the survey in the form of cash awards and/or cash equivalents. 

After filtering out unqualified respondents, removing duplicate responses, and screening the remaining completed responses (on several criteria) for data integrity, we were left 
with a final total sample of 400 IT and data professionals.

Respondents’ organizations by number of employees. Respondents’ organizations by years in operation. Respondents’ organizations by industry.

1,000 to 
2,499, 28%

2,500 to 
4,999, 26%

500 to 999, 
19%

5,000 to 
9,999, 14%

10,000 to 
19,999, 7%

20,000 or 
more, 6%

11 to 20 years, 
39%

21 to 50 
years, 34%

Five to 10 
years, 15%

More than 50 
years, 13%

Less than five 
years, 1%

Manufacturing, 
20%

Financial,
19%

Other, 19%

Retail,
14%

Technology,
10%

Healthcare,
9%

Communications 
and media,

4%

Business 
services,

3%
Government,

2%
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