
FOR498: Digital Acquisition and Rapid Triage™ (6-DAY COURSE) 
INSTRUCTOR: Eric Zimmerman. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . Salon B

FOR500: Windows Forensic Analysis™ (6-DAY COURSE) 
INSTRUCTOR: Ovie Carroll. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . Cadiz

FOR508: Advanced Incident Response, Threat Hunting, and 
Digital Forensics™ (6-DAY COURSE) 
INSTRUCTOR: Carlos Cajigas. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . Sevilla

FOR509: Enterprise Cloud Forensics and  
Incident Response™ (6-DAY COURSE) 
INSTRUCTOR: Terrence Williams. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  Granada

FOR518: Mac and iOS Forensic Analysis and  
Incident Response™ (6-DAY COURSE) 
INSTRUCTOR: Sarah Edwards . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  Venetian East

FOR572: Advanced Network Forensics: Threat Hunting, 
Analysis, and Incident Response™ (6-DAY COURSE) 
INSTRUCTOR: Philip Hagen. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . Salon A

FOR577: Linux Incident Response and Threat Hunting™  
(6-DAY COURSE) 
INSTRUCTOR: Jim Clausing. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . Salon C

FOR585: Smartphone Forensic Analysis In-Depth™ (6-DAY COURSE) 
INSTRUCTOR: Domenica Crognale. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  Cordoba

FOR608: Enterprise-Class Incident Response & Threat 
Hunting™ (6-DAY COURSE) 
INSTRUCTOR: Mike Pilkington. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . Almeria

SEC401: Security Essentials – Network, Endpoint,  
and Cloud (6-DAY COURSE)  
INSTRUCTOR: Ross Bergman. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . Venetian West 
HOURS: �8:30 AM–7:00 PM (COURSE DAY 1); 9:00 AM–7:00 PM (COURSE DAYS 2–5); 

9:00 AM–5:00 PM (COURSE DAY 6)

SEC504: Hacker Tools, Techniques, and Incident Handling™ 
(6-DAY COURSE)  
INSTRUCTOR: James Leyte-Vidal. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . Gibraltar 
HOURS: �8:30 AM–7:15 PM (COURSE DAY 1)

All courses will run 9:00 AM–5:00 PM (unless noted) NOTE: All courses will start at 8:30 AM on Day 1CLASS INFORMATION

Venue
Hyatt Regency Coral Gables 
50 Alhambra Plaza | Coral Gables, FL 33134

Event Check-In | Badge & Courseware Distribution
Location: Hall of Ambassadors Prefunction
Monday, November 17. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  7:00–8:30 AM

Registration Support
Location: Marbella 
Sunday, November 16–Friday, November 21 . .  .  . 8:00 AM–5:00 PM
Saturday, November 22. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  8:00 AM–2:30 PM

Parking
• �Self-Parking:	� 4–6 hours: $20.00 

6-8 hours: $30.00 
Overnight: $40.00

• �Valet Parking:	 Overnight: $46.00 

Course Breaks
Morning Coffee. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  7:00–9:00 AM
Morning Break*. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 10:30–10:50 AM
Lunch. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  12:15–1:30 PM
Afternoon Break*. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . 3:00–3:20 PM
*Snack and coffee to be provided during these break times. 

GENERAL INFORMATION

GIAC Certifications	� Distinguish yourself as an information security 
leader and get certified. giac.org  

OnDemand Bundle	� Extend your training experience with four months of 
supplemental online review and 24/7 online access 
to your course lectures, materials, quizzes, and labs.  
sans.org/ondemand/bundles

Enhance your training 
experience. Add a GIAC 
Certification attempt 
and OnDemand Bundle 
to your course. 

3 WAYS TO ORDER
ONLINE:	� Add to your order via your  

Portal Account: sans.org/account

CALL: 	 1-301-654-SANS (7267)

EMAIL:	 registration@sans.org

Welcome to

SANS 
DFIRCON Miami
November 16–22, 2025 
Coral Gables, FL



DFIR COMMUNITY DAY:  
SOF-ELK Hands-on Workshop 2025 Edition
DATE/TIME:	Sun, November 16 | 11:00 AM–12:45 PM 
LOCATION: 	Venetian East	 SPEAKER: Philip Hagen 

DFIR COMMUNITY DAY:  
Mastering Investigations with EZ Tools:  
Fast, Focused, and Forensically Sound
DATE/TIME:	Sun, November 16 | 11:00 AM–12:45 PM 
LOCATION: 	Venetian West	 SPEAKER: Eric Zimmerman 

DFIR COMMUNITY DAY:  
DFIRCON Miami Lunch 
DATE/TIME:	Sun, November 16 | 12:45–1:45 PM 
LOCATION: 	Court of Lions (Outdoor Space) 

DFIR COMMUNITY DAY:  
ArtExperimentation
DATE/TIME:	Sunday, November 16 | 1:45–3:45 PM 
LOCATION: 	Venetian East	 SPEAKER: Ian Whiffin 

DFIR COMMUNITY DAY:  
Open Source Digital Forensics Using 
Python: The LEAPPs Toolset
DATE/TIME:	Sun, November 16 | 1:45–3:45 PM 
LOCATION: 	Venetian West	 SPEAKER: Alexis Brignoni 

 

DFIR COMMUNITY DAY:  
Getting Hands-on with SIFT:  
Practical Forensics Using the SANS 
Investigative Toolkit
DATE/TIME:	Sun, November 16 | 4:00–5:45 PM 
LOCATION: 	Venetian East	 SPEAKER: Mike Pilkington 

DFIR COMMUNITY DAY:  
Incident Response with Velociraptor: 
Investigating a Cyber Attack From Initial 
Access to Exfiltration
DATE/TIME:	Sun, November 16 | 4:00–5:45 PM 
LOCATION: 	Venetian West	 SPEAKER: Carlos Cajigas 

DFIR COMMUNITY DAY:  
SIFT + AI: Less Suffering, More Finding
DATE/TIME:	Sun, November 16 | 6:00–7:00 PM 
LOCATION: 	Venetian West	 SPEAKER: Rob Lee 

RECEPTION:  
Welcome Reception  
DATE/TIME:	Mon, November 17 | 6:30–7:00 PM 
LOCATION: 	Hall of Ambassadors Prefunction 

KEYNOTE:  
Code, Community, and the Calling:  
Building Tools that Serve the Mission
DATE/TIME:	Monday, November 17 | 7:00–8:00 PM 
LOCATION:	Salon B	 SPEAKER: Eric Zimmerman

RECEPTION:  
SANS DFIR AlumNight   
DATE/TIME:	Tuesday, November 18 | 5:30–6:30 PM 
LOCATION: 	Hall of Ambassadors Prefunction 

DFIR BYTES:  
Operation Phantom Thread: Tracing the 
Attacker from First Foothold to Final Exfil 
(Part 1)   
DATE/TIME:	Tue, November 18 | 6:45–8:45 PM 
LOCATION: 	Salon B 	 SPEAKER: Carlos Cajigas

RECEPTION:  
SANS DFIR AlumNight   
DATE/TIME:	Wed, November 19 | 5:30–6:30 PM 
LOCATION: 	Hall of Ambassadors Prefunction 

DFIR BYTES:  
Operation Phantom Thread: Tracing the 
Attacker from First Foothold to Final Exfil 
(Part 2)   
DATE/TIME:	Wed, November 19 | 6:45–8:45 PM 
LOCATION: 	Salon B 	 SPEAKER: Carlos Cajigas

CYBER RANGE:  
DFIR NetWars Tournament   
DATE/TIME:	Thu, Nov 20 & Fri, Nov 21 | 6:30–9:30 PM 
LOCATION: 	Salon B
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