
SANS Security Awareness  
Manage human risk and change behavior through 
measurement, training, and simulation 

SANS Security Awareness Solutions Offering

Thousands of Clients. Millions 
of Learners. One Mission. 

When it comes to security, trust matters. We 
know this, which is why our products and 
training have been created by an entire fleet 
of experts who have been on the front lines 
battling every cyber threat imaginable over 
the last 30 years.  
Backed by proven learning principles, our 
security awareness and role-based training 
programs combine content from hundreds of 
the world’s best cyber security practitioners, 
security awareness officers, and learning 
behavior specialists to reflect real-world 
cyber- attacks that engage and educate 
users, empowering them to contribute to 
cultural change and prevent attacks.

https://www.sans.org/security-awareness-training/


Get support, connect with the community, 
and change human behavior which leads to 
information security risks

World’s Largest Community 
Engagement
Become part of this vendor-neutral global group of 
dedicated security awareness peers — advance your 
career and share best practices to grow your program.
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Email phishing attacks attempt to infect your computer, steal your 
passwords, fool you into sharing sensitive data, and more. While 
phishing attacks often have different goals, they share many of the 
same indicators. If you know what to look for, you can spot and stop 
these attacks.

If you are not sure if an email is a phishing attack, or if you 
are concerned you may have fallen victim to one, report it 

right away. We are here to help you.
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PHISHING INDICATORS

An email using a tremendous sense of urgency, 
often using fear or demanding “immediate 
action.” These emails are attempting to rush 
you into making a mistake.

Requests for highly sensitive information, such 
as your credit card details, banking information, 
or passwords.

Someone pressuring you to bypass or ignore 
our security policies and procedures.

! ? !

An email creating a strong sense of curiosity 
or enticement, perhaps even an offer for 
something that is too good to be true.

An email with a generic greeting such as “Dear 
Customer,” or has numerous spelling or 
grammar mistakes.

After clicking on a link or opening an email 
attachment, you are asked to enable various 
permissions to access your account or system.

??? ?

...@gmail.com

An email that appears to be from a person 
you know, but their tone of voice or email 
signature seems odd or strangely worded.

An email that appears to be from a legitimate 
organization or coworker, but it is using a 
personal email address such as gmail.com.
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This factsheet is published by
example.
For more information, please contact
us at:

security@example.org

Actionable Content
Our training content is the most trusted in the world— 
expertly-created comprehensive training builds a 
powerful program that embodies organizational needs 
and learning levels.

Client Success Services 
The Client Success Team at SANS offers tailored programs 
to plan, deploy, and manage the growth of your awareness 
program, enhancing ROI and meeting the needs of any 
organization, regardless of size or program maturity.

Robust Resources
Mature your program, improve your learner’s awareness 
with our comprehensive collection of resources, topics 
and techniques, from subject matter experts.



Explore our product offerings, delivering all of 
the elements you need to manage human risk
Cyber Risk Insight SuiteTM

Change User Behavior with Training for All
To manage human risk, a holistic approach is needed that considers organizational 
culture, human behavior and technical controls. Our multilingual assessments 
highlight the cyber security areas that require the most attention.

•	 Knowledge Assessment
•	 Culture Assessment

EndUser Training
Easily identify Acute Human Cyber Risk
Short-format, effective and most of all, easy to implement. Besides a full library of 
computer-based training, we give you the support and resources needed to move 
beyond compliance and build a truly mature awareness program.

Phishing Platform
Reduce Human Risk
Developed by the world’s leading phishing experts, our phishing solution is designed 
to integrate within the other activities of your security awareness program. Our 
unique tiered-template methodology allows you to train learners at any level.

Specialized Technical Training 
Get Security Awareness Training Specific to Your Industry
As organizations increase their online footprint, cybersecurity training becomes 
essential for a wider range of job roles and responsibilities. Whether that means secure 
code training for developers, a detailed understanding of NERC CIP policy or PCI DSS 
requirements, proper handling of Industrial Control Systems (ICS) incidents, cyber-
secure network and system administration, or specific training for your business and 
cyber leaders. Training content from SANS Security Awareness has your  
organization covered.

•	 Developer 
•	 ICS Engineer 
•	 NERC CIP 
•	 PCI DSS

SANS Security Awareness Flexible 
Content Delivery
All training modules are SCORM, meaning you can use your organization’s 
SCORM-compliant Learning Management System if you have one or train your 
employees on the SANS-hosted platform, Litmos. Add our training modules to 
your custom content to build the security awareness program specific to your 
organization’s needs.

•	 Security Essentials for IT Administrators 
•	 Security Essentials for Business Leaders and Managers 
•	 AI Security Essentials for Business Leaders
•	 Workforce Risk Management Fundamentals for AI



Protect your organization. Keep your learners sharp. Get a custom demo for the most relevant 
security awareness training program that fits your needs.

“SANS Security Awareness is one of the best 
security awareness programs I have seen in my 
20+ years as a technologist.” 
- James Gentile, CIO , Arizona Medical Board

About SANS Institute 
Established nearly 30 years ago, SANS Institute was created as cooperative 
research and education organization that offers programs to over 165,000 security 
professionals. SANS is the most trusted and largest source for information security 
training and security certification in the world—leverage our best-in-class Security 
Awareness solutions to transform your organization’s ability to measure and 
manage human risk.

sans.org/security-awareness-training/

ssainfo@sans.org

Schedule a Demo
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