Sample Training Request Letter

Use the following sample request letter, or elements of it, to justify the time and budget required to complete SANS training to your manager. Simply copy and paste text into an email to your manager, then make any necessary adjustments to personalize the information. Once you hit send, you’ll be one step closer to gaining the skills required to protect your organization and advance your career.

Subject: Request for cybersecurity training from SANS Institute

[Decision Maker Name],

I’m writing to request time and budget approval to take the SANS Institute’s information security course SEC617: Wireless Penetration Testing and Ethical Hacking and its associated GIAC Assessing and Auditing Wireless Networks (GAWN) exam.

The information below clarifies how this training and certification will benefit our organization’s security, the tasks I’ll be able to perform after completing the course, and relevant cost and travel information.

Course Description

SEC617: Wireless Penetration Testing and Ethical Hacking is a six-day, hands-on course focused on assessing wireless systems across Wi-Fi, Bluetooth and Bluetooth Low Energy, RFID, NFC, contactless smart cards, and software-defined radio. I’ll learn to collect and analyze wireless traffic, identify rogue devices, test network and client weaknesses, evaluate proprietary radio systems, and translate technical findings into remediation priorities.

The course includes 17 hands-on labs and a final-day capture-the-flag exercise. Updated material covers AI-assisted packet, code, wardrive, fuzzing, Bluetooth, RFID, and radio-signal analysis; Windows 11 Wi-Fi client behavior; and refreshed low- and high-frequency RFID hardware. I’ll also receive the SANS Wireless Assessment Toolkit, including Wi-Fi, Bluetooth, RFID, and software-defined radio equipment plus a customized Linux environment, so I can continue practicing and apply the techniques after class.

Course Objectives

Once I’ve completed the course, I’ll be able to:

· Map wireless exposure across Wi-Fi, Bluetooth, RFID, NFC, and proprietary radio systems
· Capture and analyze Wi-Fi traffic and identify unauthorized access points and devices
· Assess WPA2, WPA3, enterprise authentication, hotspot, and Wi-Fi client weaknesses
· Evaluate Windows 11, macOS, iOS, and Android Wi-Fi client behavior
· Use AI to support packet, code, wardrive, and fuzzing analysis while validating the output
· Test Bluetooth and Bluetooth Low Energy pairing, authentication, and device services
· Analyze and test low- and high-frequency RFID, NFC, and contactless smart card systems
· Use software-defined radio to identify, decode, and assess wireless signals



Associated Certification: GIAC Assessing and Auditing Wireless Networks (GAWN)

· The associated GIAC Assessing and Auditing Wireless Networks (GAWN) certification validates the ability to assess wireless network security, analyze wireless traffic, and apply tools and techniques to identify and exploit weaknesses across wireless technologies.
· See the GIAC Assessing and Auditing Wireless Networks (GAWN) certification page for current exam details and covered objectives.

Expected Cost

I’d like to take SEC617 [fill in either: (1) “at [event name], from [start date] through [end date].” or (2) “online, with four months of access to the SANS [select OnDemand or SelfStudy] training platform.” or (3) “online, with live virtual sessions and [select four (Simulcast) or six (vLive)] months of access via the SANS training platform [select Simulcast or vLive] from [start date] through [end date].”].
 
The attached unpaid invoice shows the cost of the course [retrieve this from the course registration page and attach]; details include:

	Course fee 
	[$X,XXX]

	Subtract Early Bird / Online Training Discount
	[-$XXX]

	GIAC Certification fee
	[$XXX]

	OnDemand Bundle fee
	[$XXX]

	Travel and Hotel* (for live training only)                           
	[$XXX]

	Meals (for live training only)                                                                    
	[$XXX]

	Total estimated cost:  
	[$X,XXX]



[bookmark: _Hlk535562721]*Special hotel rates for conference attendees range from [$XXX]/night, but I must register before [xx/xx/xxxx].

Conclusion

SEC617 will help me include wireless technologies in our assessment scope and turn findings into practical remediation priorities across network, endpoint, physical access, and embedded systems. The labs, final-day CTF, and take-home SANS Wireless Assessment Toolkit (SWAT) kit support direct application when I return to work, while the GAWN certification provides independent validation of the skills developed through the course.

Additional course information can be found on the SANS website at https://www.sans.org/cyber-security-courses/wireless-penetration-testing-ethical-hacking.

Thanks for your consideration,

[Add standard signature]

Attachment:
Unpaid Invoice for SANS training [find at XXX and attach to email]
