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SEC560: Enterprise Penetration Testing™ (GPEN)

SEC580: Metasploit for Enterprise Penetration Testing™

SEC542: Web App Penetration Testing and
Ethical Hacking™ (GWAPT)

SEC565: Red Team Operations and Adversary
Emulation™ (GRTP)

FORS508: Advanced Incident Response, Threat Hunting,
and Digital Forensics™ (GCFA)

SEC599: Defeating Advanced Adversaries - Purple
Team Tactics & Kill Chain Defenses™ (GDAT)

SEC660: Advanced Penetration Testing, Exploit Writing,
and Ethical Hacking™ (GXPN)

SEC699: Advanced Purple Teaming - Adversary
Emulation & Detection Engineering™

Stephen Sims Curriculum Lead, SANS Offensive Operations




SEC560: Enterprise Penetration
Testing™ (GPEN)
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SEC580: Metasploit for Enterprise
Penetration Testing™
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SEC542: Web App Penetration
Testing and Ethical Hacking™
(GWAPT)
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SEC565: Red Team Operations and
Adversary Emulation™ (GRTP)
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FORS508: Advanced Incident
Response, Threat Hunting, and
Digital Forensics™ (GCFA)
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SEC599: Defeating Advanced
Adversaries - Purple Team Tactics
& Kill Chain Defenses™ (GDAT)

CDI—XTIE MITRE ATT&CK*Cyber Kill
ChainB EDERDRAZ A —RBTL—LT
— 7R L IREOREDT HEEDITI
al—>a BHHEEEOREZBAGHET
ABRCHROTWETD,

SEC660: Advanced Penetration
Testing, Exploit Writing, and
Ethical Hacking™ (GXPN)
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SEC699: Advanced Purple
Teaming - Adversary Emulation
& Detection Engineering™
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