Sample Training Request Letter

Use the following sample request letter, or elements of it, to justify the time and budget required to complete SANS training to your manager. Simply copy and paste text into an email to your manager, then make any necessary adjustments to personalize the information. Once you hit send, you’ll be one step closer to gaining the skills required to protect your organization and advance your career.

Subject: Request for cybersecurity training from SANS Institute
[Decision Maker Name],

I’m writing to request time and budget approval to take the SANS Institute’s information security course SEC529: Post-Quantum Cryptography.

The information below clarifies how this training will benefit our organization’s security, the tasks I’ll be able to perform after completing the course, and relevant cost and travel information.

Course Description

SEC529: Post-Quantum Cryptography is a one-day, hands-on course that helps security teams understand the real threat quantum computing poses to cryptography, evaluate their options for mitigating it, and plan a migration to quantum-resistant cryptography. Through practical labs, the course covers exploring the current post-quantum internet, building a cryptographic inventory, and migrating to quantum-resistant key exchange and digital signatures.

A sufficiently powerful quantum computer will be able to break the public-key cryptography, such as RSA and ECC, that protects our TLS connections, digital signatures, and certificates. Long-lived data is already exposed to “harvest now, decrypt later” attacks, and NIST’s draft guidance proposes deprecating RSA and ECC by 2030 and disallowing them from 2035. Because migration is a multi-year effort, SEC529 provides the context and practical knowledge to start planning now.

Course Objectives
Once I’ve completed the course, I’ll be able to:
· Explain the quantum threat to cryptography and where it affects encryption and digital signatures
· Evaluate the options for post-quantum security and the trade-offs of each
· Build a quantum migration plan and prioritize assets for remediation
· Create a cryptographic inventory using a variety of collection methods
· Recognize the different challenges of migrating key exchange versus digital signatures and certificates
· Migrate to quantum-resistant key exchange and digital signatures in a lab environment
· Assess claims made by vendors selling quantum security products
Expected Organizational Benefits:
After completing SEC529, I will be better equipped to help our organization:
· Understand the quantum threat without vendor hype and make better decisions about how to respond
· Prioritize and plan our quantum response using a clear framework
· Identify how our existing tooling can help build a cryptographic inventory
· Understand the compliance drivers and timelines behind migration
· Anticipate the technical complexity of migration activities before they affect our systems
· Evaluate vendor claims before we invest in quantum security products
Expected Cost

I’d like to take SEC529 [fill in either: (1) “at [event name], from [start date] through [end date].” or (2) “online, with four months of access to the SANS [select OnDemand or SelfStudy] training platform.” or (3) “online, with live virtual sessions and [select four (Simulcast) or six (vLive)] months of access via the SANS training platform [select Simulcast or vLive] from [start date] through [end date].”].
 
The attached unpaid invoice shows the cost of the course [retrieve this from the course registration page and attach]; details include:

	Course fee 
	[$X,XXX]

	Travel and Hotel* (for live training only)                           
	[$XXX]

	Meals (for live training only)                                                                    
	[$XXX]

	Total estimated cost:
	[$X,XXX]



[bookmark: _Hlk535562721]*Special hotel rates for conference attendees range from [$XXX]/night, but I must register before [xx/xx/xxxx].

Conclusion

As quantum computing moves from an emerging technology to a baseline planning requirement, our organization needs a clear view of the threat and a plan to respond. SEC529 provides practical, hands-on experience that I can apply to build our cryptographic inventory, prioritize our migration, and make more informed decisions about securing our systems for the post-quantum era.

Additional course information can be found on the SANS website at https://www.sans.org/cyber-security-courses/post-quantum-cryptography.

Thanks for your consideration, 

[Add standard signature] 

Attachment: 
Unpaid Invoice for SANS training [find at XXX and attach to email]
