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“The real risk isn’t the AI itself—it’s using AI to automate these 
growth pathways instead of focusing on accelerating them.”

—Jay Bhalodia, Federal Managing Director Customer Success, Microsoft  
SANS 2026 WORKFORCE REPORT

The AI Security Job Market Has Arrived. 
Most Career Guides Haven’t.

Every major enterprise is deploying AI. Most are doing it without dedicated AI 
security staff. The result: shadow AI proliferating, governance frameworks that 

don’t exist yet, and adversaries who already operate at machine speed.
This guide maps 10 specific roles where AI cybersecurity hiring is real and measurable. Not predictions. 

Job board data, workforce research, and course development tracked over two years. Each role 
includes verified active listings, the companies hiring now, salary ranges, the threat or regulatory 
driver creating the role, and SANS courses and GIAC certifications that map directly to the work.

Three tiers. One career timeline.

How to Read this Guide
SANS tracked these roles across job boards, Summit presentations, course 

development, workforce research, and community insight over two years. Each role 
maps to two SANS courses with GIAC certifications, plus the specific companies 

currently hiring and the number of active job listings by platform.

HIRING NOW
Roles 1–4: 100+ active listings—search these titles now.

BUILDING
Roles 5–8: Your current role is evolving into this—position yourself.

HORIZON
Roles 9–10: Hiring accelerates in 2027–2028—start building skills now.



The 2026
    Market    

Snapshot

of cybersecurity teams are changing team size and role structures due to AI
SANS 2026 WORKFORCE REPORT

74%

Skills gap now dominates headcount gap—a 20-point differential—up from just 4 points in 2025 
SANS 2026 WORKFORCE REPORT

40%60%

of organizations have filled AI/ML Security Specialist positions
SANS 2026 WORKFORCE REPORT

34%

of security professionals report using GenAI/LLMs in their cybersecurity stack.
DARKTRACE STATE OF AI CYBERSECURITY 2026

77%

saved per breach by organizations using AI extensively in security
IBM/PONEMON COST OF A DATA BREACH 2025

$1.9M

of Al-generated code samples fail security tests, introducing OWASP Top 10 vulnerabilities
VERACODE 2025 GENAI CODE SECURITY REPORT

45%



HIRING  
NOW Search these titles on job boards today.

HIRING NOW #1  AI/ML Security Engineer	 $152K–$210K

Active Listings:  1,578 (Glassdoor)  |  710 (ZipRecruiter)  |  106 (LinkedIn, tight match)  |  ~2,400 verified total

Recently Posted At: JPMorgan, Google, OpenAI, Amazon, Meta, Booz Allen Hamilton, Toyota, Rapid7, BigBear.ai, Amplitude

WHAT YOU DO 
Build and harden security for AI systems across the full lifecycle, from training pipelines to production deployments. 
Conduct threat modeling against ML models, implement guardrails for LLM outputs, secure data inputs against poisoning, 
and integrate AI security tooling into CI/CD and MLOps workflows.

WHY THIS ROLE EXISTS NOW 
AI-synthesized polymorphic malware has been demonstrated in proof-of-concept research (HYAS LABS “BLACKMAMBA,” 2023), showing 
how LLMs can generate code that triggered zero alerts in an unnamed leading EDR. 45% of AI-generated code samples 
failed security tests and introduced OWASP Top 10 vulnerabilities (Veracode 2025). Every organization deploying AI needs 
someone who can secure the models, the data, and the pipelines.

34% of organizations adding AI roles have filled AI/ML Security Specialist positions—the most common new AI security 
hire—32% added AI Security Engineers. (SANS 2026 WORKFORCE REPORT)

SANS TRAINING & GIAC CERTIFICATIONS
•  �SEC545: GenAI and LLM Application Security (5-day) → GAIPS
•  �SEC595: Applied Data Science and AI/ML for Cybersecurity Professionals (6-day) → GMLE
•  �SEC598: AI and Security Automation for Red, Blue, and Purple Teams (6-day) → GASAE

HIRING NOW #2  AI Red Team Specialist 	 $130K–$220K

Active Listings:  409 (Glassdoor)  |  205 (ZipRecruiter)  |  90 (LinkedIn, past 30 days)  |  ~700 verified total

Recently Posted At: Microsoft, KPMG, JPMorgan, GEICO, Lakera, Google, Mercor, Pindrop, Delta Dental, UnitedHealth Group

WHAT YOU DO 
Break AI systems before adversaries do. Execute prompt injection attacks, data poisoning campaigns, model extraction 
attempts, and adversarial evasion techniques against LLMs and agentic AI systems. Microsoft’s AI Red Team has tested 100+ 
generative AI products and includes cybersecurity experts, a neuroscientist, and a linguist (MICROSOFT SECURITY BLOG, JAN 2025).

WHY THIS ROLE EXISTS NOW 
The EU AI Act drives mandatory risk management and testing obligations for high-risk AI—general application August 2, 2026; 
high-risk obligations August 2, 2027. Nation-state groups from Russia, China, Iran, and North Korea are experimenting with AI 
for reconnaissance, social engineering, and malware development (MICROSOFT/OPENAI 2024). Leading organizations have already built 
dedicated AI red teams.

23% of organizations have created AI Red Team Specialist positions. Traditional red teamer/pen tester roles are seeing a 
15% change in task composition due to AI. (SANS 2026 WORKFORCE REPORT)

SANS TRAINING & GIAC CERTIFICATIONS
•  �SEC535: Offensive AI – Attack Tools and Techniques (5-day) → GOAA
•  �SEC536: AI Red Team (In development – Alpha early May 2026) 



HIRING  
NOW Search these titles on job boards today.

HIRING NOW #3  AI Governance, Risk & Compliance Lead	 $160K–$240K

Active Listings:  4,458 remote AI governance roles (Glassdoor, broad)  |  299 (ZipRecruiter)  |  Security-specific: ~50+

Recently Posted At: PlayStation, MD Anderson, Allstate, Gartner, Baer Group, PAR, ISG, Wolters Kluwer

WHAT YOU DO 
Build governance frameworks that let organizations use AI without creating compliance disasters. Develop AI risk 
assessment processes, ensure EU AI Act and emerging US regulatory alignment, audit models for bias and data leakage, 
track AI usage across business units, and report AI risk posture to executive leadership.

WHY THIS ROLE EXISTS NOW 
77% of organizations run GenAI in their security stack yet only 37% have a formal AI policy (DARKTRACE 2026). U.S. authorities warn 
DPRK “remote IT worker” schemes use stolen/fake identities with potential AI-generated video (FBI Cyber Alert 2025; DOJ: 
300+ companies, $88M, 29 laptop farms raided). EU AI Act maximum penalties reach EUR 35M or 7% global turnover for 
prohibited practices under Article 5.

30% of organizations added AI Governance Analyst positions. Only 21% have comprehensive AI governance frameworks— 
24% have no plans at all. 95% report regulatory impact on hiring, up from 40% in 2025 (SANS 2026 WORKFORCE REPORT).

SANS TRAINING & GIAC CERTIFICATIONS
•  �LDR514: Security Strategic Planning, Policy, and Leadership (5-day) → GSTRT
•  �LDR519: Cybersecurity Risk Management and Compliance (5-day) (Updated with increased AI content)
•  �LDR520: Emerging Trends for Cyber Leaders: AI & Cloud (5-day) (~50% AI content)

HIRING NOW #4  AI Threat Intelligence Analyst 	 $110K–$165K

Active Listings:  484 (Glassdoor)  |  293 (ZipRecruiter)  |  2,000+ (LinkedIn, broad)  |  ~2,700 verified total

Recently Posted At: CrowdStrike, Google, Microsoft, Palo Alto Networks, F5 Labs, Mandiant, Recorded Future

WHAT YOU DO 
Transform threat intelligence into immediate hunting operations across hundreds of environments simultaneously. Your AI 
agents convert new attack patterns into executable hunting queries that deploy instantly. Track the AI TTPs of nation-state 
actors and translate them into defensive action at machine speed.

WHY THIS ROLE EXISTS NOW 
Microsoft reports customers face more than 600 million cyberattacks every day (MDDR 2024). The first documented  
AI-orchestrated cyber espionage campaign achieved 80–90% autonomous execution (ANTHROPIC GTG-1002, NOVEMBER 2025).  
SOC teams already use GenAI for CTI analysis and querying security data (SPLUNK STATE OF SECURITY 2025).

Threat Intel Analyst roles see 26% task composition changes from AI—the second-highest after SOC analysts.  
The role is transforming, not disappearing: AI handles pattern-matching while humans provide strategic context.  
(SANS 2026 WORKFORCE REPORT).

SANS TRAINING & GIAC CERTIFICATIONS
•  �FOR478: Cyber Threat Intelligence Foundations (2-day)
•  �FOR578: Cyber Threat Intelligence (6-day) → GCTI
•  �SEC587: Advanced Open-Source Intelligence (OSINT) Gathering and Analysis (6-day) → GSOA 



BUILDING Your current role is becoming this.

BUILDING #5  AI SOC Orchestrator 	 $95K–$145K

Active Listings:  425 (Glassdoor)  |  698 (ZipRecruiter)  |  255 (LinkedIn, past 30 days)  |  ~1,378 verified total

Recently Posted At: Dropzone AI, Abnormal Security, CrowdStrike, Palo Alto Networks, Swimlane, Fortinet, SentinelOne

WHAT YOU DO 
Guide your SOC by coordinating fleets of AI detection agents—from ML models to GenAI assistants—that continuously 
detect, enrich, and respond to threats. You remain the human in the loop: verifying findings, tuning models, and iterating 
playbooks so automation gets smarter over time. This is what the SOC analyst role is becoming.

WHY THIS ROLE EXISTS NOW 
Only 14% of organizations allow AI to take independent remediation in the SOC; 70% require human approval (DARKTRACE 2026). 
Gartner predicts 50% of Tier 1 SOC responsibilities automated by 2028. AI-assisted SOC investigations are 45–61% faster 
than manual processes (CSA 2025). Average breakout time: 29 minutes and shrinking (CROWDSTRIKE 2026).

SOC and Security Analysts lead AI-driven role changes at 32%, the highest of any role. Additionally, 49% report AI 
reducing manual analysis time, and 21% are already deploying autonomous AI agents. (SANS 2026 WORKFORCE REPORT)

SANS TRAINING & GIAC CERTIFICATIONS
•  �SEC450: SOC Analyst Training – Applied Skills for Cyber Defense Operations (6-day) (Has a dedicated AI/LLM module) → GSOC
•  �SEC598: AI and Security Automation for Red, Blue, and Purple Teams (6-day) → GASAE

BUILDING #6  AI Incident Response Orchestrator	 $120K–$180K

Active Listings:  5,287 (Glassdoor broad)  |  285 (ZipRecruiter)  |  Exact title: ~50–80; broad AI+IR overlap is larger

Recently Posted At: CrowdStrike, Palo Alto Networks, TikTok, Surefire Cyber, Huntress, Johns Hopkins APL

WHAT YOU DO 
Command coordinated AI defense systems that detect, contain, and neutralize threats in real time. Systems use reasoning 
and automation to maintain critical operations under attack. Protocol SIFT (Claude Code + SANS SIFT Workstation via MCP) 
is the proof-of-concept: natural language forensic commands tested with 40+ SANS students.

WHY THIS ROLE EXISTS NOW 
AI-assisted exploit chains execute in under 60 seconds what takes human operators 47–79 minutes—a conservative 47x 
speed advantage using publicly available tools like Metasploit, not nation-state weaponized capabilities (ALFA-CHAINS/SANS 2025; 
HORIZON3 NODEZERO; CROWDSTRIKE). First AI-orchestrated espionage campaign: 80–90% autonomous (ANTHROPIC GTG-1002, NOVEMBER 2025). 

Incident Responder roles see 22% task composition changes. 47% of organizations report slower incident response due 
to skills gaps—making AI-augmented IR a necessity (SANS 2026 WORKFORCE REPORT).

SANS TRAINING & GIAC CERTIFICATIONS
•  �FOR508: Advanced Incident Response, Threat Hunting, and Digital Forensics (6-day) → GCFA
•  �FOR563: Applied AI for Digital Forensics and Incident Response: Leveraging Local Large Language Models (1-day)



BUILDING Your current role is becoming this.

BUILDING #7  AI Security Specialist	 $130K–$185K

Active Listings:  5,525 (Glassdoor, broad)  |  89 (ZipRecruiter)  |  2,000+ (LinkedIn, broad)  |  ~7,600 verified total

Recently Posted At: Deloitte, Accenture, PwC, KPMG, Booz Allen Hamilton, Capital One, Bank of America

WHAT YOU DO 
Guide strategic AI adoption with security intelligence. Evaluate AI projects for immediate risk, monitor multiple AI initiatives 
across business units, and provide fast security impact assessments. The bridge role between deep technical engineering 
and executive leadership—the most accessible entry point for experienced security professionals adding AI.

WHY THIS ROLE EXISTS NOW 
Hyper-personalized phishing is the top AI threat concern at 50% of security professionals (DARKTRACE 2026). IBM found attackers 
used AI tools in 16% of studied breaches, often for phishing or deepfake impersonation (IBM/PONEMON 2025). 92% of security 
professionals say AI threats are driving major defense upgrades (DARKTRACE 2026).

74% of cyber teams are changing due to AI. Only 38% provide comprehensive AI security training—massive demand for 
specialists who bridge the gap (SANS 2026 WORKFORCE REPORT).

SANS TRAINING & GIAC CERTIFICATIONS
•  �SEC411: AI Security Principles and Practices: GenAI and LLM Defense (Self-paced) (14 hours)
•  �SEC545: GenAI and LLM Application Security (5-day) → GAIPS

BUILDING #8  AI Supply Chain Security Engineer	 $130K–$185K

Active Listings:  2,760 (Glassdoor, MLOps + security broad)  |  13 (ZipRecruiter, exact)  |  11 (LinkedIn, exact)

Recently Posted At: Verizon, Microsoft, Fidelity, GitHub, Snyk, Sonatype, JFrog

WHAT YOU DO 
Secure the AI development pipeline from training data to production deployment. Integrate security scanning into MLOps 
workflows, harden containerized AI workloads, validate model integrity across the supply chain, and ensure third-party AI 
components meet security standards. DevSecOps specifically for AI systems.

WHY THIS ROLE EXISTS NOW 
Sonatype reports a 742% average annual increase in software supply chain attacks since 2019, with 245,000+ malicious 
packages in 2023 alone. 45% of AI-generated code samples failed security tests (VERACODE 2025). SANS and the OWASP AI Exchange 
announced a strategic partnership (JULY 2025) to integrate unified AI security controls.

Developer and DevOps roles are already seeing 19% task composition changes due to AI, while 42% of organizations 
report being unable to adopt new technologies due to skills gaps (SANS 2026 WORKFORCE REPORT).

SANS TRAINING & GIAC CERTIFICATIONS
•  SEC540: Cloud Native Security and DevSecOps Automation (5-day) → GCSA 
•  SEC545: GenAI and LLM Application Security (5-day) → GAIPS



HORIZON Start building toward these now— 
hiring accelerates in 2027–2028.

HORIZON #9  AI Identity Deepfake Defense Specialist	 $130K–$175K

Active Listings:  34 (Glassdoor)  |  65 (ZipRecruiter)  |  5 (LinkedIn, exact)  |  ~104 verified; growing rapidly

Recently Posted At: Pindrop, Jumio, iProov, Onfido, Veriff, CyberArk

WHAT YOU DO 
Build verification architectures that establish trust without relying on detecting fakes. Design liveness detection systems, 
behavioral biometric controls, context-aware access policies, and AI-resistant authentication frameworks. Detection-based 
deepfake defense is a losing race—you build the alternative.

WHY THIS ROLE EXISTS NOW 
The Arup deepfake fraud cost $25.6 million via a video call populated entirely by AI-generated deepfakes of executives 
(CONFIRMED BY ARUP CIO AT WEF 2025). Deepfake voice fraud surged 680% YoY (PINDROP 2025). Machine identities outnumber humans 82:1 
(CYBERARK 2025). FBI warns DPRK schemes use AI-generated video in virtual interviews (FBI CYBER ALERT 2025). 

Security Architect and Manager roles are already seeing 18% task composition changes driven by AI—identity 
architecture is increasingly where these changes concentrate (SANS 2026 WORKFORCE REPORT).

SANS TRAINING & GIAC CERTIFICATIONS
•  �SEC587: Advanced Open-Source Intelligence (OSINT) Gathering and Analysis (6-day) (Includes deepfake detection,  

speaker diarization) → GSOA
•  �SEC504: Hacker Tools, Techniques, and Incident Handling (6-day) (Includes AI-enabled attacks) → GCIH 

HORIZON #10  �Post-Quantum Cryptography  
Migration Specialist	 $175K–$260K+

Active Listings:  100 (Glassdoor)  |  22 (ZipRecruiter)  |  114 (LinkedIn, past 30-days)  |  ~236 verified — double prior year

Recently Posted At: Merlin Cyber, IBM, Thales, RTX/Raytheon, Northrop Grumman, LLNL, QuintessenceLabs

WHAT YOU DO 
Lead the transition from vulnerable classical encryption to NIST-finalized post-quantum standards (FIPS 203, 204, 205 — FINALIZED 
AUGUST 2024). Inventory cryptographic assets, assess quantum risk exposure, plan migration timelines, and implement hybrid 
quantum-classical security architectures.

WHY THIS ROLE EXISTS NOW 
NIST finalized three post-quantum cryptography standards in August 2024, triggering a migration clock for every 
organization handling sensitive data. State-sponsored Harvest Now, Decrypt Later operations are actively collecting 
encrypted data (CONFIRMED BY NSA, DHS, CISA, UK NCSC). 48% of enterprises have not integrated quantum computing into their 
cybersecurity strategies (KEYFACTOR 2025).

Expert and senior roles represent 72% of recruitment difficulty, with only 4% citing entry-level. Post-quantum specialists 
are among the most senior hires — 55% of senior cybersecurity hires require 6+ months to fill. (SANS 2026 WORKFORCE REPORT).

SANS TRAINING & GIAC CERTIFICATIONS
•  �SEC595: Applied Data Science and AI/Machine Learning for Cybersecurity Professionals (6-day) → GMLE
•  �LDR520: Emerging Trends for Cyber Leaders: AI and Cloud (5-day( (~50% AI content)



GIAC certifications are the only AI security credentials mapped directly 
to hands-on SANS courseware with Cyberlive practical testing.

Competitive Landscape
Other AI security certifications in the market:  

CompTIA SecAI+  |  IAPP AIGP  |  Practical DevSecOps CAISP  |  EC-Council COASP  |  OffSec OSAI

AI GIAC 
Certifications

GIAC Offensive AI Analyst (GOAA)
The GIAC Offensive AI Analyst (GOAA) certification validates ability to apply 
practical, real-world offensive artificial intelligence techniques to modern 
cybersecurity challenges. Certified professionals prove their proficiency in applying 
advanced tactics such as deepfake-enabled phishing, automated vulnerability 
discovery, and AI-driven attack simulations to emulate sophisticated adversaries.

SANS COURSE:

SEC535

GIAC AI Security Automation Engineer (GASAE)
The GASAE certification validates ability to apply practical, real-world automation 
and artificial intelligence across offensive, defensive and cloud security operations. 
Certified professionals prove their proficiency in applying advanced tactics such as 
automated vulnerability discovery, AI driven attack simulations, host remediation, 
infrastructure automation workflows and SOAR driven incident response.

SANS COURSE:

SEC598

GIAC AI Platform Security (GAIPS)
The GIAC AI Platform Security (GAIPS) certification validates a practitioner’s 
ability to audit and secure Generative AI applications and large language 
model (LLM) development pipelines. GAIPS certification holders demonstrate 
hands-on skills protecting data flows, model integrations, APIs, and 
deployment workflows against emerging threats across the AI lifecycle.

SANS COURSE:

SEC545

GIAC Machine Learning Engineer (GMLE)
The GIAC Machine Learning Engineer (GMLE) certification validates 
a practitioner’s knowledge of practical data science, statistics, 
probability, and machine learning. GMLE certification holders have 
demonstrated that they are qualified to solve real-world cyber 
security problems using Machine Learning.

SANS COURSE:

SEC595

GIAC Python Coder (GPYC)
The GPYC certification validates a practitioner’s understanding of core programming 
concepts, and the ability to write and analyze working code using the Python 
programming language. GPYC certification holders have demonstrated knowledge 
of common python libraries, creating custom tools, collecting information about a 
system or network, interacting with websites and databases, and automating testing.

SANS COURSE:

SEC573



40%60%
Skills Gap vs. Headcount
60% Skills Gap | 40% Headcount  

20-point differential (was only 4 points in 2025)

72% of recruitment difficulty is expert + senior + mid-level

Workforce Reality
ALL DATA: SANS/GIAC 2026 CYBERSECURITY WORKFORCE RESEARCH REPORT

Impact of Skills Gaps

57% Delayed projects

47% Increased burnout

47% Slower incident response

42% Cannot adopt new tech

27% Experienced a breach

Recruitment Difficulty by Level

27% Expert (15+ years)

22% Senior (10–15 years)

23% Mid level (5–10 years)

6% Junior (2–5 years)

4% Entry level (0–2 years)

AI Roles Being Created

34% AI/ML Security Specialist

32% AI Security Engineer

30% AI Governance Analyst

26% Data Scientist (Security)

23% AI Red Team Specialist

19% AI Ethics Specialist

27%

34%

57%

47%

47%

42%

27%

32%

30%

26%

23%

19%

22%

23%

6%

4%



Threat Acceleration

47x Methodology
Derived from ALFA-Chains (SANS/RESEARCHGATE, 2025), AI-supported privilege escalation 
in <60 seconds using Metasploit. Compared against CrowdStrike 2023 average 
compromise-to-lateral-movement of 79 minutes. Corroborated by Horizon3 

NodeZero achieving full exploitation in 60 seconds and CTF benchmarks 
(ARXIV:2504.06017V1). The 47x figure represents a deliberate floor estimate. 

More than 600 million  
cyberattacks per day faced by Microsoft customers  

(MICROSOFT DIGITAL DEFENSE REPORT 2024)

80–90%  
autonomous execution by Chinese state actors using Claude Code— 

the first documented AI-orchestrated espionage campaign   
(ANTHROPIC GTG-1002, NOVEMBER 2025)

29 minutes  
average breakout time—and shrinking  

(CROWDSTRIKE 2026)

742%  
average annual increase in supply chain attacks since 2019  

(SONATYPE)

680%  
year-over-year surge in deepfake voice fraud  

(PINDROP 2025)

The 47x Speed Gap
AI-assisted exploit chains execute in under 60 seconds what takes human 

operators 47–79 minutes. This conservative estimate uses publicly available 
tools like Metasploit, not nation-state weaponized capabilities.

Human Operator: 47–79 minutes  
(CROWDSTRIKE BREAKOUT DATA) 

AI-Assisted Exploit Chain: <1 minute  
(ALFA-CHAINS/SANS 2025; HORIZON3 NODEZERO)

47–79 M

<1 Min



Salary Ranges by Role (March 2026)
BASED ON GLASSDOOR, ZIPRECRUITER, AND LEVELS.FYI DATA (2025–2026) FOR MATCHED ROLES. 

COMPENSATION VARIES BY GEOGRAPHY, COMPANY SIZE, AND CLEARANCE REQUIREMENTS.

#10  Post-Quantum Cryptography Migration Specialist

$175K–$260K+HORIZON

$130K–$185KBUILDING

#6  AI Security Specialist

$130K–$185KBUILDING

#5  AI Supply Chain Security Engineer

$120K–$180KBUILDING

#3  AI Incident Response Orchestrator

$95K–$145KBUILDING

#1  AI-Augmented SOC Analyst

$130K–$175KHORIZON

#4  AI Identity and Deepfake Defense Specialist

$160K–$240KHIRING NOW

#9  AI Governance, Risk & Compliance Lead

$130K–$220KHIRING NOW

#8  AI Red Team Specialist

$110K–$165KHIRING NOW

#2  AI Threat Intelligence Analyst

$152K–$210KHIRING NOW

#7  AI/ML Security Engineer



  NEW!   SEC411: AI Security  
Principles and Practices:  
GenAI and LLM Defense
2 Days (Instructor-Led) 
14 CPEs/14 Hours (Self-Paced)  |  3 Hands-On Labs

SEC495: Leveraging LLMs:  
Building & Securing RAG, Contextual 
RAG, and Agentic RAG 
1 Day (Instructor-Led) 
7 CPEs/7 Hours (Self-Paced)  |  5 Hands-On Labs

  NEW!   SEC535: Offensive AI – Attack 
Tools and Techniques
GIAC Machine Learning Engineer (GMLE)
3 Days (Instructor-Led) 
18 CPEs/18 Hours (Self-Paced)  |  14 Hands-On Labs

  NEW!   FOR563: Applied AI for Digital  
Forensics and Incident Response: 
Leveraging Local Large Language Models
1 Day (Instructor-Led) 
6 CPEs/6 Hours (Self-Paced)  |  4 Hands-On Labs

Ready to Start Your  
AI Security Career?
Early adopters get exceptional  
advancement opportunities.  
The window to establish yourself  
in AI cybersecurity is 12–18 months.

Explore SANS AI Courses

Secure and Use AI with Confidence:  
Training for Cybersecurity Practitioners
SANS AI training prepares security professionals to understand, defend, and 
operationalize AI at every layer, from models and pipelines to investigations and alerts.

  NEW!   SEC545: GenAI and LLM  
Application Security
GIAC AI Platform Security (GAIPS)
5 Days (Instructor-Led) 
30 CPEs/30 Hours (Self-Paced)  |  20 Hands-On Labs

SEC598: AI and Security Automation 
for Red, Blue, and Purple Teams
6 Days (Instructor-Led) 
36 CPEs/36 Hours (Self-Paced)  |  25 Hands-On Labs

SEC595: Applied Data Science  
and AI/Machine Learning for 
Cybersecurity Professionals
GIAC Machine Learning Engineer (GMLE)
6 Days (Instructor-Led) 
36 CPEs/36 Hours (Self-Paced)  |  30 Hands-On Labs

SEC573: AI-Powered Security 
Automation: Building Tools with 
Python, LLMs, and MCP
GIAC Python Coder (GPYC)
6 Days (Instructor-Led) 
36 CPEs/36 Hours (Self-Paced)  |  128 Hands-On Labs



Sources and Methodology
47x Speed Estimate Methodology  
•  �Derived from ALFA-Chains (SANS/ResearchGate 2025): AI-supported privilege escalation in <60 seconds using Metasploit. 

Compared against CrowdStrike 2023 average compromise-to-lateral-movement of 79 minutes. Corroborated by Horizon3 
NodeZero (60s full exploitation) and CTF benchmarks (arXiv:2504.06017v1). These use publicly available tools; nation-state 
capabilities would be faster. The 47x figure represents a deliberate floor estimate.

Primary Research 
•  �SANS/GIAC. “The Evolving Cyber Workforce: AI, Compliance, and the Battle for Talent.” 2026 Cybersecurity Workforce 

Research Report. 947 global respondents. 2026.
•  �Darktrace. “The State of AI Cybersecurity 2026.” 1,500+ security professionals. Published February 3, 2026.
•  �IBM/Ponemon Institute. “Cost of a Data Breach Report 2025.” 600 organizations, March 2024–February 2025.
•  �Veracode. “2025 GenAI Code Security Report.” 80 coding tasks, 100+ LLMs, four programming languages.

Threat Intelligence
•  �Anthropic. “GTG-1002 Threat Intelligence Report.” Chinese state actors using Claude Code. November 2025.
•  �CrowdStrike. “2026 Global Threat Report.” Average breakout time: 29 minutes.
•  �Microsoft. “Microsoft Digital Defense Report 2024.” October 2024. >600M attacks/day.
•  �ALFA-Chains. “AI-Supported Discovery of Privilege Escalation and Remote Exploit Chains.” SANS/ResearchGate, 2025.
•  �Horizon3.ai. “Vulnerable vs. Exploitable.” NodeZero intelligence blog. 2026.
•  �Splunk. “State of Security 2025.” May 2025.
•  �Cloud Security Alliance. “SOC Benchmark 2025.” 148 SOC analysts.

Industry Research
•  �CyberArk. “2025 Identity Security Landscape.” 2,600 respondents. Machine identity ratio: 82:1.
•  �Keyfactor. “2025 Quantum Readiness Report.” 450 enterprise respondents.
•  �Pindrop. “2025 Voice Intelligence Report.” 680% YoY deepfake voice fraud.
•  �Sonatype. “State of the Software Supply Chain.” 742% average annual increase since 2019.
•  �HYAS Labs. “BlackMamba” PoC. March 2023.

Regulatory and Government
•  �EU AI Act (Regulation EU 2024/1689). General application: August 2, 2026. High-risk obligations: August 2, 2027. Maximum 

penalties: EUR 35M or 7% global turnover.
•  �NIST Post-Quantum Cryptography Standards: FIPS 203, 204, 205. Finalized August 2024.
•  �FBI Cyber Alert: “North Korean IT Worker Threats.” July 2025.
•  �NSA, DHS, CISA, UK NCSC. Harvest Now, Decrypt Later advisories.
•  �Microsoft/OpenAI. Nation-state AI usage research. 2024.
•  �WEF Global Cybersecurity Outlook 2025–2026.

Job Market and Salary Data
•  �Glassdoor, Indeed, ZipRecruiter, LinkedIn job-board captures. March 20, 2026. All counts are point-in-time snapshots.
•  �Salary ranges: Glassdoor/ZipRecruiter/Levels.fyi 2025–2026 data.
•  �GIAC certification pages: giac.org. March 2026.
•  �SANS course catalog: sans.org. March 2026.



OUR MISSION is to safeguard people, communities, economies, and 
critical infrastructure by training those who defend them. We fight the 

good fight by equipping students with practical, immediately applicable 
skills to protect their organizations and outsmart attackers.

Our faculty of active practitioners set the global standard in 
cybersecurity. Through hands-on training, GIAC certifications, academic 

degrees, and community resources, we empower defenders to stay 
ahead of evolving threats. Guided by integrity and an unwavering 

commitment to excellence, we strengthen our people and build a more 
resilient global community—one lab, one lesson, one learner at a time.

sans.org          giac.org




